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1. firewalld [

e LinuxOO 22000 ipchains 000 OO0 O0O0/000 O000O0OD OODOO DODOO 2.40
OO0 00000 000 000 Od netfiterD O0DO0OO0O OO0 ODOOOO.

e iptables O netfilter 000000 OO0O0O OO0OO0 OO0 OO0 OOOOOO ODOO OOO
O iptables0 000 OO0 OO0 O0O0O0 OO0 OO0 OO0OOOD OO OODO ODOO
U oo ooooogo bog bbobog.

e ijptables 000 OO0ODO O0ODO OO0 OO0 OO0 OO0OD OO0 OO0 OOOODO
RHEL/CentOS 7000 O0OOO firewalld OO ODODOD0D ODOODOO OO0 OO0 ODOO OO0 O

0000 iptablesO0 00 OO0 OOOOOO firewall-emd, GUIO O OO0 firewall-configDh O O
oo ooooao.

oo oodo oo ogd

e JODOODO firewallemd O OO0 OO0 OOO0O OO OO0 OOOO OO firewalldd OO O
0000 0O00 0000 0D OO0 D000 oDoo0 0oooo ooog firewall-cmd

—reloadd 00000 OD0O0O0 O0OO0O0O OO0 ODO0DO0D0D OO OO0 OO ODOOOOOO
I A O I Y
e 000 000 OO0 ODODDODO UDDOOO DOUOO —permanentd 00 OOOO ODOOO
000 00 00 0000 o0 firewall-cmd —reload D000 OO0 OO0 O0OOO0OO
Ugoboob ob oo bbb oo oo bbb oooo.
e firewalldd OO0 OO0 0O 0O OO0 OO0 OO DO ODOD OOD OO OOODO OOOO
I I e T A T T

firewall-cmd|firewall-cmd -permanent
OO0 00O (firewall-cmd -reload O 0O 0O )|O ooo
oo oono oo oo ggdod O

e 10 fireall-cmdD OO0 O0O0OD0O U0 OO0 O0O0OO0OO0O OO OO0 OQUOOOO OOO
firewall-cmd —-reload OO U0 OOODO OO OOOO ODQOOOQ.

e 000 firewall-cmd —permanentd OO0 ODOOO OO firewall-cmd —reload OO

b0 gobb obob bbb obboo b0 bbb bbb ob oob oob ooobo
b0 gobob oobobooboog.

2.0000 00

god oo oog oo

#000O 00 O00O@OOO0O running, OOODO OOO not runningD 0 O0O)
root@dns ~| firewall-cmd --state #0000 OO

#not runningl OO OO0 OO

root@dns ~] systemctl enable firewalld # 00 OO0 ODOO0O ODO0OO ODOOO O
ooo.

root@dns ~| systemctl start firewalld # firewalldl [0 [0.
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3. 00

root@édns ~| yum install firewalld # (][]

rootcdns ~| systemctl start firewalld # [0

root@dns ~| systemctl enable firewalld # 00 OO0 ODOOO0 D000 D000 O
ooo.

4. 00 IPO OO0 ODOOO OO

IPOO

#IP [
root@dns ~| firewall-cmd --permanent --add-source=10.10.10.10

#IP OO OO
root@dns ~| firewall-cmd --permanent --remove-source=10.10.10.10

IPOO OO

#IP OO OO
root@dns ~| firewall-cmd --permanent --add-source=10.10.10.0

#IP 00O OO OO
root@dns ~| firewall-cmd --permanent --remove-source=10.10.10.0

e J0DO /240 OO IPOD OODCOO ODOOD DODOOOD DOO,0 00000 OO
10.10.10.600 10.10.10.255000 O0OOO.

oo og oad

HOOO OO OO
root@dns ~] firewall-cmd --permanent --add-port=80/tcp

HIOO OO OO OO
root@dns ~] firewall-cmd --permanent --remove-port=80/tcp

oo oo o oo

HIOO OO OO OO
root@dns ~| firewall-cmd --permanent --add-port= - tcp

#UOUOO OO OO OO OO
root@dns ~| firewall-cmd --permanent --remove-port= - tcp
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IPO OO0 O0O0O OO OO

#IPO OO ODOO OO OO

root@dns ~| firewall-cmd --permanent --add-rich-rule='rule family="ipv4"
source address=10.10.10.10 port port="80" protocol="tcp" accept'

#IPU U0 ODUO0O OD OO OO

root@dns ~| firewall-cmd --permanent --remove-rich-rule='rule family="ipv4"
source address=10.10.10.10 port port="80" protocol="tcp" accept'

PO O

#IP OO

root@dns ~| firewall-cmd --permanent --add-rich-rule='rule family="ipv4"
source address=10.10.10.10 drop'

#IP 00O OO

root@dns ~| firewall-cmd --permanent --remove-rich-rule='rule family="ipv4"
source address=10.10.10.10 drop'

000 Rule OO

#OOO Rule OO OO OO
root@dns ~| firewall-cmd --reload

#OO0O Rule OO0 OO
root@dns ~] firewall-cmd --list-all

5. Network Zone

e firewalldd OO0 0O OO0 O OO0 0OD0OO0O0O OO0 DOOOOODOODOODOODOD OO

gobo obog.00 bbb 0obb 0b zonel O0OD OO0 OODLD OOLODOOO DOOD O
U odd oo oo bogooo.

e J0 U0 0O0OOzoned OOD ODODOOO firewallemd OO O —get-zones OO0 OO OO
og ooo.

root@dns ~| sudo firewall-cmd --get-zones

work drop internal external trusted home dmz public block

e D OO0 LD OO0 zone OO ODOLOD U000 OO zonell OO0 OO, OO zone

000 0000000000000 —list-all-zonesOOOO OO OO0O zoneO OO
ogob obobogbbog.
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root@dns ~| sudo firewall-cmd --list-all-zones

dmz

target: default
icmp-block-inversion: no
interfaces:
sources:
services: ssh
ports:
protocols:
masquerade: no
forward-ports:
sourceports:
icmp-blocks:
rich rules:

internal

target: default
icmp-block-inversion: no
interfaces:

sources:

services: dhcpv6-client mdns samba-client ssh
ports:

protocols:

masquerade: no
forward-ports:
sourceports:
icmp-blocks:

rich rules:

e [0 zoneOd servicesOOO OO OO zoneOD D00O0O0O OOODO OODO OO0 ODODO OO
00, dmzO sshd, internald dhcpv6-client, mdns OO0 OOO0O OO O O O00OOO.

e 10 00ODODO zone ODOODODO —get-active-zoneOOD OOOD0 OO0 OO OOOO
zonel publicO OO O O OOOO .(default)

root@dns ~| firewall-cmd --get-active-zone

public
interfaces: eno0

O 00 00 OO0(--list-all)

e 0 OO0ODO O DDOODOOOO -list-allOD0OO0 ODOODO ODOD.0D00 OO OO00O0O
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OO0 dmz OO 10022 00 portdD OO ODO DOOOO.

root@dns ~] sudo firewall-cmd --list-all

dmz (active

target: default
icmp-block-inversion: no
interfaces: enp5s0f0@ enp5s0fl

sources:

services: ssh http https

ports: tcp - tcp tcp - tcp tcp
protocols:

masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

ggd o ood

e J0 U0 ODDOOO —set-default-zone={ZONE NAME}O OO O0OOO0O ODOOOO OO
000 dmzO ODODOO ODOOOO.

root@dns ~| firewall-cmd --set-default-zone=dmz

g ogd

e 00 firewalldD OO0 zoneDO OO OO0 OODOO O O0O0OO OOOO —new-zoneOOO O
000 00 zoned OO0 OODO.000 webserverd 0 OO0 OO0 OO OO0 ODDOODO
a.

root@édns ~| firewall-cmd --permanent --new-zone=webserver

e J00 0000 0OO0O0OO0O00 OO0 DODODUOODDODOUOOD OODO.-reloadd OOO
000 OO0OO firewalldD OOO O OODOO.

.00 OO OO

Ud oo oog oo

e firewalld 0O 000 OO0 OO0 0OD0ODO0O0O OO0 0OO0D0O0 0OO0D0O0 000 OO0 OO OO
0 -get-services 0O OO0 OO OO0 OO0 O DOOOO.

root@dns ~| firewall-cmd --get-services
RH-Satellite-6 RH-Satellite-6-capsule amanda-client amanda-k5-client amqp
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amgps apcupsd audit bacula bacula-client bgp bitcoin bitcoin-rpc bitcoin-
testnet bitcoin-testnet-rpc ceph ceph-mon cfengine condor-collector ctdb
dhcp dhcpve dhcpv6-client distcc dns docker-registry docker-swarm dropbox-
lansync elasticsearch etcd-client etcd-server finger freeipa-ldap freeipa-
ldaps freeipa-replication freeipa-trust ftp ganglia-client ganglia-master
git gre high-availability http https imap imaps ipp ipp-client ipsec irc
ircs iscsi-target isns jenkins kadmin kerberos kibana klogin kpasswd kprop
kshell ldap ldaps libvirt libvirt-tls lightning-network llmnr managesieve
matrix mdns minidlna mongodb mosh mountd mqtt mqtt-tls ms-wbt mssql murmur
mysql nfs nfs3 nmea-0183 nrpe ntp nut openvpn ovirt-imageio ovirt-
storageconsole ovirt-vmconsole plex pmcd pmproxy pmwebapi pmwebapis pop3
pop3s postgresql privoxy proxy-dhcp ptp pulseaudio puppetmaster quassel
radius redis rpc-bind rsh rsyncd rtsp salt-master samba samba-client samba-
dc sane sip sips slp smtp smtp-submission smtps snmp snmptrap spideroak-
lansync squid ssh steam-streaming svdrp svn syncthing syncthing-gui synergy
syslog syslog-tls telnet tftp tftp-client tinc tor-socks transmission-client
upnp-client vdsm vnc-server wbem-http wbem-https wsman wsmans xdmcp xmpp-
bosh xmpp-client xmpp-local xmpp-server zabbix-agent zabbix-server

Jod o

« 0 OO0 http(80), https(443) 00 OO0 OOODO OO0 —add-service=SERVICENAME O
000 0000 000 000.-add-serviced 0000 O0O00 000 000 O 000
O httpO httpsD 00 OO0 OO0,

root@dns ~| firewall-cmd --permanent --zone=webserver --add-service=http
root@dns ~| firewall-cmd --permanent --zone=webserver --add-service=httpO
oog o

e 000 OODO —remove-service=SERVICENAME O OO OO ODOO. O OO http/https 00O O

oooooad.
root@édns ~| firewall-cmd --permanent --zone=webserver --remove-service=http
root@dns ~| firewall-cmd --permanent --zone=webserver --remove-

service=https
Tip
Oogd ogo

firewall-cmd --state #0000 OO OO
firewall-cmd --get-zones # 00 Zone 00

firewall-cmd --get-default-zone # [0 OO0 Zone [
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firewall-cmd --list-all # 00 OO0 O0O0OO/00 OO

firewall-cmd --reload #0000 O0OO

Troubleshooting

Failed to restart firewalld.service: Unit is masked. [0 [J

emask OO0 OO0 OO0 0O0O0,0,0000 00O firewalldD ODOOO restartd O OO
0O 0000.000,00umask000 ODOOO.

root@dns ~| systemctl unmask firewalld

e firewall-cmd error on polkit
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